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Abstract

Network security consists of different policies and rules predefined by its administrator to avoid illegal access, any modification
in network or its accessible resources. It is one of the biggest and challenging domain in the various fields where communication
based activities continuously happened and security need to the data is high. One of the well-known applications of networking
system is banking on which we are going to focus to provide security. Main issues in that is password hacking, in response,
banks and other financial institutions have developed technologies like device identification, one-time password (OTP),
Automated Transaction Machine (ATM) etc. But these facilities have limitations to some extent. So we are going to proposed
secure online transaction system using MOTP (Mobile one-time password) and identity based Double Encryption for banking
purpose which will try to overcome limitations of previous system and making strong authentication based transaction system
available for permitted users. The system we called it as strong authenticated because along with double encryption we will be
provide International Mobile Equipment Identity (IMEI) as well as Short Message Service (SMS) alert facilities in case of stolen
or lost mobile phones. So user will not be worry for security while using our proposed system.
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I. INTRODUCTION

Today, e-Banking application has gained popularity because of its innovative and techno based services which useful their
customers in terms of time, money and synchronization. Various Banks now making facilities available to their customers using
the pub/sub system, where customers able to specify their interested events by means of subscriptions. Without the bank
knowing the relevant set of bank users, or vice versa; Published events are available to their relevant bank customers. This
concept traditionally held by intermediate routing over a broker network. Hence we need to consider secure login to the
transaction system and must consider factors which can secure the bank account login process.

So we will try to design our system by combining traditional approach along with latest technologies. As the emergence of
wireless network high speed technologies such as mobile phone in the global advertising industries has gained popularity and
this became a medium of communication. We are trying to emphasis on the online secure transaction system using such
technology where strong security to the user’s account details will be provided. In our application we will provide a security for
the customer’s password. Whenever they wants to login in the site, each time a new password will be generated and that
password will be in the double encrypted form available at their mobile device. Now customer has to decrypt twice that double
encrypted password using private key owned by customer. Now customer can login using his decrypted password. After
successful verification process customer can easily access to his bank account and related details through our online transaction
system. In addition to the security purpose we also going to provide IMEI facility to block lost or stolen mobile through which
you were performed transaction activities using our system. Here is not the end as we also provide SMS alert to our user in case
of suspicious activities. So we think that our system will surely be the enhancement for existing security systems used in case of
online transaction.
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I1l. LITERATURE SURVEY

As we have discussed, in the Banking field until now various facilities have been provided like ATM, E-banking etc. Along with
such development some security related issues and a challenge also increases. Hence before designing our proposed system we
performed literature survey of few papers.

Mohamed HamdyEldefrawyet. al. proposed an online banking security system in[1].To provide high level authentication they
introduced Two-factor authentication 2FA scheme. Various banking systems have fulfilled the 2FA requirements by providing
OTP via. SMS(Short Message Service) to the user. Novel two-factor authentication scheme were described in this paper where
multiples OTPs generated. They also performed detailed security analysis consisting study related to different types of attacks.
To achive their work, they elaborated and modified Lamport’s idea to produce infiniteness and forwardness and to avoid the
public key cryptography use. To overcome the limitations of infiniteness and forwardness and vulnerabilities caused by them;
author of this paper generated new algorithm with modification in existing Lamport’s algorithm. Due to that newly generated
algorithm forward and infinite OTP generated using twonested hash functions. Hence there was no need of a token embedded
server synchronized clock. But, the disadvantage of this system was, international roaming, SMS charges and time delay affects
system reliability.

In paper [2],SyedaFarhaShazmeenet. al. , proposed response-based authentication methods consisting symmetric cryptography

along with Software Security model. There is continuous growth in the number of customers who using Internet banking. But
maintain security and privacy in that case became important as well. Hence by considering this problem authors of this paper
developed security model for internet banking. During the research process, they found the main problem was that applications
of e-banking was sending data in the form of plain text directly to customer which was reduced security to user’s data.
Hence, to overcome this theydesigned security models for online banking systems in this paper. And to achieve this they used
strong user identification and authentication methods. The resolve security issues they used software-based solutions consisting
use of encryption algorithms. So overall they build challenged-based methods including short time passwords with Symmetric
cryptography and Software Security model. IDEA symmetric cryptographic algorithm was used in this paper. Actual flow in this
approach was like bank was hiding customer transaction data to maintain security. Then security alert SMS was send over
customer’s application supported handset. Customer application was then performed encryption/decryption processes as per
requirement. And finally user was capable of accessing his account.

Drawback we found in this system is that, they were just providing single level authentication. And also they were not given
an alternative solution in case of failure of mobile device or if any illegal user steals user’s mobile.

Hung-Min Sun et. al., in paper [3], designed a protocol named oPass. They decided to design it because, they observed that
,many people uses normal text password as a primary mean of user authentication for different websites. This type of
authentication is simple to use because during the registration to any site user just need to give valid username and text password.
But the main drawback is that if user log in to the system using hard password, users must remember and recall the selected
password for future use and generally humans are not experts in memorizing text strings. So, the probability of using simplest
text password increases even they know the passwords might be insecure. In various possible ways such password get stolen by
untrusted users like selecting and reusing the weak passwords for different websites by trusted users. Then, entering passwords
into untrusted web pages. Using different password stealing methods such as phishing, soft wares like key loggers and malware
untrusted user get easy access to the authorized user. To avoid such security problem, in this paper, authors designed
aoPassprotocolthat uses a user’s cellphone and SMS scheme to avoid password stealing and password reuse attacks. It just
require unique phone number of each corresponding user, and telecommunication service provider for registration and recovery
phases. Main advantage of this system was users free from having to remember or entering passwords into conventional
computers for authentication purpose. Some more advantages the system was provided were like Anti-malware, Phishing
Protection, Secure Registration and Recovery, Password Reuse and Prevention and Weak Password Avoidance, Cellphone
Protection. Though these advantages were provided by system some more future work they need to be done in order to enforce
security.

In this paper [4], JaideepMurkuteet. al ,described in detail about implementation of online banking system. According to
authors of this paperDespite of wide use of current online banking system, it has many security holes as it’s based on traditional
password based model, no mutual authentication between user and bank server which leads to threats like phishing(stealing
passwords and using them for transactions), intercepting communication lines, database hacking, etc.

Security is an important issue for online banking application which can be implemented by various internet technologies and
gap between real world and virtual world can be filled up. While implementing online banking system, secure data transfer need
can be fulfilled by using https data transfer and database encryption techniques for secure storage of sensitive information. To
eliminate threat of phishing and to confirm user identity, QR-code which would be scanned by user mobile device can be used
and weakness of traditional password based system can be improved by one time password (OTP) which can be calculated by
user transaction information and data unique at user side like IMEI number of the user mobile device.

Muhammad Adnan Tarig,et. al. ,in paper[5],proposed work to design content based publish/subscribe (pub/sub) system which
doesn’t require brokers. Clustering algorithm they used in the system to cluster the subscribers according to their subscriptions.
Authentication and confidentiality were main challenges in a content basedpub/sub system. Both were difficult to achieve
because of the loose coupling between publishers and subscribers and conflicts with content-based routing. To overcome such
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problems authors of this paper provided solutions. Along with content based broker less pub/sub system framework they also
used previous existing work with modifications to enforce their system work. So, they used searchable encryption method for
reliable routing of encrypted events to be happen. Then to strengthen the weak subscription confidentiality they routed a new
event dissemination strategy and they also performed analysis of various attacks on subscription confidentiality. Hence the
system supported fine-grained key management and the reduction in the cost for encryption, decryption, and proper routing for
subscribers. Though such advancement happened in the system still there is provision to achieve high security in such system.

111. CONCLUSION

By keeping in mind the point that is the security in the banking field we did successful survey for our proposed system. And
during this study we came across various already implemented techniques, some issues related to transactions and solutions over
these issues if exists. Some techniques we will definitely going to be utilize in our project and will try to enhance our system so
that user will experience the strongly secure transaction system.
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