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Abstract 

 

Wireless sensor networks constitute of sensor nodes which are small in size, running on battery, limited computation power, 

memory and communication capability. Operational environment of sensor nodes is generally unfavorable and unattended which 

may result in failure of sensor nodes and they are prone to various malicious attacks. One of these attacks is Sybil attack. Sybil 

attack is harmful enough to get attention of researchers. In Sybil attack a malicious node illegally forges an unbounded number 

of identities to present an illusion to the network as if it were different legitimate nodes. We propose here a key management 

protocol that will prevent any such attacks. 
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I. INTRODUCTION 

Wireless sensor networks (WSNs) are a promising technology produce economically viable solutions to applications of different 

kinds and interests. WSNs have attracted significant attention from both researchers and industrial engineers with numerous 

potential application domains such as Security and surveillance, smart buildings and health care and so on. However, most 

WSNs are deployed in open environment so that the security challenges are also increasing drastically. Security challenges made 

sever by WSNs broadcast nature of wireless communication. Additionally Sensors nodes have limited computation power, 

memory and communication capability. In this paper, we analyze Sybil attack, in which a malicious node behaves like a number 

of nodes being only a single node, for example by forging other nodes or by generating false identities. James Newsome et al. [1] 

introduced taxonomy of different forms of Sybil attack, Direct vs. Indirect communication, fabricated vs. stolen identities, 

simultaneous vs. non-simultaneous participation. In Direct communication Sybil nodes communicate directly with legitimate 

nodes of network while in indirect communication no legitimate communicate directly with Sybil identities. Malicious devices 

pretend to pass messages to Sybil nodes, sent by a legitimate node. When a malicious device generates Sybil identities all by 

itself then these identities are known as fabricated identities. When a mechanism is there to check legitimate node identities then 

malicious node cannot fabricate new Sybil identities in such case, malicious device stole legitimate node identities and assign 

them to Sybil nodes. These stolen identities will work fine if malicious node destroys or temporarily disables the impersonated 

nodes. In simultaneous attack all Sybil identities participate in network at once alternately a malicious node may present any 

number of Sybil identities at any given time in non-simultaneous attack. While a hardware entity can only act as one identity at a 

time, it may present different identities at different times to pretend that they are all present simultaneously. In the given fig. 1 a 

malicious node (identity) is shown announcing its multiple identities. 

 
Fig. 1: Malicious Node Announcing Its Multiple Identities 
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In Sybil attack a malicious node stole or fabricates multiple identities and uses them to participate in network operations. It 

pretends that there are multiple participants in the network being only a single physical device. It participates in all network 

operations on behalf of these Sybil identities. A malicious node receives all data transmitted in network and transmits bogus data 

in network with these identities. 

II.  RELATED WORK 

In 2004, Sencun et al. [2] proposed a key management protocol, LEAP (Localized Encryption and Authentication Protocol), 

hindering security brunt of a node compromise to the network area of the compromised node. LEAP establishes four of keys for 

each sensor node – an individual key shared with the base station, a pairwise key shared with another sensor node, a cluster key 

shared with multiple neighboring nodes, and a group key that is shared by all the nodes in the network. One-way key chains were 

also used in LEAP for local broadcast authentication which turns out an efficient way of authentication. A convincing feature of 

the authentication protocol is that it supports source authentication without disturbing in-network processing.  

In 2004, James et al. [1] analyzed threats posed by the Sybil attack to wireless sensor networks. Authors defined Sybil attack 

and establish taxonomy of this attack by distinguishing different attack types. To better understand the implications of the Sybil 

attack and how to defend against it, taxonomy was developed of its different forms. Three orthogonal dimensions were proposed 

by authors: direct versus indirect communication, fabricated versus stolen identities, and simultaneity. 

In 2005, Yanchao et al. [3] designed compromise tolerant security system based on location based keys for sensor networks. 

Authors developed a node-to-node authentication scheme based on location based keys. It was not only able to localize the 

impact of compromised nodes within their region, but also to expedite the establishment of pairwise keys between adjacent 

nodes. Authors demonstrated the use of location-based keys in tackling a few blatant attacks against wireless sensor network 

routing protocols. Another nice feature of their scheme is that, once finishing mutual authentication; two involved neighboring 

nodes have established a pairwise key indispensable for guaranteeing link layer security. 

In 2005, Qinghua et al. [4] offered light-weight identity certificate method to defeat Sybil attacks. Authors used one way key 

chains and two level merkle hash trees to create certificates. The setup server, before deployment, assigns each sensor node some 

unique information. The server then creates an identity certificate binding this node’s identity to the assigned unique information, 

and downloads this information into the node. To securely demonstrate its identity, a node first presents its identity certificate, 

and then proves that it possesses or matches the associated unique information. 

In 2006, Yanchao et al. [5] recommended a suite of location-based compromise-tolerant security mechanisms. Based on a new 

cryptographic concept called pairing, authors proposed the notion of location-based keys (LBKs) by binding private keys of 

individual nodes to both their IDs and geographic locations. Then authors developed an LBK-based neighborhood authentication 

scheme to localize the impact of compromised nodes to their vicinity. During the post-deployment phase, each node is required 

to discover and perform mutual authentication with neighboring nodes, which is a normal process in many existing security 

solutions for sensor networks. In this scheme, each node will think of another node as an authentic neighbor if and only that node 

is within its transmission range and also holds the correct corresponding LBK. 

In 2007 Wang et al. [6] proposed a new method of Sybil attack detection in Wireless Sensor Network (WSN) based on received 

signal strength indication (RSSI). This method establishes Jakes channel model by emulating real network space situation of 

WSN. At the same time, it judges Sybil Attack from both the received signal’s strength of nodes and the status messages of 

member nodes which are accumulated in head nodes synthetically.  

In 2008, Jie Yang et al. [7] proposed to utilize K-means cluster analysis for detecting Sybil attacks based on the spatial 

correlation between the signal strength and physical location. Authors took a different approach by using spatial correlation 

between the signal strength and physical location to detect Sybil attacks. Specifically, their attack detector utilizes the Received 

Signal Strength (RSS) and K-means cluster algorithm to perform Sybil attack detection. By analyzing the RSS from each 

location using K-means cluster algorithm, authors found that the distance between the centroids in signal space is a good test 

statistic for effective attack detection. 

In 2008, Shaohe et al. [8] presented a new Sybil attack detection mechanism, called CRSD, proposed for static wireless sensor 

networks, which took use of the received signal strength (RSS) to infer the distance between two identities and further determine 

the positions relation of the interesting identities by use of the RSS information from multiple neighbor nodes. It took use of the 

node position to identify the entity. Though a large number of identities could be claimed by a single Sybil node, they all must 

have the same position and the same distance relationship with other nodes. Thus, the RSS of the packets from these Sybil 

identities were nearly same at arbitrary receiver. CRSD thus classified these identities with similar RSS as a group that 

corresponds to just one entity. Secondly, the accuracy was further improved by cooperation among multiple nodes. With the help 

of multiple neighbors, the position of the identity could be determined so that the Sybil node can be identified accurately via 

node cooperation. A Sybil attack is detected when two or more different identities have almost the same position. 

In 2009, Liang et al. [9] propose an enhanced physical-layer authentication scheme to detect Sybil attacks, exploiting the 

spatial variability of radio channels in environments with rich scattering, as is typical in indoor and urban environments. Authors 

built a hypothesis test to detect Sybil clients for both wideband and narrowband wireless systems, such as Wi-Fi and Wi-Max 

systems. Authors examined numerous combinations of system parameters, including bandwidth, signal power, number of 

channel estimates, number of total clients, number of Sybil clients and number of access points. The technique takes into account 
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measurement errors in channel estimation, including the receiver thermal noise, phase rotation of the receiver oscillator, and the 

variation of pilot power of Sybil clients. 

In 2010, Yingying et al. [10] described a method for detecting both spoofing and Sybil attacks by using the same set of 

techniques. First authors described a generalized attack-detection model that utilizes the spatial correlation of received signal 

strength (RSS) inherited from wireless nodes. Using RSS is an attractive approach, because it can reuse the existing wireless 

infrastructure, and it was sufficient to meet the accuracy requirement of most applications. Then authors used K means algorithm 

for detection of identity based attacks. When examining the RSS readings from two nodes with different identities over time, we 

can apply the K-means cluster analysis to the mixture of these two RSS streams. Under normal conditions without a Sybil attack, 

the observed value of the test statistic should be large, because there were two different RSS clusters from two physical 

locations, whereas when a Sybil attack is present, the value of test statistics is small because the RSS readings originated in one 

physical location (i.e., the location of a Sybil node), and thus, there is only one cluster in the signal space. Attack detector was 

robust when handling the situations of attackers that use different transmission power levels to attack the detection scheme. 

In 2010, Shanshan et al. [11] described a security mechanism (LEACH-S) based on LEACH routing protocol against Sybil 

attack. The mechanism was set to start up Sybil attack detection policy based on RSSI (Received signal strength indicator) when 

the cluster-heads number in WSN is over a threshold. The number of cluster-heads was directly related to LEACH energy 

consumption. The security mechanism is set to start up Sybil attack detection policy based on RSSI (Received signal strength 

indicator) when the cluster-heads number in WSN is over a threshold. If a Sybil attack happens, the number of cluster-heads will 

increase and be far away from optimal number. Thus it can be perceived effectively whether there is Sybil attack in WSN by 

detecting the change of the number of cluster-heads. In avoiding or preventing Sybil attack neighbor authentication plays an 

important role.  

In 2011 Jasmine et al. [12] proposed a secure neighbor authentication protocol based on a variant of HB, an authentication 

protocol for RFID devices. HB shared-key, unidirectional authentication protocols whose efficiency makes them potentially 

suitable for resource constrained devices such as RFID tags. While the HB protocol is intended to be secure against a passive 

(eavesdropping) adversary. Authors assumed that all the nodes know their destination ID, when an event occurs or when 

requested by the base station, authors try to forward the data to their base station thus changing the topology continuously due to 

the mobility of the nodes. It was practically impossible to directly forward the data to the base station reason being the nature of 

radio signals. So the problem was to find a neighbor (hop) towards the destination which is achieved by repeated steps until 

destination is found. Authentication of the neighbor was an important component for the security of communication. As we 

know all communications via a node are not confidential messages. So authors introduce a field in the request packet 

differentiating a secret message. Node assumes a secret field on receiving a request communication mode.  

In 2013, Bin et al. [13] proposed a Sybil attack detection methods based on ranging in wireless sensor networks. The proposed 

method detected Sybil attacks through anchor nodes location. Authors used a very simple localization method the principle only 

needs one anchor TA. Then each node calculates its position in a polar coordinate system centered at the TA. The TA transmits a 

rotating beacon on u channel and the rotation was uniform with a period of T time units, which was known to all senor nodes. 

Every time the beacon n coincides with the polar axis the TA transmits a synchronization signal on a channel v, known to the 

sensor nodes. If the distance between different nodes in the polar coordinate system was found to be less than a small value, 

these nodes were Sybil attack nodes. Then add the nodes and their location attribute to the blacklist. The second way to detect a 

Sybil attack used was, If the absolute deviation between the calculated length and the actual length is greater than a calculated 

value ʎ then the node is treated a Sybil identity. 

In 2014, Himika et al. [14] presented Enhanced lightweight Sybil attack detection technique In enhanced lightweight 

technique, four parameters are used i.e. speed, energy, frequency and latency. Then Id’s of each node, address per Id and IP 

address per id is generated. Each parameter is assigned some threshold value. The threshold value of speed is set to 10m/s. 

Threshold value of rest parameters energy, frequency and latency were set as average energy of network, average frequency of 

network and average latency of network respectively. When new node enters in network, first its address was checked with 

address of nodes present in the network. If the address of new node did not match with any node’s address present in the 

network, then for identification of Sybil nodes speed, energy, frequency and latency values are then compared to their threshold 

values.  The nodes whose speed, energy, frequency and latency value is less than their corresponding threshold values are 

detected as legitimate nodes. 

In 2014, A.Babu et al. [15] proposed an energy efficient algorithm named SybilSecure. The proposed solution to the problem 

of Sybil attack detection was based on sending and responding to the query sent by the cluster head. The Cluster head has a list 

of its sub nodes parameters. The parameters are the identities and their location. The Cluster head broadcasts a query packet to 

all the sub nodes in such a way that it expects a reply that all the sub nodes must send their id and location. There are there cases 

in which the Sybil node reacts; this work only covers two cases. In first case Sybil node don’t send any reply; when a query 

packet is received by all the legitimate sub nodes including Sybil node, it does not respond to it. It simply gets the packet and 

drops it. Whenever retransmission is done for multiple times, the Sybil node does not respond to it. Second Sybil node replies 

with same Identity and different coordinates; In this case, all the legitimate sub nodes respond to the cluster head with their 

identity and location. The Sybil node also responds to the cluster head with any one of the Sub nodes identity and its own 

location. The node with the different location is detected as Sybil node. 
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In 2014 Vamsi et al. [16] suggests a lightweight Sybil attack detection framework (LSDF). This framework has two components: 

first, evidence collection; second, evidence validation. Every node in the network collects the evidences by observing the 

activities of neighboring nodes. These evidences are validated by running sequential hypothesis test to decide whether 

neighboring node is a benign node or Sybil node. During the evidence collection, observations related to location information, 

distance and RSS values are recorded. Whereas, in evidence validation, the computed evidences are submitted as inputs to 

sequential hypothesis testing to decide between two alternatives, neighbor node is a benign node and neighboring node is a Sybil 

node.  

In 2014 Makhdoom et al. [17] proposed a novel One Way Code attestation Protocol (OWCAP ) for wireless sensors networks. 

OWCAP consists of 5 main steps, seed generation, pseudo random memory traversal, message construction, verification and 

recovery and revocation. In seed generation the attested sensor node computes the seed for the PRG (Pseudo Random number 

Generator) by taking hash of current time and the secret serial n umber of the node. Authors used RC-5 cipher for Pseudo 

random memory traversal. Message construction is the most important part of OWCAP. The initial message P is constructed by 

appending sensor update. A MAC is then computed over P. The MAC computed over message P, not only provides integrity of 

sensor update but also provides implicit code attestation. In verification, OWCAP provides implicit code attestation along with 

the integrity check of sensor update. During Recovery and revocation if the expected MAC'(P) does not match the received 

MAC(P) , the verifier increments a counter value for respective node until it reaches its maximum threshold of 3. Threshold is 

set to 3 to avoid false rejection rate at the very first instance. As soon as the counter value for an end node reaches 4 the node is 

immediately black listed and no further messages are accepted from or sent to this node. 

III. PROBLEM FORMULATION 

In this paper we have analyzed different techniques used to defend, detect and cure Sybil attack. Different techniques uset to 

tackle Sybil attack are based on 

 Location based detection 

 Based on signal strength  

 Cluster analysis 

 Based on Key pre-distribution 

In Location based detection techniques it is always hard to know exact location of nodes and if location cannot be found 

precisely these techniques can put only a bound on number of Sybil identities attacker can generate. Signal strength of sensor 

nodes depends on a number of factors and can be affected very easily. The signal strength based defense is breakable with 

custom radio hardware and validation may be expensive in terms of energy. In cluster based techniques whole load of defense is 

on cluster head which causes a higher energy deprivation at the cluster head. Key pre-distribution techniques looks good they 

don’t put extra load on any single node, their working cannot be affected by any means and moreover they defend Sybil attack 

with small or no additional cost. 

IV. PROPOSED METHODOLOGY 

A key management protocol will be developed that will prevent Sybil attack and will assure authentication and confidentiality in 

wireless sensor networks. Only two keys will be used for communication, one is base station key (Kbs) and second is individual 

key (Ku). Pseudo random functions will be used to generate individual keys. These keys will be updated at regular time intervals 

(say Tc) using one way hash functions. These keys will also act as node id’s. Each node will store its own key, base station key 

and keys of all its neighbors. Base station Key will be used for broad cast message encryption and individual key will be used for 

unicast and multicast message encryption. A Symmetric encryption scheme will be employed for encryption. This protocol will 

work in three phases, first phase will be pre-node deployment and second phase will include neighbor discovery and 

authentication and third phase will be post neighbor discovery. 

V. ASSUMPTION 

An assumption is made that there exists a lower bound on the time interval Tmin that is necessary for an adversary to 

compromise a sensor node, and that the time Test for a newly deployed sensor node to discover its immediate neighbors is 

smaller than Tmin. 

VI. DATA STRUCTURE 

Only one data structure will be maintained, a table with one column, which will store neighbor ids. Whenever a new authentic 

node is found its current id will be stored in neighbor table. These neighbor id’s will be updated at regular time interval (Tc) by 

applying one way hash function on their current id’s. 
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VII. CONCLUSION 

Wireless sensor networks are prone to various attacks in presence of scarce resources and insecure working environment. 

Security protocols made for wireless sensor networks must be forced to work within well-defined boundaries of wireless sensor 

networks. It must be energy efficient, computationally simple and shall consume less memory. The proposed key management 

protocol will provide a secure environment for communication and will prevent Sybil attack. Number of message required for 

authentication is only one and this protocol uses pseudo random functions, one way hash functions and symmetric cryptography 

which are computationally cheaper that makes this protocol energy efficient. 
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