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Abstract 

 

In Universe data is in form of basic raw material, which is used to develop any system. One has to gather and process the data for 

getting the information. In today’s scenario one of the most existing problems in Data Mining is the process of discovering 

frequent data and consequently Association Rules. Data can be in form of text, audio, image files, and video. Discovering hidden 

dataitems(patterns) from complex and big data plays an important role in Marketing,Business,Medical Analysis, and other 

domain areas where these patterns are useful for strategic decision making. The concept of privacy preserving data mining has 

recently been proposed in response to the concerns of preserving privacy information from data mining algorithms. Proposed 

review paper described two types of method in which the first type of privacy, called output privacy, inwhich data is altered so 

that the mining result will preserve certain privacy. The second type of privacy called input privacy, inwhich the data is 

manipulated. 
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_______________________________________________________________________________________________________ 

I. INTRODUCTION 

Association rule mining scrutinized valuable associations and established a correlation relationship between large set of data 

items[1]. Association rules describe attribute value conditions that occur frequently together in a given data sheet. A typical and 

widely used example of association rule mining is Market Basket Analysis[2][3][4]. For example, data are collected using bar-

code scanners in supermarkets. Such market basket databases consist of a large number of transaction records. Each record lists 

all items bought by a customer on a single purchase transaction. Manager would be interested to know if certain groups of items 

are consistently purchased together. They could use this data for adjusting store layouts, for cross-selling, for promotions, for 

catalog design and to identify customer segments based on buying patterns. People are scared to provide personal information 

while using websites as they feel the organization would misuse the information. To increase the confidence of the user, a system 

called Mining Associations with Secrecy Konstraints(MASK) was developed, where the information can be distorted at the user 

end using a simple probabilistic distribution instead of any third party or the organization doing the same. [5] They show that the 

efficiency of the Privacy Preserving Data Mining can be well with an order or magnitude with respect to data mining by 

maintaining a satisfactory level of privacy and accuracy. 

II. LITERATURE REVIEW 

The sensitive association rule hiding problem is very common in a collaborative association rule mining project, in which one 

company may decide to disclose only part of knowledge contained in its data and hide strategic knowledge represented by 

sensitive rules. These sensitive rules must be protected before its data shared. Besides, by hiding some association rules, data 

owners can prevent the rule-based vicious inferences used for unwarrantable purposes,e.g. uncovering private data, as discussed 

in [6]. 

Verykios et al.[7] provide a survey of the existing privacy preserving data mining techniques. They classify the techniques 

based on the following dimensions: data distribution, data modification, data mining algorithm, data or rule hiding and privacy 

preservation. They define a parameter “transversal endurance” which is used to evaluate the sanitization algorithms designed for 

various privacy preserving techniques in different databases. 

Verykios et al.[8] provide two approaches: 

(1) Hiding the frequent sets to prevent the rules from being generated and  

(2) Reducing the importance of the rules by keeping the confidence below a threshold value. 

They provide five algorithms that are built on these two approaches. These strategies or algorithms perform minimal perturbation 

on data values in the data set. 
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III. ANALYSIS OF EXISTING PROBLEM 

On the basis of published paper described that from Non-sensitive information or unclassified data, one is able to infer sensitive 

information, including personal information, facts, or even patterns that are not suppose to be disclosed. 

IV. PROBLEM STATEMENT 

Formally, the problem has inputs a database D and a privacy confidence threshold. Let R(D,s) be the set of rules with confidence 

s in D. It is given B  R as the set of sensitive rules that must be hidden based on some privacy policy. The task is to lower 

the confidence of the rules in B below s and keep the impact on the non-sensitive rules A=R(D,s)\B at a minimum. The goal is to 

transform D into a database D’ so that the most association rules in R can still be mined from D’ while others, representing 

sensitive rules, will be hidden. In this case, D’ becomes the released database. 

In a previous classification of PPDM techniques,Oliveria et al.[9] classified the existing sanitizing algorithms into two major 

classes 

(1) Data sharing techniques  

(2) Pattern sharing techniques 

In the previous classification, PPDM problems are classified based on the techniques used to protect sensitive data. When the 

classification is based on a privacy-preserving technique, this is called as “classification by what”. Classification by what can be 

divided into two distinct categories. First, hiding data or showing it exactly. Solutions that fall into this category are: limiting 

access, augment the data, swapping, and auditing. Usually, the approaches under this category have less privacy but better 

accuracy in terms of results. Second, perturbing the data which means changing attributes values with new values.  This can be 

accomplished by adding noise, or replacing selected values with a question mark. Approaches under this category have greater 

privacy but less accuracy in terms of results[1][3]. 

V. PROPOSED WORK 

In the new classification, PPDM problems are classified based on “classification by where”. New classifications is general, 

comprehensive and gives better understanding to the field of PPDM in terms of placing each problem in the right category. The 

new classification is as follows: PPDM can be attempted at three levels as shown in Figure 1.1. The first level is raw data or 

databases where transactions reside. The second level is data mining algorithms and techniques that ensure privacy. The third 

level is the output of different data mining algorithms and techniques. 

 
Fig. 1.1: Levels of Privacy Preserving 

Finally, the review can be concluded that most of the research in privacy preserving association rule mining; the ideas of 

selecting the sensitive rules that need to be hidden are not given. The sensitive patterns (items) too identified are not given. In 

large amount of database manual selection of the sensitive items and sensitive rules is difficult. The proposed work will be done 

under level 1and the algorithm is introduced to identify the sensitive items which then give the sensitive rules for hiding. 

VI. EVALUATING PPDDM TECHNIQUES 

At present, the privacy Preserving Distributed Data Mining study is in development stage. Then most current PPDDM 

techniques are on the theory level and are developed for specific application against some certain aspects. Therefore so far, 

therefore there is no technique to effectively achieve the PPDDM goals. So the evaluation framework recommended for 

assessing and evaluating PPDDM techniques, is in accordance with the following criteria: 
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 Efficiency:It is defined based on techniques running time (computational cost) and cost of information exchange 

between sites (communication cost). 

 Privacy Level: PPDDM a computation is called secure if the information obtained by any party can be obtained through 

only its own input and output. 

 Mining Accuracy:It is defined based on amount of data mining result accuracy that achieved in PPDDM techniques. 

 Scalability: scalability of the technique refers to the ability to efficient handle many participant sites, when the number 

of participant site increases. 

 Security model: is defined based on assumptions of site’s behavior that is considered in techniques. 

 Applicable areas: is defined based on appropriate distributed areas that these techniques are applicable. 

VII. CONCLUSION 

In this paper a new taxonomy of PPDM techniques is described. PPDM problems in association rule mining is discussed. 

Classification of privacy preserving and the state of art in privacy is described. A technique is introduced to identify the sensitive 

rules and experiments show their effectiveness in identifying sensitive items. 
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