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Abstract 

 

This chapter provides introduction for peer-to-peer network, attacks on peer-to-peer network and defensive techniques for 

solving those attacks. A Network is any collection of independent computers that communicate with one another over a shared 

network medium. In peer-to-peer (p2p) network is a way of structuring distributed applications such that the individual nodes 

have symmetric roles. Peer-to-peer network having no any hierarchy that means all peers are equal and no administrator 

responsible for the network. There is a several kinds of attacks in peer-to-peer network. In Sybil attack,  Attacker create Fake 

Identities on p2p network either to gain better reputation or increase download capabilities or take entire control over network. A 

faulty node may present multiple identities to a peer-to-peer network and then after becoming part of the p2p network and act 

maliciously. By multiple identities, the faulty node can control the network substantially. 
Keywords: Peer-To-Peer Network, Attacks On Peer-To-Peer Network, Defense Strategies. 

_______________________________________________________________________________________________________ 

I. INTRODUCTION 

Peer to peer network is a way of structuring distributed applications such that the individual nodes have symmetric roles. Peer to 

peer is also called a workgroup. Peer-to-peer (P2P) is an alternative network model to that provided by traditional client - server 

architecture. Peer to peer network have no any hierarchy therefore no administrator is responsible for the network. A peer-to-peer 

(P2P) networking which interconnected nodes ("peers") share resources amongst each other without the use of a centralized 

administrative system. P2P networks use a decentralized model in which each machine, referred as a peer, functions as a client 

with its personal layer of server functionality. A peer plays the role of a client and a server at the same time. The clients (peers) 

will do the necessary operations to keep the network going rather than a central server. There are several levels of peer-to-peer 

networking: 

 Hybrid P2P: In Hybrid p2p one central server which keeps information about the network. The peers are responsible for 

storing the information. If they want to connect with another peer then they query the server for the address. 

 Pure P2P: In Pure p2p no any central server or router. Each peer acts as client and server at the same time. This is also 

referred as “server less” P2P. 

 Mixed P2P: Between Hybrid and Pure P2P networks. An example of such a network is Gnutella which has no central 

server but clusters its nodes around so-called “super nodes”. 

 
Fig.: Peer To Peer Network[1] 
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In above figure, the peer1 send request to another peers and also accept requests from another peers in the network. Peers 

connected in the network through hub. All the peers have connected with one shared Printer and Scanner. After the connection of 

two peers p2p network establish. Peer to peer network is different from client-server architecture. 

 Historical Background of P2P Network A.

There are mainly three kinds of generations for p2p network, like First Generation, Second Generation and Third Generation. 

 First Generation: Napster-like networks are knows as first generation p2p networks. This network didn’t have 

complicated implementation and relied on central server (Hybrid p2p). The central server model makes sense for many 

reasons: it is an efficient way to handle searching and allows to retaining control over the network. Therefore, it also 

means there is a single point of failure. 

 Second Generation: Gnutella network was the second generation of p2p networks. After Napster’s demise, the creators 

of Gnutella wanted to create a decentralized network, one that could not be shut down by simply turning off a server. 

This network most widely used in nowadays. 

 Third generation networks are the new emerging P2P networks. They are a response to the legal attention P2P networks 

have been receiving for a few years and have built-in anonymity features. Freenet is a good example for this generation 

in p2p networks. 

II. GENERAL ATTACKS & DEFENSES ON P2P NETWORKS 

 Denial of Service Attack:  

DoS attack is an attack on a computer or a network, attempting to make a computer resource unavailable to its intended users. 

In P2P networks, the most common form of DoS attack is an attempt to flood the network with bogus packets, therefore 

preventing reasonable network traffic. Second method is to drown the victim node with fastidious computation so that the 

node becomes too busy to answer on other queries. 

 Defense: 

Pricing technique is used for defending against this attack in peer to peer network. Where the host will submit the 

puzzles to the all its clients. When attacker want to attack on any victim then  he has to solve a puzzle first , that’s why 

difficult for attacker to attack on p2p network. 

 Man-in-the middle Attack:  

Man-in-the-middle attack is an indirect intrusion, and the attacker inserts his computer undetected between two nodes . 

 
Fig.: Men In The Middle Attack[2] 

In Figure , Alice and Bob are normal users. The attacker that shows in the middle can intercept data, modify data and send 

data without being detected by Alice and Bob. 

 Defense:  

Authentication technique is used for solving this type of attack on p2p network. In this defense technique the 

information is encrypted by the user before transmitted to another user. After transmitting this information second user 

want to decrypt that information. Without knowing how to decrypt the message, second user can’t got that message 

therefore attacker unable to intercept the message. 

 Pollution Attack: 

The attacker in the network is to replace a file in the network by any harmful file, and this polluted file that unusable to the 

clients. The attacker makes the target content unusable by changing the content of it into another irrespective content, and 

then makes this polluted content available for sharing. In order to attracting people for download the polluted content, the 

harmful content needs to disguise itself as the target content, such as having the same format and similar size. It also needs to 

keep high-bandwidth connections. 

 Defense:  

For secure our system from this attack, If user finds out the downloaded files are harmful, then user should be remove 

that file from the p2p system. 

 Distributed Denial of Service Attack:  

     DDOS attack is the modified attacking technique that used in DOS attack. 
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Fig.: Ddos Attack[3] 

From the figure the main attacker who controls the different partitions. The sub attackers are often personal computers with 

broadband connections that have compromised with Virus or Trojan. That means sub attackers attacks on the network and whole 

control of network to the main attacker. 

 Defense: 

Let the Broker company’s Internet traffic through Verizon business, which will help the clients to filter whole series of 

information from harmful content. Then Security team offers a monitoring , detecting constantly searches for incoming 

DDOS attack. Thereafter the brokers have their blacklist and whitelist, which allows the broker to terminate the 

blacklisted traffic before reached to the blocker’s site. 

III. SPECIFIC ATTACKS &DEFENSES ON P2P NETWORKS 

 Rational Attack:  

For our self-interested behavior at the expense of system can be termed as Rational Attack. 

 
Fig.: Rational Attack[2] 

From the above figure, if Node A wants to transmit the content. To decreasing the upload bandwidth on node A, only small 

number of node B and  node F directly connected to A. The content is then propagated from node B and node F to additional peers 

such as node C, D and E. Because of the self-interested behavior in most P2P systems, a self-interested node may realize that it can save 

expensive upload bandwidth if it chooses not to share. In this case, enough nodes like B and F becomes self-interested , that’s why 

system can’t guarantee a reasonable upload and downloads. 

 Defense: 

Choking algorithm is used for defending against Rational Attack. 
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Fig. Flowchart of Choking Algorithm[4] 

 

 Details of Choking Algorithm: 

 Pieces and Blocks: transmission unit on the network.  

 Interested and Choked: peer A is interested in peer B when peer B has pieces that peer A does not have. Otherwise, peer 

A is not interested in peer B. Peer A chokes peer B when peer A decides not to send data to peer B. Otherwise, peer A 

unchokes peer B.  

 Planned optimistic unchoked peer: a random peer that is choked and interested.  

 Active peer: a peer has sent at least one block in the last 30 seconds. 

 Sybil Attack: 

Attacker create Fake identities on p2p network either to gain better reputation or increase download capabilities or take entire 

control over network. The detailed description about Sybil attack and defense given below. 

 Eclipse Attack: 

In an Eclipse attack, an attacker controls over large part of good nodes neighbors. In this scenario, the collection of harmful 

nodes works together to fool a good node by writing their addresses into the neighbor list of a good node. By using Eclipse 

attack, an attacker can control over significant part of a network, even whole network. Therefore, nodes can’t forward 

message correctly and then whole network can be managed. A Sybil attack can be simplified as a specific Eclipse attack, 

if the attacker generates large amount of identifications to act as neighbors of a good node. 

 
Fig.: Eclipse Attack[4] 

From the figure, malicious nodes separated the network into two sub networks. There are no any methods used to 

communicate within two sub networks, the normal node can’t avoid connecting with one of the malicious node. That’s why 

entire network has been controlled by malicious node. 

 Defense: 

Countermeasure for Eclipse attack, first we start with two terminologies, which are indegree and outdegree. Indegree 

means the number of direct routes coming into that node and outdegree means number of direct routes going out from 

that node. The idea to defend against Eclipse attack is to bound both indegree and outdegree of the attacker nodes. 

First, we apply the countermeasure to the Sybil attack. This process assures there is no possibility of Eclipse attack 

based on a Sybil attack. Then we concentrate on how to deal with the indegree and outdegree of the attacker nodes. 

Each node in P2P networks maintains a list of its neighbors. We make a node periodically query the neighbor lists of its 
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neighbor peers. If the items on the replied neighbor list are greater than the indegree bound, or that node is not on its 

neighbor's list or the size of returned neighbors is greater than the outdegree bound, it means an Eclipse attack 

happened. 

IV. SYBIL ATTACK AND DEFENSE 

In Sybil attack, Attacker create fake identities on peer to peer network for gaining better reputation or increasing download speed 

and taking the entire control over the network. The idea behind Sybil attack is that a single malicious identity can present 

multiple identities, and thus gain control over part of the network. An attacker usually joins a network as many different nodes in 

an ID space. An attacker can control all queries in the network once he has enough nodes in the same segment. This is a form of 

attack that could possibly lead to an eclipse attack. 

 
Fig.: Sybil Attack [5] 

From the above figure of Sybil Attack, when a normal node makes redundant backup, it selects a group of entities such as node 

A, B, C and D that have different IDs. But in fact, node B, C and D actually do not exist, because they are the malicious nodes 

created by the attacker, so the backup cannot finish. A faulty node (Malicious Node) or an adversary may present multiple fake 

identities to a p2p network in order to appear and function as multiple distinct nodes. After becoming part of the peer-to-peer 

network, the adversary may act maliciously. By masquerading and presenting multiple identities, the adversary can control over 

the whole network. 

 Defense:  

It is impossible to completely removal the threat of a Sybil attack from a P2P network. There are several effective 

methods of defend would be to slow the rate of how fast an attacker can generate enough nodes, similar to how one 

would defend against a DOS attack. P2P networks would have to apply some sort of  node ID expiration to the network. 

There is one algorithm used to defend against Sybil Attack, Self-Registration Algorithm. 

The countermeasure is an identity registration procedure called "Self-Registration", which is shown and explained 

below: 

 
Fig.: Self-Registration Algorithm [4] 
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 Detail Description of the Self-Registration Algorithm: 

 A new node hashes its IP address and port to calculate its identifier, and then registration of its identifier at already 

registered nodes, which are the whole registration process of the new node. Then after, the new node requests to join 

p2p network. Other registered nodes have ability and responsibility to identifying whether the new node is real or not. If 

the new node is real, then it will be accepted by the p2p network.  

 Registration Nodes: In Registration nodes procedure, Nodes are verified that they are not fake nodes.     

 New nodes: In this procedure, a node is checked that its ID and Registration ID are one-to-one mapping. 

The Self-Registration algorithm consists of two parts, the “Registration node” and the “New node”. The functionality of both 

parts is explained in above figure. 

V. CONCLUSION AND FUTURE WORK 

In this survey, we describe a list of network attacks that are common in current P2P networks. Some of these attacks are general 

attacks creating problem over the traditional Internet that also applies to P2P networks. The others Specific attacks against P2P 

networks. General attacks described in this paper include DOS attack, Man-in-the- middle attack, Pollution attack and DDOS 

attack. Peer-to-peer network specific attacks like Rational attack, Sybil attack and Eclipse attack. Defending methods and 

techniques against both General attacks and Specific attack are providing in this survey paper. The summary is derived from the 

information we collected and analyzed from the above described attacks and defense strategies on P2P networks. 

Future will includes depth study of effective defense strategies for various attacks on P2P networks, and survey multiple 

attacks on one Peer-to-Peer network. From this survey, future work will provide effective solutions or strategies to one specific 

attack. 
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