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Abstract 

 

A Keeping critical data safe and accessible from several locations has become a global preoccupation, either being this data 

personal, organizational or from applications. As a consequence of this issue, we verify the emergence of on-line storage 

services. In addition, there is the new paradigm of Cloud Computing, which brings new ideas to build services that allow users to 

store their data and run their applications in the “Cloud”. By doing a smart and efficient management of these service’s storage, 

it is possible to improve the quality of service offered, as well as to optimize the usage of the infrastructure where the services 

run. This management is even more critical and complex when the infrastructure is composed by thousand of nodes running 

several virtual machines and sharing the same storage. The elimination of redundant data at these service’s storage can be used to 

simplify and enhance this management. A solution to detect and eliminate duplicated data between virtual machines that run on 

the same physical host and write their virtual disk’s data to a shared storage. A prototype that implements this solution is 

introduced and evaluated. Finally, a study that compares the efficiency of two different approaches used to eliminate redundant 

data in a personal data set is described. 
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_______________________________________________________________________________________________________ 

I. INTRODUCTION 

A Cloud computing provider's storage, duplicated data is expected to be found between the several virtual machines images and 

between data stored remotely. Additionally, there is the possibility to run applications that use databases in the cloud, which may 

need to create several replicas in order to process a large number of concurrent read requests. This will further increase the 

number of duplicated data. If some of this duplicated data is eliminated, the storage's space in use can be reduced and a better 

service can be achieved by supporting more clients without having to add extra storage resources or by providing a better service 

to each client. This storage space reduction also allows these services to make a more efficient and simple management of their 

data. The elimination of redundant data is known as de-duplication. De-duplication can also be used to improve bandwidth usage 

for remote storage services. 

II. PROBLEM STATEMENT 

Effective de-duplication in a cloud computing scenario raises however a number of challenges.  

First, there are architecture challenges. In this scenario, at least one distinct VM is running for each client's application. 

Second, there are algorithm challenges. An efficient method to detect modified data and to share identical data is needed. This 

method must use metadata to compare the modified data with the storage's data in order to share it. Metadata's size is needed to 

have in account to achieve an efficient de-duplication algorithm 

III. OBJECTIVES 

The main goal of this dissertation is to show how de-duplication can be achieved in a virtualized system, towards finding and 

eliminating redundant data in the context of cloud computing services.A second objective is to evaluate the impact of de-

duplication in personal data towards demonstrating the usefulness of the proposed solution. 

IV. CONTRIBUTIONS 

As the first contribution, we present an approach to detect and eliminate redundant data in a server where several virtual 

machines are running.As the second contribution, we present both our prototype, working with Xen, that implements the 

approach referred above and the results of our prototype's evaluation in terms of space saved and overhead generated.Finally, we 

present a study and its results for the redundant data found in a personal files' data set. 
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V. DISSERTATION OUTLINE 

This dissertation is organized as follows. In Chapter 2, the state of the art for data de-duplication and Cloud services is described. 

Chapter 3 introduces a study about the efficiency of two distinct de-duplication methods in a data set that contains personal data. 

In Chapter 4, our architecture to find duplicated data among virtual disks of VMs that are running in the same physical host is 

presented. Chapter 5 describes the implementation of our architecture and introduces new mechanisms to improve our 

prototype's performance. In Chapter 6, the prototype is evaluated by two different benchmarks and the results are discussed. 

Finally, in Chapter 7 we conclude our work by describing the objectives achieved and, in Chapter 8, we present some ideas that 

would be interesting for future research in this area. 

VI. FINDING AND ELIMINATING DUPLICATED DATA 

There are several methods to find redundant data. The first of these methods is the whole file content hashing that calculates a 

hash sum of the entire file's content. If two files have the same hash value then they have identical contents. 

Another option is the fixed size block method, where duplicates are found at the block level. The process is identical to the one 

from the whole file approach, but instead of calculating hash sums for the entire file's content they are calculated for file's blocks 

with a fixed size. 

A third method uses chunking and Rabin fingerprints. Chunks are also defined by content, but their bounds are not restricted 

to a fixed size, like in the sliding window moves through the file's content and calculates fingerprints for a chunk1. When a 

predefined pattern is found, the chunk boundaries are marked and its signature is calculated. 

VII. REMOTE BACKUP/STORAGE SERVICES 

LBFS is a network file system designed to reduce bandwidth when transmitting files to the server. Files are divided into content 

defined chunks using Rabin fingerprints. For each chunk, a SHA- 1 digest is calculated and stored locally. Before transmitting a 

file, SHA-1 signatures of its chunks are sent and compared with the ones available at the receiver. This way, clients only send the 

chunks that are missing at the server. LBFS approach uses duplicate detection to reduce bandwidth.Pastiche provides a solution 

to reduce storage redundancy in a backup peer-to-peer system that resembles LBFS.The Venti archival storage system is aimed 

at keeping data that has a write-once policy. In Venti, blocks are identified by their hash, which allows eliminating duplicated 

data at the storage. The index that keeps all blocks signatures is implemented with a disk resident hash, which represents a 

performance penalty because every request must use it. 

All the solutions described above can give us the idea of a storage service's infrastructure and architecture. However, they do 

not address the scenario where virtualization is used on the physical nodes. Besides the systems described above, we also have 

commercial products that provide storage systems using data de-duplication techniques. This is the case of EMC Avamar, 

Exagrid, IBM ProtectTire and DataDomain. All these services provide a server that bundles all the software and hardware, 

including the storage hardware, necessary to be used as a remote storage service that can be easily deployed in the client's 

infrastructure. 

VIII. CLOUD SERVICES 

Cloud Computing storage services like Amazon S3, Amazon EBS, Amazon Simple DB and Google App Engine Datastore  

provide remote storage services for their clients. Amazon S3 offers a storage service with a simple API that allows clients to 

store, retrieve and delete objects from different namespaces, called buckets, that are also managed by the client. In the context of 

our work, the combination of Amazon EC2 and EBS is very interesting because it represents the precise scenario where our 

approach performs de-duplication. With this combination, we have virtual machines writing to their virtual disks, which will 

probably be mapped to a common storage. Duplicated data can be found inside the virtual disks and across them. 

A cluster controller is used to manage several node controllers. This controller can be used to schedule incoming requests to a 

specific node controller and gather resources information about a set of node controllers. 

There is also a storage controller (Walrus) that is used by the client to store data into the cloud. This is done via an interface 

identical to the Amazon S3's interface. Walrus is also used to store virtual machines images. The work described in this section 

does not address any de-duplication approach. However, this work is important to understand design details of cloud services and 

to understand the type of system where we want to eliminate duplicated data. 

IX. VIRTUALIZATION SCENARIOS 

Parallax presents a solution to reduce redundancy among persistent snapshots3 of virtual machines images and their current 

image. This solution is intended for a cluster where there are several nodes and each node can run more than one VM. All these 

nodes have access to a shared storage (block device) where they keep their VMs' disk images (VDIs) and their snapshots. For 

each physical node, there is an instance of parallax running that controls all I/O requests from VMs that are also running on that 
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same node. When a snapshot is taken, its blocks are shared with the current image; when a request to write to a block that is 

shared is intercepted by parallax, a copy-on-write operation is performed to keep the block content consistent. 

Blktap is used to implement the copy-on-write mechanism and to provide virtual disks for each VM by intercepting block's 

write and read requests from VMs. Satori and VMware ESX Server present two approaches that find and eliminate duplicates in 

memory instead of disk. Both approaches are intended for the scenario where there are several virtual machines running on the 

same physical host, and the objective is to share VMs' memory pages. 

One of the advantages presented in Satori approach is the possibility of detecting short lived sharing opportunities. In other 

approaches, like VMware ESX Server, that use the scan method, some of these opportunities are not processed. 

X. REDUNDANCY STUDY 

This chapter presents a study about the redundancy found in a personal data set. The viability of two different methods, which 

find redundant data, is discussed in terms of space saved and in terms of space used by metadata. This metadata is necessary to 

share identical data in a scenario resembling the one we address. 

XI. REDUNDANCY DETECTION 

This section presents our study about duplicated data found in GSD's1 data set. This data set contains 1,676,046 personal files 

associated with research projects from GSD and has a size of 108.11 GB. We choose it because its content is expected to 

resemble the one found in services like Dropbox, where personal data from several users is stored. 

To detect duplicated data in our study's data set two methods were  compared: 

 Whole file - In this approach, duplicated data is found at the file level. This is done by calculating each file's SHA-1 

digest and storing it in a table. Each collision in the table shows that files are duplicated. 

 Fixed size block - This approach is similar to the whole file method, but finds redundancy at the block level. This way 

blocks digests are used instead of files digests. In this method the block's size is fixed. 

GSD's data set was used to test the applicability of these two methods in our work. Freedup was used to detect duplicated files. 

Freedup is an application that detects files with the same content inside a directory and its subdirectories. 

Both these applications have as output a log file with information about duplicates found. Logs are analyzed and results 

extracted using a python script. These results are useful to choose the best technique for our approach, described in Section 4, 

and also to predict the duplicated data that will be found in a data set that contains several users' personal files. 

the number of items2 scanned, the number of items 

GSD's data set redundancy results: comparison between the whole file and the fixed size block approaches. 

 File Block 4KB Block 8KB Block 12KB 

Files/Blocks Scanned 1,676.046 29,530.586 15,461.284 10,794.932 

Files/Blocks without Duplicates 536.418 22,610.369 11,581.715 7,912.071 

Unique Files/Blocks 765.594 24,449.410 12,584.335 8,632.784 

Files/Blocks to Eliminate 910.452 5,081.176 2,876.949 2,162.148 

Space Saved 13.37 GB 16.75 GB 16.31 GB 16.01 GB 

Duplicates per Regular Files/Block 0.68 0.23 0.25 0.27 

Duplicates per Duplicated Files/Block 3.97 2.76 2.87 3.00 

 
Space saved improves by using the fixed size block method instead of the whole file. We ran the fixed size block algorithm for 

three different sizes, 4 KB, 8 KB and 12 KB, and the space saved is identical within these three options. 

The best approach, in terms of space saved, is the 4KBfixedsize block method. 15.5% of the total space is saved by using this 

approach. The whole file approach saves 12.4%. which represents the worst method. 

 Metadata A.

Besides having an efficient method to find identical data, metadata holding information that will be used to share blocks with the 

same content and to keep VMs' disks I/O operations consistent is needed. In this section, we use our study's results to estimate 

metadata's size. 
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As a consequence of presenting virtual disks to VMs, a table (Translation table) that translates virtual addresses to physical 

addresses is needed. Virtual addresses are the the addresses that VMs request to read and write to their virtual disk. Physical 

addresses are the addresses that point to the location of the file/block in the physical storage. This table is needed because VMs 

will see virtual disks that will make the sharing process transparent to them. However, these disks will have shared content that 

will be mapped into the same physical address at the physical storage. Translation table's size can be calculated using the 

following formula: 

Nfb is the maximum number of items3 that VMs' virtual disks can store and Phyadd is the size of the physical address. 

GSD's data set was used to estimate the size for this table. The size of physical address used was 64 bits and for the Nfb 

parameter we used the values described in the first row of which represents the total items found at the data set before 

eliminating duplicated data. Table shows the values obtained. This table shows the expected size of the Translation table for a 

mapping between virtual and physical addresses of files, 4 KB blocks, 8 KB blocks and 12 KB blocks. 

 Translation table's size 1)

Block/File Translation Table’s Size 

4 KB 225.3 MB 

8 KB 117.96 MB 

12 KB 82.36 MB 

File 12.79 MB 

NU X (Hashs + Phyadd +RefCount) 

For this table, that we call Hash-to-Address, we used the following formula to calculate the worst 

scenario possible in terms of space occupied. This is the scenario where the size of the table is proportional 

to the number of unique items at the global storage: 

 
Nu  is the number of different items at the physical storage, Hash’s is the hash's size, Phyadd is the physical address's size and 

Refcount is the size occupied by the field representing the number of virtual addresses sharing a specific  physical address. 

 Worst scenario for Hash-to-Address table's size 2)

 Hash-to-address Translation table Total Space Saved 

4 KB 746.14 MB 225.3 MB 971.44 MB 15.8 GB 

8 KB 384.04 117.96 502 MB 15.83 GB 

12 KB 263.45 82.36 MB 345.81 MB 15.67 GB 
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File 23.36 MB 12.79 MB 36.15 MB 13.33 GB 

The above table shows the result of this formula applied on the same data set described above.  

This scenario has its disadvantages when we think in the metadata's size.  

However, the decision to maintain some redundancy can be easily achieved in two ways: 

 One solution is to update an entry in the VM's Translation table to point to a shared physical address in some occasions 

only.  

 Two extra columns can be added to the Hash-to-Address table for each duplicated block that is desirable to have in the 

system. One of the columns has the physical address at the global storage and the other has information regarding 

virtual addresses that are sharing that physical address. 

XII. DE-DUPLICATION ARCHITECTURE 

This chapter introduces an architecture to detect and share duplicated data from VMs running in the same physical host and 

sharing the same storage. 

 

XIII. DISCUSSION 

The architecture is composed by three modules. The I/O Interception module is used to intercept I/O requests from VMs and 

register the blocks that were written. For each VM there is an independent I/O Interception module. The Share module is 

responsible for processing the modified blocks and sharing them with other blocks with identical content. 

The Garbage Collector module is necessary to provide free blocks to the I/O interception module for copy-on-write (COW) 

operations and to collect free blocks that were freed by the Share module or by the COW requests. COW is necessary to keep I/O 

requests coherent.    Figure 4.2 shows a description of the architecture. 

XIV. PROTOTYPE 

This section describes the implementation details of our architecture. A mechanism that is used to load VMs images into the 

shared storage and to share data between VMs images is also presented. Finally, two optimizations are described. Our prototype 

works with Xen version 3.3 as hypersivor and all the code is written in C. 

XV. INTERCEPTING I/O REQUESTS 

The requests intercepted have information about the block's address that is being accessed and the type of operation (read/write). 

Requests are intercepted at block level and Dm-userspace is available to use with Xen or a Linux distribution. This solution 

intercepts block I/O requests from VMs and reports them to a user space process. New user space drivers that present custom 

virtual disks to VMs can be implemented easily. Read and write requests are reported separately and are intercepted at the block 

level. For each VM's disk, there is a different user space process intercepting the I/O requests. 

XVI. SHARE MODULE 

The Share module runs in an independent process. This process creates an independent thread to share blocks for each VM. This 

thread has access to the shared memory where the VM's Translation table and the Dirty Addresses table are kept. This allows the 

Share module to scan the Dirty Addresses table for blocks to be shared, to update virtual addresses mappings at the VM's 

Translation table and to mark physical addresses as copy-on-write. In this shared memory, there are also mutexes that are used to 

control the concurrent accesses to both tables. 



A Competent Storage of Data Using De-Duplication in Cloud Computing  
(IJIRST/ Volume 1 / Issue 7 / 056) 

 

 
All rights reserved by www.ijirst.org 296 

XVII. GARBAGE COLLECTOR MODULE 

The Garbage Collector module runs in the same process as the Share module. Each VM has two independent threads. One of 

them manages unused blocks and the other is responsible for providing unused blocks to the VM when a copy-on-write operation 

occurs. Both these threads access concurrently the Free Blocks queue, which is implemented as a FIFO queue. The other data 

structure that needs to be shared between the GC's thread and the VM's I/O Interception process is the Free Cow queue. 

XVIII. LOADING VIRTUAL MACHINES IMAGES 

VM images must be loaded into the physical storage (block device) in a specific way required by our prototype. An application 

was written by us to provide this functionality. This application requires the VM's id to be specified as parameter. This id is 

needed to copy blocks from different VM's without overlapping them at the physical storage. 

XIX. PROTOTYPE OPTIMIZATIONS 

Both I/O Interception module and Share module must access simultaneously the VM's Translation table. This requires a lock 

mechanism. Our optimization uses a predefined number of mutexes that are divided by the Translation table's entries. Our second 

optimization improves the process of refilling the buffer of free blocks with unused blocks. 

XX. EXPERIMENTAL EVALUATION 

This chapter discusses the performance of our prototype. Three different benchmarks are presented as well as the results of 

running them in our prototype. 

XXI. TESTS DESCRIPTION 

The main purpose of these benchmarks is to test the viability of our prototype and architecture to eliminate duplicated data in a 

virtualized scenario. The three benchmarks used in our evaluation are: 

 Bonnie++ Benchmark A.

Bonnie++ is a stress benchmark that tests I/O requests throughput by using different sets of tests. 

 Write Benchmark B.

A write benchmark was implemented with two objectives. First, a realistic amount of duplicated data to be written is needed to 

be simulated. Second, a scenario where some blocks are written more frequently than others is also necessary to be simulated.  
The write benchmark is written in C and is aimed at running in each VM. All the write requests are done with pwrite function 

and use a block's size of 4KB. The location for the write operation is given by NURand and function from TPC-C benchmark. 

This function generates a distribution where there are few blocks that are written several times and most blocks are written few 

times. 

 Read Benchmark C.

when read requests are being performed, the share module will share some addresses that were not written by the benchmark 

application. Finally, after the waiting time has elapsed, the read operations are performed with the pread function. The location 

for the read operations is given by the NURand distribution and the size of the blocks to read is 4KB. The time interval for 

reading data is also defined as a parameter. 

XXII. TEST ENVIRONMENT 

A server equipped with a AMD Opteron (tm) Processor 242, 4 GB of RAM and a 500Gb partition provided by a HP 

StorageWorks 4400 Enterprise Virtual Array (EVA4400) with RAID 0 was used for all the tests. 

XXIII. CONCLUSION 

This dissertation introduces a solution to find and eliminate duplicated data in a virtualized system. First, the effectiveness of two 

techniques to find duplicated data was evaluated with the GSD's data set, which contains personal files from several researchers. 

One of the techniques detects duplicated files and the other detects duplicated blocks with a fixed size. For our specific scenario, 

we concluded that the block approach is better. This observation is still true when the space overhead introduced by the metadata 

necessary to eliminate duplicated data is taken in account. Three different block's sizes were used and the results, in terms of 

space saved, were similar. This study was essential to define a realistic benchmark to test our prototype. 



A Competent Storage of Data Using De-Duplication in Cloud Computing  
(IJIRST/ Volume 1 / Issue 7 / 056) 

 

 
All rights reserved by www.ijirst.org 297 

REFERENCES 

[1] M. Armbrust, A. Fox, R. Gri_th, A. D. Joseph, R. Katz, A. Konwinski, G. Lee, D. , A. Rabkin, I. Stoica, and M. Zaharia. Above the clouds: A berkeley 

view of cloud computing. Technical report, University of California at Berkeley, 2009. 

[2] P. Barham, B. Dragovic, K. Fraser, S. Hand, T. Harris, A. Ho, R. Neugebauer, I. Pratt, and A. Warfield. Xen and the art of virtualization. In SOSP '03: 

Proceedings of the nineteenth ACM symposium on Operating systems principles, pages 164_ 177. ACM, 2003. 
[3] M. Brantner, D. Florescu, D. Graf, D. Kossmann, and T. Kraska. Building a database on s3. In SIGMOD '08: Proceedings of the 2008 ACM SIGMOD 

international conference on Management of data, pages 251_264. ACM, 2008. 

[4] A. Z. Broder. Some applications of rabin's fingerprinting method. In Sequences II: Methods in Communications, Security, and Computer Science, pages 
143_152. Springer-Verlag, 1993. 

[5] R. Buyya, C. S. Yeo, and S. Venugopal. Market-oriented cloud computing: Vision, hype, and reality for delivering it services as computing utilities. In 

HPCC '08: Proceedings of the 2008 10th IEEE International Conference on High Performance Computing and Communications, pages 5_13. IEEE 
Computer Society, 2008. 

[6] L. P. Cox, C. D. Murray, and B. D. Noble. Pastiche: making backup cheap and easy. In OSDI '02: Symposium on Operating Systems Design and 

Implementation, pages 285_298. USENIX Association, 2002. 
[7] B. Eckel. Thinking in Java. Prentice Hall PTR, 1998. 

[8] T. E.Denehy and W. W. Hsu. Duplicate management for reference data. Technical report, IBM Research, 2003. 

[9] R. P. Goldberg. Survey of virtual machine research. Computer, 7(6):34_45, 1974. 
[10] B. W. Kernighan and D. M. Ritchie. The C Programming Language. Prentice Hall, second edition, 1988. 

[11] P. Kulkarni, F. Douglis, J. LaVoie, and J. M. Tracey. Redundancy elimination within large collections of files. In ATEC '04: Proceedings of the annual 

conference on USENIX Annual Technical Conference, pages 5_5. USENIX Association, 2004. 

[12] U. Manber. Finding similar files in a large file system. In Usenix Winter 1994 Technical Conference, pages 1_10. USENIX Association, 1994. 


