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Abstract 

 

Data mining, “the extraction of hidden predictive information from large databases”, is a powerful new technology with great 

potential to help for detecting the Anti-money Laundering. To detect suspicious money laundering transaction in the real world 

financial is a critical task. Database is take important role to store various kinds of useful and meaningful information. Data 

mining technique like Decision tree is easily extract the information from large dataset. For detection of Anti Money laundering, 

Data mining is used extensively, because of limited scalability, adaptability and validity. The main motivation for detecting 

money laundering used in real time application like classification, clustering, neural network, machine learning, prediction etc.In 

this review paper we study on various Data mining techniques and Anti Money laundering  detection methods. And based on that 

we decide that the clustering techniques are the best techniques for detecting anti-money laundering. 

Keywords: Data mining, Anti Money laundering, Clustering, Suspicious Transaction. 

_______________________________________________________________________________________________________ 

I. INTRODUCTION 

Money laundering (ML) is a process of disguising the illicit origin of "black” money and makes them appear genuine. Money 

laundering is a process that takes illegally obtained or dirty money and puts it through a cycle of transactions or through various 

accounts in one bank or between banks. The cycling of the money makes the money appear to be from legitimate sources and the 

money cannot be traced back to its illegitimate source. Hiding legitimately acquired money to avoid taxation also qualifies as 

money laundering.  

Detecting suspicious financial transactions is an essential precondition and key aspect of anti-money laundering [4]. Existing 

methods are based on the amount of transactions, and the identification implementation process is extremely restricted to the 

mechanism of unusual banking activities reporting [5]. Therefore, there are several limitations of traditional anti-money 

laundering efforts, such as narrow coverage of identification, long cycle of clue discovery, and extensive delay [6]. 

The overall workflow of the system is as follows, as shown in Figure 1. After storing the transactional data into data 

warehouse, some preprocessing work is performed for data cleaning and transformation. Then, related data is selected for data 

mining engine, where data mining algorithm is applied. After that, discovered knowledge is then abstracted into a knowledge 

base, which will be further used to visualization, recommender systems and other business application. 

 
Fig 1: Data Mining Framework For Detection AML 
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Money laundering is the convention of criminal incomes into assets that cannot be tracked to thunder lying crime, where the 

process of concealing sources of money is referred to „laundering‟ [3]. money laundering, criminals try to convert monetary 

proceeds derived from illicit activities into “clean” funds using a legal medium such as large investment or pension funds hosted 

in retail or investment banks. This type of criminal activity is getting more and more sophisticated and seems to have moved 

from the cliché of drug trafficking to financing terrorism and surely not forgetting personal gain. Today, ML is the third largest 

“Business” in the world after Currency Exchange and Auto Industry. 

Anti-money laundering (AML) is of critical significance to national financial stability and international security. Traditional 

approaches to the AML followed a labor-intensive manual approach. These approaches can be classified into identification of 

money laundering incidences, detection, and avoidance and surveillance of money laundering activities [14]. Indeed, given that 

the volume of banking data and As the money laundering activities go increasingly wild, the financial growth and national 

security have been critically affected. Current strategies of anti-money laundering expect laws and regulations to be established 

to prevent and suppress money laundering activities. For example, possible measures of banks include. Money laundering is an 

economic crime. It is strongly related to operations of organized criminal groups. Identifying the money laundering frauds using 

single feature will not be effective because at any point of time the single valued attribute fails to identify the money laundering. 

We use multiple attributes to identify the money laundering. Data mining techniques have been proven to be well suited for 

identifying trends and patterns in large datasets. Therefore, DM techniques are expected to be applied successfully in AML. 

However, there is still little research concerning this bias especially a DM framework/solution for supporting AML experts in 

their daily tasks. Recently, there are some AML approaches based on DM that have been proposed and discussed in the 

literature. Hence, in this paper, we present and discuss the current approaches. We then conclude important points for developing 

an AML solution based on DM. 

II. ANTI MONEY LAUNDERING 

Whosoever directly or indirectly attempts to indulge or knowingly assists or knowingly is a party or is actually involved in any 

process or activity connected with the proceeds of crime and projecting it as untainted property shall be guilty of offence of 

money-laundering. Or "Proceeds of crime" means any property derived or obtained, directly or indirectly, by any person as a 

result of criminal activity relating to a scheduled offence or the value of any such property. The Financial Action Task Force 

(FATF) is an inter-governmental body which sets standards, and develops and promotes policies to combat money laundering 

and terrorist financing. The Forty Recommendations and Nine Special Recommendations of FATF provide a complete set of 

countermeasures against money laundering covering the criminal justice system and law enforcement, the financial system and 

its regulation, and international co-operation. These Recommendations have been recognized, endorsed, or adopted by many 

international bodies as the international standards for combating money laundering. Money laundering is the process by which 

the illegal origin of wealth is disguised to avoid suspicion of law enforcement authorities and to wipe the trail of incriminating 

evidence. Money is the prime reason for engaging in almost any type of criminal activity. Money-laundering is the method by 

which criminals disguise the illegal origins of their wealth and protect their asset bases, so as to avoid the suspicion of law 

enforcement agencies and prevent leaving a trail of incriminating evidence. The ability to prevent and detect money-laundering 

is a highly effective means of identifying criminals and terrorists and the underlying activity from which money is derived. The 

application of intelligence and investigative techniques can be one way of detecting and disrupting the activities of terrorists and 

terrorist organizations. Because they deal with other people's money, financial institutions rely on a reputation for probity and 

integrity. A financial institution found to have assisted in laundering money will be shunned by legitimate enterprises. An 

international financial centre that is used for money-laundering can become an ideal financial haven. Developing countries that 

attract "dirty money" as a short-term engine of growth can find it difficult, as a consequence, to attract the kind of solid long-

term foreign direct investment that is based on stable conditions and good governance, and that can help them sustain 

development and promote long-term growth. Money-laundering can erode a nation's economy by changing the demand for cash, 

making interest and exchange rates more volatile, and by causing high inflation in countries where criminals are doing business. 

In recent years, the international community has become more aware of the dangers that money-laundering poses in all these 

areas and many Governments and jurisdictions have committed themselves to taking action. The United Nations and other 

international organizations are committed to helping them in any way they can. 

III. LITERATURE REVIEW 

It is necessary to identify various methodologies that could possibly use to detection of the AML. The objective of this portion of 

literature review is to identify the various techniques that use to detect the AML. In this section, a graphical conceptual 

framework is proposed for the available literature on the applications of data mining techniques to financial accounting AML 

detection. The classification framework, which is shown in Fig. 2, is based on a literature review of existing knowledge on the 

nature of data mining research 
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Fig. 2: Various Methods To Detect The AML 

 Rule-based Approach A.

Harmeet Kaur Khanuja et al.[2] 2014, proposed a forensic methodology for private banks, which included the monitoring of 

transaction audit logs as per Reserve Bank of India (RBI) guidelines to mark the suspicious transactions if any and the Dempster-

Shafer Theory of Evidence to generate reports. In paper by Rajput et al.[3] 2014, they proposed an ontology based system for 

detecting suspicious transactions based on a set of Semantic Web Rule Language(SWRL) rules and domain knowledge. Nida S. 

Khan et al.[6] 2013, presented a Bayesian network (BN)-based approach which assigns calculates the customer‟s transaction 

behavior score based on transaction history and later on generates an alert if a significant difference is detected in customers 

historical transactional pattern and the current behavior. Suvasini Panigrahi et al.[13] 2009, proposed a system for database 

intrusion detection which made use of rule-based approach along with belief combination, database history and Bayesian 

learning component to collect the evidences about the transactional behavior, mark the transaction as suspicious and raise alarm. 

 Clustering-based Approach B.

Clustering is the process of grouping the data into classes so that objects within the same cluster have high similarity and objects 

within different clusters are very dissimilar. There are different clustering methods in the literature and they have been 

successfully exploited for scientific datasets, spatial datasets, business datasets, etc. In AML, clustering is normally used for 

grouping transactions/accounts into clusters based on their similarities. This technique helps in building patterns of suspicious 

sequence of transactions and detecting risk patterns of customers/account. One of the most challenges in clustering financial 

datasets is their size, this technique, for instance, should deal with millions of transactions during hundreds/thousands of time 

instances. 

 Classification-based Approach C.

Stefan Axelsson et al.[8] 2012, analyzed the implications of using machine learning techniques for money laundering detection 

in a data set consisting of synthetic financial transactions and aimed to detect anomalies inside a data set of mobile money 

financial transactions by using the classification techniques to group transactions as suspicious or non-suspicious. Xingqi Wang 

et al.[14] 2009, proposed a novel algorithm to detect money laundering using an improved minimum spanning tree clustering, an 

analysis of similarity measure and distance metric. 

 Model-based Approach D.

Mahesh Kharote et al.[5] 2014, proposed the use of transaction flow analysis and customer behavior analysis for profile 

generation in order to decide whether the customer is suspicious or not. Manuel Meja Lavalle et al.[9] 2011, presented a method 

to detect outlier or exceptional transaction records by applying an user modeling which works in two stages where the first stage 

obtains user behavior according to categorical or numerical attributes in the user‟s transaction history and the second stage 

monitors a new transaction, compares it against the corresponding user model and determines if this transaction is unusual. Asma 

S. Larik et al.[10] 2010, presented an anomaly detection approach that uses clustering to identify customers normal behavior and 

statistical techniques to determine deviation of a particular transaction from the corresponding group behavior. 
Table - 1 

Compression of  Different Approaches Used For Anti Money Laundering 

SR 

NO 
Topic Problem Formulation 

Technology/ 

Algorithms/ 

Method 

Dataset and 

parameter 
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1 

Research on Money Laundering 

Detection based on Improved 

Minimum Spanning Tree Clustering 

and Its Application, 2009, (IEEE) [14] 

A new dissimilarity metric was proposed 

and a novel Money Laundering Detection 

Algorithm based on Improved Minimum 

Spanning Tree clustering 

Minimum spanning 

tree; outliers; 

clustering analysis 

Obtained from real 

world 

2 

Application of Data Mining for Anti-

Money Laundering Detection: A Case 

Study, 2010 (IEEE)[15] 

In this paper, a case study of applying a 

Knowledge-based solution that combines 

data mining and natural computing 

techniques is presented to detect money 

laundering patterns. 

Clustering(K-

mean),Neural 

networks, heuristics, 

genetics algorithm 

Transaction  data & 

Running time is 2.03 

sec 

3 

An Improved Support-Vector Network 

Model for Anti-Money Laundering, 

2011, (IEEE) [16] 

In this paper, a improved super vector 

machine is proposed by using cross 

validation function to get the optimal 

parameters choice. 

Improved super vector 

machine 

Real transaction data, 

accuracy 

4 

Research on Anti-Money Laundering 

Based on Core Decision Tree 

Algorithm,2011 (IEEE) [17] 

This paper presents a core decision tree 

algorithm to identify money laundering 

activities with clustering algorithms 

Clustering(K-mean, 

BIRCH) , decision tree 

algorithm 

Synthetic dataset & 

efficiency 

5 

Money Laundering Detection Using 

TFA system,IET Publication,2012 

[18] 

This paper presents the TFA system to 

detect the money laundering 

Clustering (K mean), 

Frequent pattern 

Mining (SM, BIDE) 

Bank Transaction 

importer &  running 

time 

6 

Applying Data Mining in Money 

Laundering Detection for the 

Vietnamese Banking Industry 

,Springer (2012) [19] 

This paper Proposed the approaches on 

money laundering detection by using 

clustering techniques 

 

CLOPE algorithm 

Tested data (Money 

Transfer data of bank) 

& Processing time, 

accuracy 

IV. PROBLEMS REGARDING TO ANTI-MONEY LAUNDERING 

Money laundering activities because of weakness in inspection, supervision, auditing, and customer relationships management, 

system creates a serious problem. Accurately detecting money laundering is most valuable information which we can discover 

from transaction data using clustering technique of data mining Detection of anti money laundering using data mining techniques 

faces the following problem. 

 Data Quality A.

In banking and finance, datasets has a different set of quality problems at the instance level. Some of  them can be listed as: 

missing values, dummy values or null. 

 Data volume and heterogeneity data B.

Large and growing volume of datasets in financial institutions with regard to the relatively small number of suspicious ML cases 

in them become a challenge because the analysis of such large volume is a time consuming tasks for AML experts. Moreover, 

these large data needed for analyzing is normally not available at a single place financial datasets for investigating ML are 

usually high dimension and heterogeneous. 

 The nature of ML C.

Most industries deal with funds in some ways whether it is cash, cheque, credit card or electronic transfers  In a banking and 

finance environment all mediums are used, this is why building an AML solution is not an easy task because ML instances are 

not self-revealing. Instances of ML reporting are likely to be rare. 

V. CONCLUITON 

This paper provides a survey on outlier detection methodologies for detecting money laundering  we gave an overview of 

exploiting DM techniques for AML. We start with problems of DM in banking and finance and we mention then challenges of 

using DM to investigate ML. We also present and analyse of some current DM techniques that have been proposed and 

implemented for AML. According to these analyses, we can conclude that: 

 Rule-based AML systems have been replaced by artificial intelligent approach for AML. 

 Unsupervised learning with a small set of training data is suitable for building DM-based solutions for AML. 
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