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Abstract 

 

This paper present a application for enhancing security in internet banking .This paper mainly consists of image morphing, 

steganography and compression for security purpose. This proposal provides OTP security using image processing .The idea is 

to encrypt the OTP behind cover image. It includes theoretical analysis of image Steganography, compression and morphing.         
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_______________________________________________________________________________________________________ 

I. INTRODUCTION 

We are trying to develop a system which provides security for internet banking .With the image processing techniques Image 

Steganography, Image Morphing and Compression of image. This image processing techniques will be embedded on a text file 

which will be further compressed. The file contains the OTP(One  Time Password) which is necessary for ant transaction and 

this image when embedded on text will be sent to the user via e-mail, which is a secure option .Thus a system with total security 

and prevention  is been developed. 

II. CONCEPT 

The increased use of internet banking for online transaction and growing demand for security in money transaction has to 

improve the security standards. Nowadays for security, banks are providing the OTP (one time password) for transaction and 

login operation. However the users are still vulnerable to the cyber fraud. 

Our system aims to present a new banking application in security which is based on steganography, image morphing and data 

compression, where the OTP will be provided to the user through the email in the form of image in which the OTP is encrypted.  

This approach is adopted because steganography [1] enable more secure and reliable communication of information with user. 

However this paper additionally proposes image morphing [2][3]for hiding the steganographed image and data compression to 

save the bandwidth and fast transfer of image over the internet. 

III. BLOCK DIAGRAM AND WORKING PRINCIPLE 

 
Fig. 1: Block Diagram 
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Firstly login is done to the customer account. Then OTP service to the customer will be provided by encrypting it behind an 

image. User should upload the image within specified time period. If he fails then he must request for new image, the request 

will be processed and a new image will be sent to the user. Similarly for the transaction operation purpose the image OTP service 

will be provided. The main advantage of the proposed system is that security is more strengthen and the usage of memory and 

bandwidth is reduced.  

IV. IMPLEMENTATION 

The system developed by us includes following modules as follows: 

 Account Creation 

This is the first module of system. Any of the users who want to use the system should first register himself to obtain his/her own 

username and password. Account creation module will obtain all the details about user which are required for creation of a bank 

account which the user must fill correctly. 

 Login 

This is the second module of system. Once the Account creation is done the user can login to the system. Login module will ask 

user to provide username and password. If the username and password enter is correct when compared to the database the 

successful login is done to the customer account.   

 Transaction 

When customer request for transaction then this module of the system process with the work. Bank sends the stego image to the 

customer via e-mail. Customer then needs to download and upload the image to the bank website. This image which is sent is 

Steganographed using DCT (Discrete Cosine Transform) and compressed[5][6] through Huffman coding and morphed with the 

method of Mesh morphing .User then needs to download and upload the image within the session time which is of 300 seconds. 

It the customer fails to do so then he needs to request for new image to the bank. If customer uploads image within the session 

the decryption of the image is carried out and transaction is preceded further. 

V. APPLICATION 

 Education Field- In the educational universities the students will be holding an account for their relative course year. As the 

exams will be conducted and students need to have a glance at their exam paper they could do so with the help of this 

application i.e. regarding login. Else the student need to give the exam sheets for revaluation could access the resource 

instantly so that no time is extended. 

 Alleged use by intelligence services-Provide access to confidential documents for authorized user. 

 Online Recharge-Online recharge using OTP. 

VI. FUTURE SCOPE 

This paper briefly presents the techniques of image Steganography, compression and morphing for security enhancement. It has 

put forward a new system using Steganography[1] which could be proven a highly secured method for data transactions and 

login in the near future. The new scheme provides and solves many problems of existing system. It can also be useful for user in 

security point of view. No password information is exchanged or changed between the client and the server. Since the 

authentication information is conveyed, it can secure of many attacks[7], which none of the existing schemes can tolerate.The 

security is enriched and used in online banking in our project. Also the same can be used in any field which requires user 

authentication. The use of steganography image with morphing can be done on further more sectors. 

VII.  LITERATURE SURVEY 

Existing system provides various features of transaction such as money transfer, bill payments. With the help of the internet 

banking one can access any information regarding their account and transactions 24x7.The current Internet Banking emphasize 

more on security for transaction by providing OTP. The OTP generally provided is in the text form. Bank provides OTP to the 

customer via E-mail service or through the message service on a mobile phone. [7]In our system we are trying to upgrade the 

security in internet banking .As the existing system consist of security mechanism; we are enriching it by encrypting OTP behind 

an image using Image Steganography. For strengthening the security we morph the Steganographed image with another image. 

This image will be provided to user via E-mail service. The main advantage of the proposed system is that security is more 

strengthen and the usage of memory and bandwidth is reduced. 

VIII. CONCLUSION 

This paper briefly presents the techniques of image Steganography, compression and morphing for security enhancement. It has 

put forward a new system using Steganography [1] which could be proven a highly secured method for data transactions and 

login in the near future. The new scheme provides and solves many problems of existing system. It can also be useful for user in 

security point of view. No password information is exchanged or changed between the client and the server. Since the 
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authentication information is conveyed, it can secure of many attacks [7], which none of the existing schemes can tolerate. The 

security is enriched and used in online banking in our project. Also the same can be used in any field which requires user 

authentication. The use of steganography image with morphing can be done on further more sectors. 
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