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Abstract 

 

The Wireless Sensor Network (WSN) is the fast growing technology in networking area. Various applications based on WSN are 

implemented from recent years due to its mobile nature. In WSN, sensor nodes are deployed at physical area to capture the 

environmental data. But these nodes have limited resource capacity such as energy. To save resources, secure data routing and 

energy is the most concern topic in WSN. To save the energy, resources and data loss prevention, data should be aggregated 

before directly sending to base station. Efficient clustering algorithms are available for data aggregation process to minimize the 

data redundancy, secure data routing and data loss prevention and to save the network energy. Existing system have introduce a 

velocity-based clusteringalgorithm and implement a relay placement technique with MAODV protocol to provide seamless 

communication among clusters. But, this system have not provide any data loss prevention measure if cluster head or relay node 

is compromised by attacker. To protect the data loss, in this paper we introduced Assistant Cluster Head (ACH) in each cluster 

with MAODV protocol. If the cluster head is caused by attack, then this ACH collect the data from all cluster members and 

forward it to the base station. Existing system uses various clustering protocols such as LEACH, HEED and MAODV protocol. 

Experimental results show that the MAODV protocol with ACH provide better data loss prevention, save energy than the 

existing LEACH, HEED and MAODV protocol.          
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_______________________________________________________________________________________________________ 

I. INTRODUCTION 

Wireless sensor networks (WSN), some of the time called wireless sensor and actuator networks (WSAN),[1][2]are spatially 

dispersed independent sensors to observe physical or environmental conditions, like temperature, sound, pressure and so on and 

to helpfully forward their information through the network to a principle location. The more latest networks are bi-directional, 

likewise empowering control of sensor action. The creation of wireless sensor networks was roused by military applications, for 

example, combat zone observation; today such networks are utilized as a part of numerous industrial and customer applications, 

for example, industrial procedure observing and control, machine health observing etc. 

The WSN is built of "nodes" – from a few to several hundreds or even thousands, where each node is connected to one (or 

sometimes several) sensors. Each such sensor network node has typically several parts: a radio transceiver with an 

internal antenna or connection to an external antenna, a microcontroller, an electronic circuit for interfacing with the sensors and 

an energy source, usually a battery or an embeddedform of energy harvesting.The main characteristics of a WSN include: 

 Power consumption constraints for nodes using batteries or energy harvesting 

 Ability to cope with node failures (resilience) 

 Some mobility of nodes (for highly mobile nodes see MWSNs) 

 Heterogeneity of nodes 

 Scalability to large scale of deployment 

 Ability to withstand harsh environmental conditions 

 Ease of use 

When developing a wireless datacollection system, there are a few performance targets that must be met. First, the system 

must meet a minimum reliability goal. For industrial applications, the target is typically to receive at least 99.9 percent of the 

generated data, as missing data can trigger expensive alarm conditions. Second, the system must support a certain throughput, a 
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number of sensor data packets per second. Third, these data packets are only useful if received within a maximum latency period. 

Many processes rely on fresh data updates — for control, stale data may have no utility. Fourth, many systems must operate in 

challenging environments that include wide temperature ranges and intrinsic safety restrictions. Only solutions that meet. 

This paper focused on the network energy, lifetime and data loss prevention challenges. Most of the time cluster head is 

compromised by attacker. Because of this, the data aggregated at cluster head is not reached to base station and this will lead to 

data loss and also energy is wasted. To overcome this challenge, we introduced Associate Cluster Head (ACH). When attack is 

detected on Cluster Head (CH), system replace that CH by ACH in that particular cluster. In this case, all data is aggregated at 

ACH instead of CH, and system prevent the data loss at compromised cluster head. 

This paper is composed further as: Section II talks about related work studied till now. Section III presents implementation 

details of proposed system and finally Section IV draws conclusions and presents future work. 

II. RELATED WORK 

In paper[1], authors developed a clustering algorithm which is established on relayplacement, which is capable of handling 

heterogeneousvelocity of sensor nodes. We compared the proposed algorithm with LEACH and HEED protocols in three 

mobility models: Gauss-Markov (GM), Manhattan Grid (MG), and Random Scenario (RS). In all cases, the number of packet 

loss in the proposed algorithm is much lower as compared toHEED and LEACH protocols. Moreover, the proposed algorithm 

achieves higher packet delivery ratio. In future, we plan to tackle other mobility patterns where nodes can move with more 

degree of freedom. 

In this paper [2] author proposes another enhanced algorithm of LEACH protocol (LEACH-TLCH) which is planned to adjust 

the vitality utilization of the whole network and expand the life of the network . New algorithm is imitated by Matlab simulation 

platform, the visualization outcomes show that both vitality productivity and the lifetime of the network are superior than 

LEACH Protocol. 

In this paper [3] the effect of heterogeneity as far as node energy in wireless sensor networks have been said. At long last the 

visualization outcome shows that H-HEED accomplishes longer lifetime and more successful information packets in correlation 

with the HEED protocol. 

In this paper [4], author exhibit a fuzzy decision-making technique for the choice of cluster heads. Fuzzy multiple attribute 

decision-making (MADM) methodology is utilized to choose CHs utilizing three criteria including leftover vitality, number of 

neighbors and the distance from the base station of the nodes. The visualization outcomes exhibit this methodology is more 

viable in extending the network lifetime than the distributed hierarchical agglomerative clustering (DHAC) protocol in 

homogeneous situations. 

In this paper [5], author propose a new energy-aware routing protocol (EAP) for a seemingly perpetual sensor network. EAP 

accomplishes a decent execution as far as lifetime by mitigating energy utilization for in-network correspondences furthermore, 

adjusting the energy load among every one of the nodes. EAP presents another clustering parameter for cluster head choice, 

which can better handle the heterogeneous energy limits. 

In this paper [6], author propose a energy-saving approach to identify traded off nodes in WSNs. The proposed strategy is 

taking into account various hierarchical clustering procedure which choose Controlled nodes (Cnode) that examine the activity 

inside a cluster and to send notices to the cluster head (CH) at whatever point an unusual conduct is identified. The proposed 

strategy is powerful as the Cnodes are occasionally chosen among standard nodes on every atomic cluster. 

In this paper [7] the optimum cluster head distance which connects to optimum energy utilization is inferred. What's more, 

leftover energy is considered in the CH selection with a specific end goal to build the network lifetime. Moreover, the energy 

utilization of being a CH is just as spread among the cluster members. Execution results appear CBER plan diminishes the end to 

end energy utilization and expand the network lifetime of multi hop network contrasted with the understood clustering 

algorithms LEACH and HEED. 

The proposed algorithm (EECBRP) [8] manages cluster creation depends on various events, cluster head election, total of the 

detected information inside of a cluster and sending that to the base station in a energy effective way. Visualization outcomes 

demonstrates that the proposed protocol (EECBRP) performs more productively than Energy Efficient Heterogeneous Clustered 

Plan for Wireless Sensor Network (EEHC) and Smart cluster Head choice method for Clustering Algorithms in Wireless Sensor 

Networks (SCHS). 

III. IMPLEMENTATION DETAILS 

 System Architecture 

Following Fig. 1 shows the proposed system architecture. 
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Fig. 1: Proposed System Architecture 

Poposed system consisting of base statio, cluster head, assistant cluster head and cluster members. All sensor nodes are 

initialize with energy. First, system perform clustering. Based on distance, system generates number of clusters. Then based on 

maximum energy and weight, system allocate cluster head for each cluster. All cluster head receive and aggregate data from its 

associated cluster member and forward it to the base station. Sometimes, cluster head is attacked by attacker. Then base station 

does not receive the aggregated data from such compromised cluster head. In this case, some important information is lossed and 

energy of network is reduced. To overcome this limitation, system introduced the concept of Assistant Cluster Head. System 

allocate ACH for each cluster allong with CH. When attack is detected on cluster head, all cluster members are connected to 

ACH. After this ACH perform data collection and aggrgation from cluster member and forward that collected data to base 

station. This system prevent the data loss if network is caused by attacker. 

 Algorithm 

1) Network deployment 

2) Initialize each sensor node with energy and weight 

3) Cluster formation 

4) Cluster head selection with maximum energy and minimum weight of node using MAODV protocol 

5) Assistant cluster head selection using MAODV protocol 

6) Data aggregation at cluster head 

7) If attack is detected on CH 

8) Then data aggregation at ACH 

9) And data forwarding from ACH to base station, 

10) Else data forwarding from CH to  base station 

 Mathematical Model 

 Let, System S is represented as:  

S = {C, CH, ACH, A, D, S, P} 

 Node Initialization: 

Set initial energy and weight of each sensor nodes. 

 Cluster Formation: 

C = {c1, c2, …,cn} 

Where, C is the set of clusters consisting of sensor nodes. 

 Cluster Head Selection: 

CH = {ch1, ch2, …,chn} 

Where, CH is the set of clusters form in network. 

System allocate the cluster head using MAODV for each cluster, based on maximum energy and minimum weight. 

 Assistant Cluster Head Selection: 

ACH = {ACH1, ACH2, …,ACHn} 

Where ACH is set of Assistant cluster head, allocated in each cluster using MAODV protocol. 

 Attack Detection and Removal of compromised CH: 

A= {a1, a2, …., an} 
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Where A is the set of attacks detected in n number of clusters. 

 Data aggregation at CH: 

D = {d1, d2, …,dn} 

Where, D is the set of data collected at cluster head, from n number of cluster members. 

 Data aggregation at ACH: 

S = {SD1, SD2, ….,SDn} 

S is the aggregated data at ACH when attack is detected at CH. SDn is the data of n number of cluster members in compromised 

cluster. 

 Data aggregation at Base Station: 

P = {p1, p2, …,pn} 

Where P is the set of data aggregated at base station from various clusters. 

 Energy Consumption: 

     (1) 

                                                       (2) 

𝐸𝑡𝑥 = Transmission Energy 

𝐸𝑒𝑙𝑒𝑐  = Energy consumed for driving the transmitter or receiver circuitry 

∈𝑎𝑚𝑝 = Energy required for the transmitter amplifier 

K = Bits per message 

d = Distance between cluster member to ACH 

 Experimental Setup 

The system is built using Java framework(version jdk 6) on Windows platform. The Netbeans (version 6.9) is used as a 

development tool and JUNG simulation tool is used for simulation purpose. The system doesn’t require any specific hardware to 

run; any standard machine is capable of running the application. 

IV. RESULTS AND DISCUSSION 

 Results 

TABLE I represent the energy consumed by LEACH, HEED and MAODV protocol in nano Joule. Proposed system uses ACH 

instead of cluster head for aggregation if CH is affected by attacker. Because of this CH will not dead and energy is saved. 

Energy Consumption 

Energy Consumption in nanoJoule 

LEACH HEED MAODV 

21 14 6 

 

Belowgraph clearly show that, our proposed system consumed less energy than LEACH and HEED protocol 

 
Fig. 2: Energy consumption with LEACH, HEED and MAODV protocol 
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V. CONCLUSION 

In this paper, we have proved that the Novel protocol is better than LEACH and HEED protocol in terms of energy consumption, 

network lifetime. This system introduced the assistant cluster head in each cluster. When the attack is detected on cluster head, 

then ACH is activated and perform all operations of CH including data aggregation and data sending to base station. Because of 

this data is not lost and energy is saved.   
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