
IJIRST –International Journal for Innovative Research in Science & Technology| Volume 2 | Issue 11 | April 2016 
ISSN (online): 2349-6010 

 
All rights reserved by www.ijirst.org 759 

Securing Data Deduplication on Hybrid Cloud 

using Asymmetric Key Algorithm 

  

Prakash Gapat Snehal Khillare 

Department of Information Technology Department of Information Technology 

Pimpri Chinchwad College of Engineering,Akurdi, Pune Pimpri Chinchwad College of Engineering,Akurdi, Pune 

  

Akshay Khiste Mrs.Rohini Pise 

Department of Information Technology Department of Information Technology 

Pimpri Chinchwad College of Engineering,Akurdi, Pune Pimpri Chinchwad College of Engineering,Akurdi, Pune 

 

Abstract 

 

Data deduplication is an effective compression tech-nique to eliminate duplicate copies of repeating data.It has been widely used 

in cloud storage to reduce the amount of storage space and save bandwidth. For the protection of sensitive data while supporting 

deduplication, the convergent encryption technique is being used to encrypt the data before outsourcing it to cloud storage.In order 

to make system more secure, the different privileges of users are again considered while checking duplicate content.But the 

problem which occurs in this approch is that int this we use symmetric key encryption technique to encryts and decrypts data.In 

this only single key is used for encryption and dycryption , This key can be misused. So we are using public key cyptography 

method in this approch the file is encrypted by using public key and drypted by using private key this two different keys are 

generated on private cloud. 
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_______________________________________________________________________________________________________ 

I. INTRODUCTION 

Cloud computing means sharing of resource over the net-work. This technology is very popular now days. The various companies 

, industries and even in government system it is commonly used. It can be used for various kind of resources like computing power, 

storage or various software .It provides the very large amount of space. Now days the storage pro-viding service is very popular 

and it is widely used. The main problem in this is to efficiently use this space which are available on cloud or we need to buy 

another storage space on cloud. This increasing space can be difficult to manage as well as the cost of buying resources is increases 

as companies required large storage for working and fulfilling request of customer. To solve this problem we use the data 

deduplication technique..Data deduplication used on the data either on block level or file level. In file level approach duplicate 

files are deleted and only one authenticate copy is store which is share between the users, and in block level approach duplicate 

blocks are eliminated of non-identical files. Deduplication reduce the storage needs by upto 90-95 % for backup application,68% 

in standard file system and thus we generate more space for our file. Important issues in data deduplication is to provide the security 

and privacy to protect the data from insider or outsider attacker .For data confidentiality ,encryption techniques is used by different 

users for encryption on there files or data ,using a key users perform encryption and decryption operation using various 

cryptography methods. For uploading file to cloud user first generate convergent key in existing system this key is used for 

encryption as well as in the decryption .The key encrypts the file then user upload file on the cloud. To prevent illegal unauthorized 

access on cloud we use the proof of ownership protocol to provide proof that the confirmation of user that this user indeed owns 

the same file when deduplication occurs and wants to download file. After this , server provide a pointer to subsequent user for 

accessing same file without needing to upload same file so we are also save the bandwidth .When a user wants to download a file 

from cloud he just login into system and select file for download that is in encrypted file form so user decrypt this file using 

convergent key. To make information administration versatile in distributed computing, deduplication has been an understood 

system and has pulled in more consideration as of late. Information deduplication is a technique used on some information and 

pressure procedure for disposing of copy duplicates of rehashing information away. The procedure is utilized to enhance 

stockpiling us-age and can likewise be connected to network information exchanges to diminish the quantity of bytes that must be 

sent. Rather than keeping various information duplicates with the same substance, deduplication wipes out excess information by 

keeping one and only physical duplicate and alluding other repetitive information to that duplicate. 

II. EXISTING SYSTEM 

Convergent encryption Convergent key encryption is used for encrypts and decrypts data.User derives a key that is conergent key 

from the original data copy by using some algorithms in this case we are using SHA algorithm for generating hash value which is 

used as convergent key. We encrpty data using this key.Also user derives a tag from using this key and user id to check weather 

this data is duplicate or not.If tag are same then the data is already present on the cloud. Both convergent key and tag are use for 

duplication check. Convergent encryption, also known as content hash keying, is used to produces identical ciphertext which is 
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known as hash value from identical plaintext files. The simplest implementation of convergent encryption can be definedas: One 

user derives the encryption key from the file F such that K = H(F), where H is a cryptographic hash function.Convergent encryption 

scheme can be defined with four primitive functions: 

1) KeyGenCE(M ) K is the key which is generated by using some algorithm that maps a data copy M to a convergent key K in 

this we are using SHA; 

2) EncCE(K, M ) C is the symmetric encryption algorithm that is only one key is used for encryption and decryp-tion. For 

encryption we use the convergent key K and the data copy M as inputs and then outputs a ciphertext C; 

3) DecCE (K, C) M is the decryption algorithm that takes both the ciphertext C and the convergent key K as inputs and then 

outputs the original data copy M ; and 

4) TagGen (M) T(M) is the tag generation algorithm takes input as hash value and user id and a TAG that maps the original data 

copy M and outputs a tag T(M ). 

Proof of ownership: Proof of ownership(PoW) is a protocol that enables authentication of user so we come to know that this 

user prove their ownership of data copies to the storage server. PoW is implemented as an interactive algorithm run by user and 

storage server act as prover and verifier. The verifier derives a short value (M )from a data copy M . To prove the ownership of the 

data copy M,the prover needs to send to the verifier such that = (M ). The formal security definition for PoW roughly follows the 

threat model in a content distribution network, where an attacker does not know the entire file, but has accomplices who have the 

file. proof of-ownership is specified by a summary function S(.) (which could be randomized and takes the input file F and a 

security parameter),and an interactive two-party protocol ——(P V ). To solve the problem of using a small hash value as a proxy 

for the entire file,there is need to design a solution where a client proves to the server that it indeed has the file. We call a proof 

mechanism that prevents such leakage amplification a proof of ownership (PoW). Public hash function. To support cross-user 

deduplication, all users must use the same procedure for identifying duplicate files. Hence this procedure must be public i.e. each 

user implement it, which means that a determined attacker can learn it. System Model and Adversary Model : In the client 

deduplication scenario, the S-CSP server keeps a single copy of the original file, regardless of the number of user that request to 

store the file. All users that possess the original file only use link to the single copy of the original file stored on the S-CSP server. 

Specifically, a client user first sends the hash value of the original file to the server, and then the server checks whether the hash 

value already exists in its database. If the hash value is the same as an existing hash value stored on the server, the server will 

challenge the user to ask for the proof of possession of the original file.After a successful challenge, the client does not have to 

upload the file again to the server.At the same time, the server marks the client as an owner of the original file. From then on,there 

is no difference between the client and the users who uploaded the original file.Thus the deduplication process saves the 

communication bandwidth as well as the storage space. 

DESIGN GOALS:The problem of privacy preserving dedupli-cation in cloud computing and propose a new deduplication 

system supporting for: 

Differential Authorization:Each authorized user is able to access its individual token of his file to perform duplicate check based 

on authority.Under this assumption, any user cannot generate a token for duplicate check out of his access or without the aid from 

the private cloud server. 

Authorized Duplicate Check:Authorized user is able to access his/her own token from private cloud,while the public cloud 

performs duplicate check directly and tells the user if there is any duplicate. The security require-ments considered in this paper 

lie in two folds, including the security of file token and security of data files. For the security of file token, two aspects are defined 

as unforgeability and indistinguishability of file token. The details are given below. 

Unforgeability of file token/duplicate-check token. User make registration in private cloud for generating file token.Using 

respective file token he/she upload or down-load files on public cloud. The users are not allowed to collude with the public cloud 

server to break the unforgeability of file tokens. In our system, the S-CSP is honest but curious and will honestly perform the 

duplicate check upon receiving the duplicate request from users. The duplicate check token of users should be issued from the 

private cloud server in our scheme. 

 system Architecture: 

In our system we are using a hybrid cloud which is nothing but combination of the public and private cloud. We are removing 

disadvantages of public cloud and add advantages of private cloud to our system. We dont have any control over the public cloud 

so we introduced the private cloud here we are providing our own authentication as well as encryption techniques. The public 

cloud we are using here just for the storing purpose. Also we are doing deduplication so we are utilize the public cloud very well. 

III. MODULES DESCRIPTON 

 Cloud Service Provider: 

Cloud service provider that is CSP provides the various services like storage, computational power ,hardware ,software ,platform 

for developing software and other services. Here we are taking the service from cloud is storage that is S-CSP. We are renting the 

service on basis of the storage capacity. So it is necessary that we better utilize the storage. To do that we are using deduplication 

technique. It will remove the duplicate data so we have more storage to use. The cloud service are always available that is 24*7. 



Securing Data Deduplication on Hybrid Cloud using Asymmetric Key Algorithm  
(IJIRST/ Volume 2 / Issue 11/ 132) 

 

 
All rights reserved by www.ijirst.org 761 

 Data Users Module: 

This is the module where we are providing the GUI of our system to the user. In this user can register , log in to our system. The 

main purpose of our system is to deduplicate so we are providing access to the private as well as the public cloud to the user . He 

will interact with both of them to store the file. This module can be used by very large entity. We are saving the cloud storage as  

 
Fig. 1: System Architecture 

well as the bandwidth which is require for uploading a file to the cloud. When user register we are providing some privileges to 

the user. The user will select the file and generate the hash and send to the private cloud along with its privilege. The user also 

send the tag which is received by private cloud to the public cloud . He can also download the various file that are uploaded by 

him. 

 Private Cloud Module: 

The public cloud has some issue that are we dont have control over public cloud. We dont know where is our file saved on cloud 

as well as which cryptography techniques are used for securing the data. To overcome with this we are introducing the private 

cloud. In this we are authentication the user also we generating the TAG for the user which is used for checking for the duplication 

of the file. We can also use our own cryptography techniques for encryption and decryption . We are providing interface between 

the cloud and the user. The tag, symmetric key, privileges are managed by the private cloud. The private clued receive the hash 

value and user id from user and then it will generate the TAG and return it the user. 

 Secure Deduplication System: 

We consider several types of privacy we need protect, that is, unforgeability of duplicate-check token: There are two types of 

adversaries, that is, external adversary and internal adversary. As shown below, the external adversary can be viewed as an internal 

adversary without any privilege. If a user has privilege p, it requires that the adversary cannot forge and output a valid duplicate 

token with any other privilege p on any file F, where p does not match p. Furthermore, it also requires that if the adversary does 

not make a request of token with its own privilege from private cloud server, it cannot forge and output a valid duplicate token 

with p on any F that has been queried. 

IV. DESCRIPTION OF PROPOSED SYSTEM 

The existing system is using the symmetric key algorithm for the encryption and the decryption that is only one key used for the 

encryption and decryption. We security is one of the concern in cloud computing .This key can be misused. The key that we 

generated is by using a hash algorithm which is SHA algorithm. So The key can be generated by anyone who knows the SHA 

algorithm. This key can be generated by user this user can misuse the key and give to the unauthorized user to decrypt the data. So 

we are proposing the new encryption algorithm in the existing system that is RSA algorithm. The RSA algorithm is a public key 

encryption algorithm. It uses the two key instead of one key. One for the encryption and another for the decryption. The key which 

is used for encryption is know as public key and key which is used for decryption is known as private key. In our system if user 

wants to upload a file he needs to login to our system by using user id and password. Then he select the file for upload . Then he 

generate the hash value for that file using the SHA algorithm. The user then sends this hash value and user details to private cloud 

for the generation of the TAG. The tag is generated by the hash and the user privilege. This Tag is then sends back to the user 

which is used for the duplication check. Based on the result we either upload file or he runs the proof of ownership algorithm. 

Before giving our construction of the deduplication system, we define a binary relation R = f((p, p)g as follows. Given two 

privileges p and p, we say that p matches p if and only if R(p, p) = 1. This kind of a generic binary relation definition could be 
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instantiated based on the background of applications, such as the common hierarchical relation. More precisely, in a hierarchical 

relation, p matches p if p is a higher-level privilege. For example, in an enterprise management company, three hierarchical 

privilege levels are defined as Director, Project leader, and Engineer, where Director is at the top level, Project leader is middle 

level and Engineer is at the bottom level. The privileges of employee is different than the privileges of director. The project manager 

can access any file where the engineer only have access to the file or data which is he is currently working. We can say that director 

privileges matches the engineer privilege but engineer privilege not matches with the director as he is in bottom level. The system 

will work as : User will login and then generate the hash code . This is send to the private cloud to TAG generation at this time 

proof and verification algorithm run respectively. Furthermore, each user U is assumed to have a secret key to perform the 

identification with servers. Assume that user U has the privilege set PU. It also initializes a PoW protocol POW for the file 

ownership proof. The private cloud server will maintain a table which stores each users public information pkU and its 

corresponding privilege set PU. Furthermore, each user U is assumed to have a secret key skU to perform the identification with 

servers. Assume that user U has the privilege set PU. It also initializes a PoW protocol POW for the file ownership proof. The 

private cloud server will maintain a table which stores each users public information pkU and its corresponding privilege set PU. 

File Uploading. Suppose that a data owner wants to upload and share a file. The data owner needs interact with the private cloud 

before performing duplicate check with the S-CSP. More precisely, the data owner performs an identification to prove its identity 

with private key skU. If it is passed, the private cloud server will find the corresponding privileges PU of the user from its stored 

table list. Then private cloud generate the TAG and give back to the user. This TAG is used for duplication check. This TAG is 

send to the public cloud where it check for the duplicate here we are talking about duplicate file . So user need to run PoW protocol 

to prove file ownership. If the proof is cleared then user will provide a pointer for the file. If file is not duplicate then we use the 

asymmetric key algorithm which having two keys and the the key will generated at private cloud and stored at private cloud server 

along with the hash value and TAG . The public key is used for encryption instead of hash value so user dont know the encryption 

key. So we will provide security to the file. File Download : The user will login to system and give request to the cloud .The server 

check for proof of ownership of user if file is share . Then it will decrypted by using a private key which is also not known to the 

user. Then file is downloaded by the user. 

V. SECURITY ANALYSIS 

Our file is stored on cloud which can be break and our data can be stolen. If the hacker know your existing system he come to 

know that you used a symmetric key which you pass over the network for various reason like for tag generation or for proof of 

ownership. This key can be captured by hacker over the network . So hacker can decrypts your data. To overcome this problem 

we use the asymmetric key algorithm for encryption and decryption. We use the hash value for tag and in the proof of ownership 

but for encryption and decryption we use the asymmetric key. So our system become more secure than existing. 

VI. COMPARISON 

 
Fig. 2: Encryption Comparison        Fig. 3: Decryption Comparison       Fig. 4: Buffer Size 

VII. CONCLUSION 

The main concern in cloud computing is to provide the security to the data and the better utilization of the cloud. In this paper we 

are providing the better security to the user data. We are securely store the data on the cloud using our own encryption techniques. 

We are also deduplicate the data for better cloud storage utilization. We are using private cloud for better performance . We not 

need to remember various keys as they are securely store on private cloud and we can use then as and when require. 
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