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Abstract

Visual cryptography is one of the cryptographic techniques which divide the original image (or) data into 'n’ number of shares.
Each share contains a part of original information, for the reconstruction process ‘k’ number of shares is required to reconstruct
the data. Here we propose the visual cryptographic scheme for color images using threshold level determination. If the threshold
level is higher in particular pixel for the particular color that pixel gains the transparency value (white shares) and the remaining
other colors having black pixel values. The proposed method satisfy the visual cryptographic properties such as there will be no
pixel expansion, it requires only few shares to reconstruct the image, there will be no lose in the data share.
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l. INTRODUCTION

Now a days the transmission of digital data from one node to another node through the network is increasing. So, providing security
for the nodes is a big challenge for the network. Visual cryptography is one of the cryptographic techniques which carried out the
information in a secured manner. The word security in visual cryptography provides many ways of security like password
transmission, hiding the secret information, steganography techniques, watermarking techniques, identification and authentication
of owners.

But the above such techniques/methods does not provide such security like visual cryptography scheme provides because the
main drawback of that technique is that the secret information which can be protected in single information carrier. If the
information carrier is lost/ damaged/ destroyed we cannot reconstruct the original information. To overcome this problem, visual
cryptography secret sharing scheme was introduced by Naor and Shamir. The secret information is split into two
components/shares that two components/shares are required for reconstruction of the original information by superimposing a
threshold number of shares.

In the visual cryptography scheme it does not required any computation for the decryption process because our human vision
system has to perform the pixel- wise logical OR operation. Suppose, the pixels are small and also it having higher density then
our human vision system will average out the colors around the particular pixels. For early days, the visual cryptography system
mainly focuses on black and white secret images [2]-[9]. After that they move on to grey scale images, this images using dithering
process (i.e. adding noise to the image/shares) which degrades the image quality[10]. Another issue in visual cryptography scheme
is image size invariant (i.e. pixel expansion) which means that the original image size is twice less than that of the secret shares
and also the retrieved image size, this also causes the reduction in image quality.

In this paper, we introduce a new visual cryptography scheme for color images. Which supports the images for ‘n’ number of
colors and there will be no pixel expansion. If we can reconstruct the original image we required K-out-of-N shares and also it
adjust no. of color levels in the secret shares. For the construction of visual cryptography scheme we are using probabilistic
technique for achieving no pixel expansion. For the color level determination we use standard deviation to identify the colors. For
separating the shares in color level determined image we use additive model with probability in shares.

Il. RELATED WORK

Naor and Shamir introduce the concept of visual cryptography. This concept using many types of secret sharing schemes this all
schemes are applied to any type of application and also any type of images. Here we taken some of the samples of VCS scheme
are (k-n) secret shares that are embedded into the envelope images by LSB. This embedded LSB are retrieved from each of the
pixel by OR operation from that they generate the original image [8-10]. Most of the papers they are taken the sample as two share
images of (2, n, h, 1) scheme that have been demonstrated with the minimum value of ‘m’ is given as m=m min (2, N, h, 1) this new
bound provide a slight variation of the ILP and also it find out the corresponding pixel value by m mei (2, n, h, ) and m mee (2, n, h,
1) [1].

For constructing those imagers they are using threshold VVCS for black and white images to color images using Boolean matrix.
Here for the threshold calculation they generate histogram. In addition to that they tune the pixel value using the random pick of
probability values [6-8].
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I1l. PROPOSED SCHEME

The architecture design describes the overall flow of the system at the starting stage to the ending stage. The proposed scheme
explains all the main process such as selection of secret image, automatic detection of color levels, generating given no. of shares
and overlapping of shares.

In the sender side, first they have to choose the secret message/image in color after that the determination of color level is taken
place. Depending upon the color level the binary information is created (e.g.) for a taken particular pixel the color component of
that particular pixel having red color is more than that of the other two color components.
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Fig. 1: Architectural Diagram for Proposed VCS

That red color is taken as the transparency color value 1 and the other two colors taken the value as 0. The same process is taken
out for the end of last pixel. After the color level determination of the secret image, each color detected secret image is divided
into two shares. After the segregation each color shares we have to grouping the sharel and share2 of all colors with the help of
color multiplication algorithm. At the last by superimposing this share, finally we get retrieved image.

IV. EXPERIMENTAL RESULTS

In this section, the experimental results for each stage using the algorithm can be illustrated and the screen shots for the output
retrieved can also be shown.

A Stepl: Select A Secret Image

The user has to select the secret image which has to be transmitted secretly. Here we taken the secret image as Lena.jpg with the
matlab comment is given as,
secretimg = imread(strcat(Path,FileName));

The following comment is used to split the color component,

R = secretimg(:,:,1);

G = secretimg(:,:,2);

B = secretlmg(:,:,3);
Find out the secret image size with these following comments,

[height, width, ~] = size(secretImg);
size_of_image = height * width;
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Fig. 2:

B. Step 2: Automatically Detect The Color Level

For the given Lena.jpg color image, the color value is assigned for each color is determined with the help of standard deviation.
1) The color level assigned for red color is 32 and the standard deviation is 1805.60.
2) The color level assigned for green color is 32 and the standard deviation is 1275.10.
3) The color level assigned for blue color is 24 and the standard deviation is 2134.55.
Depending upon the deviation in the colors the standard deviation generates the color value. The above point shows the particular
color values and their standard deviation. The below shown figure shows the decomposition of RGB color images.

The red channel The green channel The blue channel
50 50 50
100 100 100 §
150 150 150 & i}
200 4 1 200 R W O Ja 2007 EOET %
250 & Fonk & \ d 250 WX '.’-n_'// 250 L N Y | e fj
50 100150200250 50 100150200250 50 100150200250
Fig. 3:

. Step 3: Generating Shares

The following comment generates the 2-out —of-2 shares for each color secret image. For the generation of shares it carried out
one color after another color.
[ rSharel, rShare2 ] = two_two_ShareGen ( secretimg, COLOR_LEVEL_RED, a, 1);
[ gSharel, gShare2 ] = two_two_ShareGen ( secretimg, COLOR_LEVEL_GREEN, g,2);
[ bSharel, bShare2 ] = two_two_ShareGen ( secretimg, COLOR_LEVEL_GREEN, b,3);
For each pixel, the random number is generated if that random number is less than 0.5 it takes the value as 0 (or) otherwise 255

for both that two shares. If the taken random number is greater than 0.5 then it takes the values as 0 for sharel and 255 for share2
(or) 0 for share2 and 255 for sharel.

L3, Step 4: Overlapping shares:

In this step, the grouping of shares is taken place with the help of OR operation. The sharel and share2 of each color is grouped
separately. By using the following comments we group those shares.
rgblmagel = cat(3, rSharel, gSharel, bSharel);
rgblmage2 = cat(3, rShare2, gShare2, bShare2);
result_sharel = rghlmagel;
result_share2 = rghlmage2;
By overlapping these two grouped shares we get the reconstructed image of Lena with the help of color multiplication.
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V. CONCLUSION

In this paper we use K-out-of-N secret sharing techniques for visual cryptography. Our original image is reconstructed from the
three channel images R, G, B shares. For primitive color grouping we use color multiplication with additive model. Here the visual
cryptographic scheme is proposed to provide more security to the original data. For the reconstruction process our human vision
system has to perform the XOR operation. The main advantage of using this technique is ‘k’ number of shares is sufficient to
reconstruct the original image; there will be no pixel expansion and also we did not require any complex mathematical model for

decryption.
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