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Abstract

Digital watermarking refers to the process of embedding watermark data in some host media with a view to claim ownership or
copyright if the need arises. Digital Image watermarking is the need of time in exponential growing jargon of internet and high
speed data transfer. Robustness is a critical aspect of a image watermarking for a wide class of application. It refers to the
property of watermark, being resistant against attacks, which includes several image processing operations. There exists several
techniques in literature, for robust watermarking against pixel intensity change, jpg compression etc. However, watermarking
robustness against cutting and cropping operations is difficult and not much progress has been achieved till date. Majority of the
work in watermarking techniques, for robustness against cutting and cropping, proposes a method in which watermark is
embedded redundantly in several segments of the images so as to provide resistance against cropping operations in which some
area, might containing a useful portion of information is lost. In this dissertation, a watermarking technique is proposed in which
watermarking is implemented using SVD decomposition. To achieve robustness, the image invariant moments are computed
which are invariant against scaling, rotation and translation. The centroid of the image is calculated and a segment of the image
is identified which has least probability of go through some cropping operation in any image processing. The watermark
information, encoded in invariant moments is embedded in the selected image segment. At the detector end, the same image
segment is located and watermark is detected and extracted. This provides a way of blind and robust watermarking against a
large number of attacks. The proposed approach is simulated using MATLAB and the results indicate a considerable
improvement in watermark resistance for attacks as compared to existing approaches.
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I. INTRODUCTION

A. Introduction to Digital Watermarking

Digital watermarking is the act of hiding a message related to a digital signal (i.e. an image, song, video) within the signal itself.
It is a concept closely related to steganography [1], in that they both hide a message inside a digital signal. However, what
separates them is their goal. Watermarking tries to hide a message related to the actual content of the digital signal, while in
steganography the digital signal has no relation to the message, and it is merely used as a cover to hide its existence.
Watermarking has been around for several centuries, in the form of watermarks found initially in plain paper and subsequently in
paper bills. However, the field of digital watermarking was only developed during the last 15 years and it is now being used for
many different applications. The increasing amount of research on watermarking over the past decade [2] has been largely driven
by its important applications in digital copyrights management and protection.

Every watermarking system has some very important desirable properties. Some of these properties are often conflicting and
we are often forced to accept some tradeoffs between these properties depending on the application of the watermarking system.
The first and perhaps most important property is effectiveness. This refers to the need that the message in a watermarked image
will be correctly detected. This probability is ideally needed to be 1. Another important property is the image fidelity.
Watermarking is a process that alters an original image to add a message to it, therefore it inevitably affects the image’s quality.
This degradation of the image’s quality must be kept to a minimum, so that no obvious difference in the image fidelity is
percepted by Human Eye [3]. The third property is the payload size. Every watermarked work is used to carry a message. The
size of this message is often important as many systems require a relatively big payload to be embedded in a cover work. The
false positive rate is also very important to watermarking systems. It refers to the number of digital works that are identified to
have a watermark embedded when in fact they have no watermark embedded. This should be kept very low for watermarking
systems. Lastly, robustness is crucial for most watermarking systems. There are many cases in which a watermarked image is
altered during its lifetime, either by transmission over a lossy channel or several malicious attacks that try to remove the
watermark or make it undetectable. A robust watermark should be able to withstand additive Gaussian noise, compression,
printing and scanning, rotation, scaling, cropping and many other operations. Figure 1.1 shows a generic architecture of a
watermarking system.
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Fig. 1.1: Generic Watermarking System

B. Watermarking Application Areas
One of the first applications for watermarking was broadcast monitoring [4]. It is often crucially important that we are able to
track when a specific video is being broadcast by a TV station. This is important to advertising agencies that want to ensure that
their commercials are getting the air time they paid for. Watermarking can be used for this purpose. Information used to identify
individual videos could be embedded in the videos themselves using watermarking, making broadcast monitoring easier.
Another very important application is owner identification. Being able to identify the owner of a specific digital work of art, such
as a video or image can be quite difficult. Nevertheless, it is a very important task, especially in cases related to copyright
infringement. So, instead of including copyright notices with every image or song, one could use watermarking to embed the
copyright in the image or the song itself. Transaction tracking is another interesting application of watermarking [5]. In this case
the watermark embedded in a digital work can be used to record one or more transactions taking place in the history of a copy of
this work. For example, watermarking could be used to record the recipient of every legal copy of a movie by embedding a
different watermark in each copy. If the movie is then leaked to the Internet, the movie producers could identify which recipient
of the movie was the source of the leak.

Finally, copy control [6] is a very promising application for watermarking. In this application, watermarking can be used to
prevent the illegal copying of songs, images of movies, by embedding a watermark in them that would instruct a watermarking-
compatible DVD or CD writer to not write the song or movie because it is an illegal copy.

C. Problem Statement

In this dissertation a technique of watermarking of digital images is presented which is robust for geometrical attacks [7]. These
geometrical attacks include rotation, scaling and translation attacks. The robustness for geometrical attacks is achieved by
computing the invariant moments [8] of the cover image. These invariants are a set of numeric values which remains the same
for the image if it is rotated, scaled or translated in some direction. The invariance of these values towards cropping is achieved
by considering the invariant moments of the part of the image which has least probability of coming under cropping operation in
some image processing operation. These invariant moments are embedded redundantly in the image to achieve a robust
watermarking. The embedding is done using standard Singular Value Decomposition (SVD) [9] based matrix decomposition of
the image and the watermark is embedded in the S matrix of the image. This provides on the most best results considering the
quality of the watermark image, as the watermarking information is ideally distributed throughout all the pixels of the image
providing better image quality and robustness at the same time. The proposed technigque provides a way for blind watermarking
in which the original unmarked image is not required at the receiver end for watermark extraction.

D. Motivation
The success of the Internet, cost-effective and popular digital recording and storage devices, and the promise of higher
bandwidth and quality of service for both wired and wireless networks have made it possible to create, replicate, transmit, and
distribute digital content in an effortless way. The protection and enforcement of intellectual property rights for digital media has
become an important issue. Digital watermarking is that technology that provides and ensures security, data authentication and
copyright protection to the digital media. Digital watermarking is the embedding of signal or secret information into the digital
media such as image, audio and video. Later the embedded information is detected and extracted out to reveal the real
owner/identity of the digital media. Watermarking is used for following reasons, Proof of Ownership (copyrights and IP
protection), Copying Prevention, Broadcast Monitoring, Authentication, Data Hiding. Watermarking consists of two modules
watermark embedding module and watermark detection and extraction module. Digital watermarking technology has many
applications in protection, certification, distribution, anti-counterfeit of the digital media and label of the user information. This
research paper is organized as follows:

Section 1 presents an overview of the subject matter and gives the problem statement and the approach for the research.
Section 2 gives a brief outline of motivation and research approach for the proposed work. Section 3 presents the proposed non-
repudiation based classifier using character level N gram features and Shorthand Internet Notations. Section 4 gives the
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simulation results and the plots for various features for similarity measurement. Section 5 concludes the paper and gives
overview of the future scope of the work.

I1l. RESEARCH APPROACH

The image is first operated to find out the invariant moments of the image segment which is least prone to be subjected to
cropping operation. These are the numeric values which remains the same even if the image is rotated, scaled or translated. The
textual watermark is encoded in binary and the XORed with the normalized values of invariant moments and embedded in the
coefficients of the S matrix of the SVD decomposition. This process is performed repeatedly for non-overlapping segments of
the image to provide a robust watermarking which is robust against cropping operations on the image. At the receiving end,
invariant moments of the image are computed and operated on the segments of the cover image to extract the watermark.

I1l. PROPOSED WORK

A. Invariant Moments

There are several kinds of descriptors or features which can be derived for any image. Some of these features are shape features
which gives an outline of the shape of the object described in the image. Some are related to the eccentricity of the object
described in the image. These features or descriptors have enormous applications in image processing. One special class of these
descriptors is moments which usually relates to some statistical properties of the image and remains invariant under the
operations of Rotation, Scaling or Translation (RST Invariant Features). Not all the moments are RST invariant, but are invariant
to one or more classes of operations.

Two-dimensional (p + )™ order moment are defined as follows:

My, = f f xPy? f(x,y)dxdy p,q=012.... eq2.1

If the image function f(x, y) is a piecewise continuous bounded function, the moments of all orders exist and the moment
sequence (myg) is uniquely determined by f(x, y); and correspondingly, f(x, y) is also uniquely determined by the moment
sequence {mye}. One should note that the moments in (1) may be not invariant when f(x,y) changes by translating, rotating or
scaling. The invariant features can be achieved using central moments, which are defined as follows:

Hpq = f f (x—=x"YP(y—-y) f(x,y)dxdy p,q=012.... eq 2.2

where
, myq
x'= —
myg

and

, Moq
y = —_—

Moo

The pixel point (x', y") are the centroid of the image f(x,y). The centroid moments p,, computed using the centroid of the
image f(x,y) is equivalent to the my, whose center has been shifted to centroid of the image. Therefore, the central moments are
invariant to image translations. Scale invariance can be obtained by normalization. The normalized central moments are defined
likewise.

+q+2
Npg = ;pq ,WhereY = %,p +qg=23,.. eq 2.3
00
based on the normalized central moments, seven moments are described as follows:

D1 =130 + No2
P, = (120 + 7702)2 + 4772 11
@3 = (N30 — 3M12)* + (3Mz21 — Mo3)?
@y = (N30 + N12)° + (21 + Mo3)?
@5 = (N30 = 3012)M30 + M2) + [(M30 + M12)* =321 + Mo3)*] + BN21 — Moz) (W21 + M03)[3(M30 + N12)°
— (M2 + 7103)2]
D = (20 — Mo2)[(M30 + M12)* — (21 + M03)?] + 4011(M30 + M12) (W21 + No3)
1) ®; = (3021 = M03)(M30 + M12) [(M30 + 112)* = 321 + M03)*] = 30 + 3112) (21 + Mo3)[B3(M30 + M12)* —

(21 + 103)?]
2) The seven moment invariants are useful properties of being unchanged under image scaling, translation and rotation.

B. Image SVD Computation
Consider a hypothetical image (1) of dimension 8X8, represented in matrix form as shown:

[23]12]45]11]29[32]23]22]
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32
56
43 | 32
22 | 36
34 | 17

15
34

44
21
24
35
25 | 53
25121 3151|2912 27| 27
54 124 133|119 |21| 18| 39 | 42
Using Singular Value Decomposition, the given matrix can be decomposed into U, S and V matrices, with the following values:

31
21
23
24

38
42
41
37 | 37
39 | 28

54
48
28

26
46
53
23
36

37
29
49
34
23

U=

0.2728729822 | 01015632716 0'48;'31577 jg"'o 0.32149467153 | 0.2108641300 | 0.0784823596 0'72%353428 0.0124950968
28156 54640 1743 60846 022390 733501
0.3821091021 | 0.2758214120 0,48333633753 0'03%2517%‘(‘)3325 0.2527874292 | 0.2856590678 | 0.6033937756 | 0.1679548417
66386 60952 66201 60502 65368 14644
0.4122559918 0'41§fggg523 0'0‘@2323546 0'6233371%6663 0.1799780913 0.35228175249 O'lzgffgfgle 0.2994296363
13752 11973 51155
0.4056163866 0'38381gf50007 0.2252018030 | 0.06158151154 0,41((5)31536:892 0.6748916906 O'O%ii‘rﬁm 0.0862280920
10088 82014 07093 93086 018287
0.3339882544 | 0.1328747428 0'28571255852 0.00757752857 0'71§§g§f755 0.413;;319006 0.0814981021 0'32ffggf861

70866 81652 852157 511384
0.3494148849 | 0.4131404249 | 03788432446 0'33752%?0132 0.2574217681 | 0.1452348077 0'1383((5)?381629 o.5837125829§>o41
46489 03439 90596 58937 08820
0.3005327063 | 0.4889157294 | 0.4489273285 | 0.23039224771 0'03%%8112‘1024 o.21§gggszeel 0'053%%2%%831 0.5956284867
60128 63977 98164 9326 04154
0.3479863362 0'40535625994 0.2153022292 | 0.58011794569 | 0.3317746060 0'302556;’2279 0.2462438763 0'25352(?52591
15144 32408 3132 15228 35460
S=
25873421013
oo 0 0 0 0 0 0 0
47.926376544
0 - 0 0 0 0 0 0
45031310840
0 0 oy 0 0 0 0 0
30619614648
0 0 0 o 0 0 0 0
24.043103642
0 0 0 0 o 0 0 0
14.998390550
0 0 0 0 0 o 0 0
12.922480224
0 0 0 0 0 0 G 0
0.52738293623
0 0 0 0 0 0 0 a0
V=
0.4041361112 0'4467301111893 0.2163289066 0'00613‘,‘72;5:790 0.5784770980 0'389858653??895 0.1160490656 0'3°gf;gf506
36466 57828 28321 67679
0.2652491507 0'18§f5311851 0.0720447909 0'08%%3%‘50423 0'6652362;‘;’876 0'6312;’3596195 0'077}3%%%92266 0.1888540416
96829 875892 49882
0.3428587111 | 0.3227601022 0'40f1589§§418 0.64162505677 | 0.1653517431 0'18§§§§f544 0'35(?:395; 255 1 (1000726066
79121 05193 8237 86954 93296
0.3142497200 | 07177787178 | 0.5314301215 0'13°g7263§7065 0.0961938036 0'0%823;89‘:3%960 0.2321371645 | 01251391467
94581 43850 20778 864795 98648 27342
n - 0.0798953007 | 0.30985541700 | 02378371198 - 0.3932904160 | 0.6805221733
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0.3802604738 | 0.1437349519 656165 8712 22968 0.2408201023 45826 81817
52075 44001 54192
0.3575974821 | 0.0500895775 o.essggfgssz o.soegggglzsz 0.1349976095 | 0.0370341540 | 0.3280721808 | 0.2915015568
97700 811616 85176 962849 35688 27302
0.3811590094 0.302%155220 0.3005019138 0'06%‘;%964362 0.0462636323 | 0.4486865012 0'42;3328635318 0.5305320811
91865 61748 208355 00720 94782
0.3636698109 0'1711gg§g5°° 0.0245868934 | 0.45666250164 0'3zg§§§§967 0.3837733933 | 0.5958030061 0'131553?;275
82626 605234 7962 38621 15027
It is easy to verify that
[=UxS*VT
An image I' can be obtained by changing some pixel values of the above image matrix | as shown:
I'=
21244122032 24| 22
31| 14 | 45 | 31| 39 | 55 | 27 | 38
56 |34 | 21 | 22 | 43 | 48 | 46 | 28
43 |33 | 25 | 22 | 42 | 29 | 53 | 50
22|36 | 34 | 23 | 37 | 38 | 22 | 33
35| 16 | 24 | 54 | 38 | 27 | 37 | 22
26 | 21 | 30 | 50 | 30 | 13 | 26 | 27
55 (23 |32 | 10 | 20 | 17 | 40 | 42
The SVD decomposition of the modified image I' is:
U, =
02721112692 | 0.2343118464 0'382835’;5492 0.3076849315 | 02200551356 0'002%1%2%9528 0'755?71322606 0.00761865428
84204 88454 05393 08894 139484
) ) 0.3738813044 - ’ g . )
0.3859964691 | 0.4323449089 oo 0.0532827653 | 02897431635 | 0297051954446 | 0.5706327359 | 0.15377138471
96431 25858 365136 89623 099 68767 2674
0.4133243193 0'34j§§§f312 0'14;1581:3264 0'6668;‘353?907 0.2224976271 0'3102522549374 0'08863392%56369 0.30286148346
64475 56084 9765
0.4104596049 0'42725550ff444 0.0214779527 | 0.0563820494 0'434338863018 0.668314460744 0'0%2286%12694 0.07410684114
41051 049254 138630 012 53573
03201612215 | 02073465057 °'27§§§’ff455 0.04;%%%22307 0.653;(1)3273464 0.4286§g§47236 01065735722 0.377173332124
53447 07525 60207
0.3466739613 | 0.2750829550 | 0.5478369185 0'2855355248 0.2468063126 | 0.172539786092 o.12g§f712131 0564;;)?21937
76571 76935 10474 64531 069
0.3001188147 | 0.3083458414 | 0.5502570223 | 0.2278741686 o.zoggg;sm 0'2291533903185 0'03%25;92493 0.60482669781
88295 70093 18714 06525 3545
0.3450316715 0,493;1333162 0.1029375695 | 05640741494 | 03070583675 0'320698f§61275 0.2321163024 0'22722‘;38659
43653 03425 21964 14152 44046
S|':
259.15422087
oz 0 0 0 0 0 0 0
48.093684472
0 o 0 0 0 0 0 0
45745298422
0 0 e 0 0 0 0 0
30.929073361
0 0 0 o 0 0 0 0
24.959942469
0 0 0 0 "y 0 0 0
15.722297775
0 0 0 0 0 o 0 0
12.848967963
0 0 0 0 0 0 ol 0
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0.74970327015
0 0 0 0 0 0 0 o2
V)=
0.4047907444 0'49;3868173?457 0.1277064750 0'017%?%1846 0.5387034916 0'40353?51661 0.1459216731 | 0.3042431692
93975 34501 94722 85504 31507
02620040807 | 0-2043286772 | 0.0262435645 | 01603414248 | 0.6803960195 | 05848979721 | 00636856644 | 0.2325931953
202 96064 282716 20447 45840 11831 591922 34507
0.3389498038 | 0.3941342685 0'27??;?25’292 0.6382965735 | 0.1549436113 0'2552;‘5151423 o.ssgeggggogs 0'02233%3;392
41937 64343 96271 93100
0.3133544047 | 05190457409 | 0.7396542814 0'0712764327‘;128 0.0378219875 0'03117%2‘;800 0.2296016989 0'14(;‘3;5138268
43584 78567 97930 765467 46357
0.3828381089 | 0.1793208948 0'01243%%5;299 0'31173’;3??357 0'23;"23?3517 0.2364239827 0'3652353651 0.6887233871
69516 15507 45743 04969
0.3600777497 | 02800600957 056;5335;793 0'473?77;% 521 | 02125845816 | 0.0484513064 | 0.3407978719 0'2813?&?86650
05205 91022 20749 516718 55778
0.3835271987 037;?35; 067 | 4 1698606476 o.o%zéaég%oss 0.0823257346 | 0.4664535036 0'445217123533 0.50;123;53856
40515 39144 331473 06728
0.3620780718 0'18;‘5151;’2369 o.ozgi%i%m 0.4817955001 0'33352573659 0.3821214249 | 0.5678138673 | 0.1192809049
55202 59773 74638 33768 40458

It is evident from the SVD decomposition of the images that the U and VV matrices remains almost unchanged with the change
in values of the individual pixels, up-to some extent like in the LSB encoding. However, singular matrix S consists of values
which are large in order of magnitude as compared to the elements of other matrices and thus change proportionate to the
magnitude. These singular values consists of most of the information about the image and can be embedded suitably as
watermark so as to provide a way of blind watermarking technique.
The representation of the two images, viz, I and I' in color pallete using matlab is as shown:

N

w

2 3

v T v T ™ 0,
1

5 6 7

8

Fig. 3.1: Image | corresponding to the image matrix |

Fig. 3.2: Image I' corresponding to the image matrix I'
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C. Hu’s Invariant Moments
Consider again the same hypothetical image 1.
The Hu's Invariant Moments for the image can be compute using the standard MATLAB functions and are tabulated as shown:

0.0050260951434 | 8.061729608458 | 5.104711896945 | 4.030007486169 | 1.662174297795 | 5.527321468412 | 5.536074811796
5915 69e-08 73e-11 78e-10 61e-20 23e-14 54e-20

The Invariant Moments corresponding to image |, obtained by transposing the pixel matrix | is:

0.0050260951434 | 8.061729608458 | 5.104711896945 | 4.030007486169 | 1.662174297795 | 5.527321468412 553607;1811796
5915 69e-08 73e-11 78e-10 61e-20 23e-14 ' 54020

It turns out that the moments of the image remains invariant under rotation, scaling or translation (RST Invariant). However,
while transposing operation, the sign of the last moment gets reversed.

D. Watermark Embedding Algorithm

The proposed watermarking algorithm works as follows:

1) For the given image, the largest circle inscribed inside it is obtained. This is the part of the image which remains intact and
does not undergo cutting in any degree of rotation of the original image. Obtain the principal axis of the circle and normalize
it to rotation variance. Measure the angle of normalization rotation.

2) After step 1, the largest square that can be inscribed in the circle is obtained. This is the part of the image which will be used
for watermark embedding.

3) Separate the image segment into Red, Green and Blue planes. The Blue plane is selected for watermark embedding as the
human eyes is least sensitive to the changes in blue color plane.

4) Decompose the blue plane into U, S and V matrices as per singular value decomposition. The S matrix (singular matrix) will
be used for watermark embedding purpose.

5) Obtain the Hu's Invarient features for the blue plane of the image segment under consideration. These invarient features are
numeric constants which are total 7 in number.

6) As the magnitude of these invarient features vary greatly, ranging to approximately 10-18, these values are mapped onto
some desirable range using suitable mathematical function which needs to be reversible for decryption operation.

7) The custom watermark is encoded using invariant moments and embedded in U and V matrices of the decomposition.

8) Inverse SVD is performed to obtain the Watermarked Blue plane.

9) The watermarked plane is combined with Red and Green plane to obtain the colored image segment.

10) This image segment is replaced inside the square space of the circular segment which was considered initially. The circular
segment is re-rotated to its specific position to fit into the original image structure, giving the watermarked image.

E. Watermark Detection Algorithm

The detection algorithm for the watermark works as follows:

1) The largest inscribed circle in the given image is considered.

2) The circular portion is normalized as per the principal axis to obtain the normalized image.

3) The maximum square that can be inscribed in the circular portion is obtained.

4) Hu's invariant moments corresponding to the image segment is obtained.

5) These moments are then mapped to the desirable range using pre-specified function.

6) The image segment so obtained is partitioned into Red, Green and Blue Planes.

7) The Blue plane of the image is decomposed into matrices as per the singular value decomposition.
8) Watermark is extracted and decoded with the help of U and V matrices and the invariant moments.
Chapter 4 gives a complete description of the aforementioned process using simulation on benchmark images.

V. ANALYSIS OF PROPOSED WORK

A. Watermarking Process
For the purpose of watermark embedding, the Benchmark image Lena is considered and operated under the proposed techniques.
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i
Fig. 4.1: lena.jpg [original image size, dimension 512 X 512]

The largest circle that can be inscribed in the image is chosen for subsequent watermark embedding processes. This is because
it represents the portion which remains intact with the image under most common rotation operations. This is illustrated in the
figure 4.2.

Fig. 4.2: Iea.jpg (Marked Segments for watermark embedding)

In Figure 4.2, the portion of the image inside the rectangular part is chosen for watermark embedding as this is the part of the
image which is least prone to cropping attacks. The cropped portion of the image is shown in figure 4.3 and provide a base to the
proposed watermarking technique.

Fig. 4.3: lena_cropped.jpg (Portion of the image selected for watermark embedding)
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The separation of the images in the three color planes for watermark embedding is illustrated in figures 4.4 to 4.7.

Fig. 4.4: lena_cropped.jpg (Red Color Plane)

Fig. 4.5: lena_cropped.jpg (Green Color Plane)

Fig. 4.6: lena_cropped.jpg (Blue Color Plane, Chosen for Watermark Embedding)
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The blue color plane is chosen for the purpose of watermark embedding as the human eye is least sensitive to the variations in
this color plane.

The simulation steps will be performed on the blue color plane. However, for the ease of mathematical calculations, a
grayscale image is considered having the grayscale values of pixels identical to the blue color plane pixel values. This grayscale
image, analogous to the blue color plane image is shown in figure 4.7.

D

Fig. 4.7: lena_cropped.jpg (Grayscale image having values identical to the blue pixels)

The Hu's invariant moments on the image in Figure 4.7 are shown in table 4.1.
Table - 4.1
Hu's Invarient Moments for Figure 4.7
Moment Captions | Moment Values
0.001554
6.48E-09
1.95E-11
2.51E-11
-4.94E-22
1.85E-15
2.56E-22
The Singular Value Decomposition of the image shown in figure 4.7 can be obtained using standard MATLAB commands.
The SVD decomposition of the image decomposes it to three matrices, namely U, S and V respectively, in such a way that the
following equation holds.

|| |WIN|F-

~

I=UsvT
In SVD decomposition, the U and V matrices are matrices of very small floating point values. Matrix S is a diagonal matrix in
which all the non-diagonal elements are zero. Moreover, the magnitude of the diagonal elements drops exponentially as it
reaches the lower end. The pictorical representation of the S matrix is given in figure 4.8.

Fig. 4.8: Illustration of the S matrix in SVD decomposition of image 4.7
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Image features can be controlled to a considerable extent by modifying, elimination or enhancing the singular values of the
SVD decomposition. As depicted in Figure 4.8, about 50 percent entries of the S matrix diagonal are non zero and having a good
magnitude (indicated by the intensity of white), whereas the rest 50 percent are close to zero. This is qualitatively depicted in the

graph shown in figure 4.9.
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Fig. 4.9: Magnitude of diagonal values of S matrix

Fig. 4.10: Effect of modification SVD values on Image properties

Figure 4.10 gives an illustration of the effect of coefficients of Singular Matrix S on the image. Starting from the top leftmost
image of figure 4.10 and considering row-wise, the first image represents the grayscale image lena.jpg considered for
watermarking in which the pixels are analogous to the values of the blue color plane of the image. The next figures shows the
case when 50 percent of the S matrix elements are considered and rest are set to zero. The subsequent figures shows the cases
when 80, 90, 93, 95, 96, 97 and 98 percent pixels are set to zero respectively, starting from the lowermost values.

Table - 4.2
Singular Values of the S Matrix of the Benchmeark Image Lena

Row # | Singular Values Row # | Singular Values

1 83.41458473 142 0.476610792
2 14.02859982 143 0.474719819
3 12.58306726 144 0.453719575
4 11.27796078 145 0.449648572
5 9.801021343 146 0.44292761

6 8.441629306 147 0.4380695

7 6.963275427 148 0.432613359
8 6.647906623 149 0.424386843
9 5.879009935 150 0.418628619
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10 5.358277661 151 0.413626386
11 4.824208057 152 0.41135189
12 4.758972067 153 0.403004095
13 4.234223835 154 0.3977454

14 4.068928973 155 0.393303265
15 3.92072405 156 0.39093526
16 3.611191252 157 0.38362253
17 3.456821186 158 0.379446962
18 3.299443577 159 0.369409224
19 3.20180709 160 0.366793477
20 3.02110021 161 0.36266923
21 2.949726081 162 0.358766089
22 2.858077858 163 0.351825323
23 2.752308946 164 0.348801407
24 2.687482888 165 0.345342305
25 2.58889497 166 0.338083517
26 2.538422945 167 0.335231891
27 2.514689533 168 0.330392763
28 2.439782383 169 0.326013189
29 2.350488958 170 0.318885477
30 2.325480195 171 0.316696925
31 2.290185105 172 0.310044396
32 2.269348134 173 0.308787509
33 2.143354531 174 0.303267953
34 2.135835191 175 0.299090769
35 2.098095342 176 0.296817471
36 2.055314448 177 0.289753207
37 2.021348976 178 0.285365944
38 1.973105441 179 0.281617928
39 1.941754272 180 0.276065724
40 1.932706584 181 0.275560343
41 1.89317961 182 0.269785713
42 1.856835229 183 0.263496945
43 1.826056773 184 0.261898886
44 1.79116868 185 0.260399255
45 1.767021869 186 0.256994982
46 1.759093175 187 0.254491543
47 1.729786472 188 0.25039578
48 1.650969813 189 0.2451279

49 1.638605882 190 0.242788387
50 1.613647877 191 0.235785246
51 1.601062352 192 0.231520531
52 1.590847936 193 0.225750229
53 1.53214357 194 0.221917198
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54 1.523309369 195 0.21670272

55 1.505904956 196 0.215282538
56 1.490399928 197 0.214493825
57 1.472670163 198 0.209401776
58 1.446685448 199 0.204029219
59 1.420631176 200 0.203522975
60 1.397966399 201 0.201488126
61 1.379173707 202 0.19959547

62 1.361492279 203 0.196887748
63 1.34783616 204 0.188687781
64 1.329386244 205 0.185844626
65 1.309458418 206 0.183156497
66 1.278258654 207 0.180314807
67 1.26339104 208 0.177298361
68 1.254481125 209 0.176001809
69 1.234006576 210 0.172538945
70 1.208413904 211 0.168467751
71 1.206191535 212 0.167037755
72 1.187623394 213 0.166224211
73 1.178152663 214 0.161274777
74 1.160624275 215 0.159683097
75 1.144529191 216 0.154407668
76 1.136564114 217 0.152210617
77 1.118236517 218 0.147091981
78 1.089424448 219 0.146556677
79 1.07929648 220 0.143371244
80 1.072560238 221 0.138596246
81 1.065250674 222 0.138144264
82 1.04298746 223 0.13605847

83 1.030079518 224 0.133566858
84 1.019354087 225 0.132037088
85 0.989487424 226 0.127755404
86 0.986853068 227 0.121168375
87 0.979105867 228 0.121055827
88 0.970829195 229 0.119708325
89 0.955307506 230 0.117562817
90 0.947648077 231 0.11324429

91 0.930034378 232 0.110948754
92 0.915908355 233 0.107778592
93 0.896393349 234 0.103720986
94 0.884123798 235 0.102028246
95 0.881599974 236 0.100650102
96 0.864353801 237 0.097225605
97 0.848394992 238 0.094192746
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98 0.840528501 239 0.094012816
99 0.831588786 240 0.089860679
100 0.824282678 241 0.087898883
101 0.805811303 242 0.08705086
102 0.801635298 243 0.083461939
103 0.792995866 244 0.081737386
104 0.776743381 245 0.079465526
105 0.759533098 246 0.077895613
106 0.756183176 247 0.075477899
107 0.750551648 248 0.070820571
108 0.740871932 249 0.069093213
109 0.717617964 250 0.067183625
110 0.709069137 251 0.063588745
111 0.705584711 252 0.061869068
112 0.697977685 253 0.060094849
113 0.68831997 254 0.056130541
114 0.679985309 255 0.055601273
115 0.668159311 256 0.054308314
116 0.662079243 257 0.052420243
117 0.65845951 258 0.05165007
118 0.649363658 259 0.048450169
119 0.644105893 260 0.046265976
120 0.635176794 261 0.04353189
121 0.625854885 262 0.039521577
122 0.62096804 263 0.03813707
123 0.61575751 264 0.037477784
124 0.598825611 265 0.034725566
125 0.593295466 266 0.032276003
126 0.584304119 267 0.032103024
127 0.573239191 268 0.030112173
128 0.562798612 269 0.027008227
129 0.562114584 270 0.023448735
130 0.555022316 271 0.021710227
131 0.541032981 272 0.020833018
132 0.532179681 273 0.018114582
133 0.526266189 274 0.015395888
134 0.523977491 275 0.01468042
135 0.515964548 276 0.013094111
136 0.505722625 277 0.012405957
137 0.501100194 278 0.011410243
138 0.490689913 279 0.008192296
139 0.488314026 280 0.007439757
140 0.481814076 281 0.005254015
141 0.477975677 282 0.002676562
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The Hu's invariant moments for the image can be derived using legacy equations and are depicted in table 4.1. These seven
values can be interpolated using a reversible procedure to a set of seven real values in a specified range which corresponds to the
pixel values of the images. This mapping can be done as shown in table 4.3

Table - 4.3
Generation of the Key Values for Watermark Embedding

Invariant Values on Log base | Absolute Rounded Mapping on the values on Scale Binary Values corresponding to
Moment 10 scale Value Absolute Value from 0 to 255 mapping Values
0.001554 -2.80865 2.808645 3 0 00000000
6.48E-09 -8.18822 8.188218 8 61 00111101
1.95E-11 -10.7094 10.70944 11 97 01100001
2.51E-11 -10.5996 10.59963 11 97 01100001
4.94E-22 -21.3059 21.30592 21 219 11011011
1.85E-15 -14.7338 14.73383 15 146 10010010
2.56E-22 -21.5909 21.59094 22 255 11111111

The values obtained in the last column serves as the key to embed the watermark in the image under consideration.

Let the textual watermark chosen be LENAIMG. These characters are pair-wise ex-ored with the seven values so obtained so
as to get another set of 7 binary values each consisting of 8 bits. This operation is performed for the simple reason that XOR is a
reversible operation as illustrated in table 4.4.

Table 4.4
XOR Operation on Binary Vectors

A|B|C=AXOR)B | C(XOR)A (=B) | C(XOR) B (=A)
1)1 0 1 1
01 1 1 0
1)1 0 1 1
1]0 1 0 1
0]0 0 0 0
1)1 0 1 1
00 0 0 0
1]0 1 0 1
The pair-wise binary decomposition of the text watermark is illustrated as shown:
Table - 4.5
Binary Equivalents of Watermark Text and Moment Invariants
Text Value (Watermark) | ASCII Value | 8-bit ASCII Value in Binary | Invariant Moment Mapped Value
L 25 00011001 00000000
E 81 01010001 00111101
N 57 000111001 01100001
A 65 01000001 01100001
[ 73 01001001 11011011
M 89 01011001 10010010
G 113 01110001 11111111
The pairwise XOR operation on the watermark values and the values of the moment invariants are shown in the table 4.6
Table 4.6
Pairwise XOR Ooperation on Binary ASCII Values and Invariant Moment Values
TEXT Watermark | ASCII Value (8 bit binary) | Invariant Moment# | Mapped Binary Equivalent of Hu's invariants | XOR
0 0 0
0 0 0
0 0 0
1 0 1
L 1st
1 0 1
0 0 0
0 0 0
1 0 1
0 0 0
E 2nd
1 0 1
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0 1 1
1 1 0

These 56 values in the last column of the table 4.6 are embedded in the last 56 coefficients of the S matrix and the blue plane
is recovered from these values. The corresponding image matrix is shown in figure 4.11.

o

Fig. 4.11: The watermarked singular value matrix corresponding to the blue plane (image plot representation)

2

Fig. 4.12: The watermarked grayscale image (corresponding to the blue color plane)

Fig. 4.13: The watermarked Blue Plane image
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Fig. 4.14: Watermarked Image after merging all the RED, GREEN and BLUE Color Planes

B. Performance Evaluation

The mean square error for the above specified technique for the lena.jpg file can be computed by pairwise differencing the
original blue color plane with the watermarked blue color plane. The square of this difference is successively added and then
divided by the total number of pixels (in this case, 393 X 393). This given the mean of the square of the error. For the image
under consideration, the MSE comes out to be 12172.41.
The PSNR value of corresponding to this value of MSE is 7.277039

The PSNR values corresponding to some benchmark images (shown in Figure 4.15) is shown in table 4.6.

Barbara

Cameraman

Baboon

Fig. 4.15: Benchmark Images for Performance Evaluation
The MSE and PSNR values for the benchmark images are shown in table 4.6.

Table - 4.6
MSE and PSNR Values Of the Benchmark Images
Image MSE PSNR
Lena 12172.41 | 7.277039
Barbara 11713.32 | 7.444004
Camraman | 12567.12 | 7.138446
Baboon 12218.67 | 7.260564
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Fig. 4.16: MSE Values of Images
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Fig. 4.17: PSNR Values of Images

Above results establishes that Invariant Moment based watermarking can be successfully applied in digital watermarking.
Chapter 4 analysis the results and concludes the dissertation.

V. CONCLUSION AND FUTURE SCOPE

Taking full advantage of rotation and scale invariant of Hu's Moments, a robust blind SVD watermarking algorithm based on
Hu's Invariant moments is proposed. In this scheme, the inscribed circle of the original image matrix is selected as possibly the
area which is unaffected from cropping attack, and the square of the inscribed circle is chosen to embed watermark. The
watermarking embedding area is conducted with SVD is applied to non-overlapping blocks of the image. A bit of the watermark
is embedded through slight modifications of the singular value (SV) matrix in each block. Finally, the invariant moments of
watermark image matrix’s inscribed circle is calculated and some selected HU's Moments of the watermarked image are saved to
detect and correct possible geometric attacks. The simulation results prove that the proposed technique has good resistance to
rotation, scale and combined attacks by correcting the attacks parameters.

A. Future Scope

As the future scope of this work, a RST invariant watermarking approach is to be formulated which is resistant to attacks like jpg
compression and print and scan attacks. Moreover, the watermarking techniques needs to be semi fragile as per the need of time,
so that it can provide tempering protection and at the same time, embed the watermark so robustly that no attacker can destroy or
remove the watermark. Moreover, the current technique embeds the watermark in S matrix of the SVD decomposition. As a
future aspect, of this work, the watermark is to embedded in the matrices much more evenly so as to provide better perceptual
quality of the watermarked image.
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