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Abstract

Passwords are the security primitives used in proving a user’s identity online. Passwords can be grouped as alphanumeric
passwords, biometric passwords and graphical passwords. Graphical passwords are more secure than alphanumeric password. In
this paper, we present a secure and user friendly graphical password authentication system named as RIP (Randomized Image
Passwords) which is based on randomizing the visual objects used as passwords so that each time the user gets different image
for login. This adds security since the visual objects do not maintain a fixed position on login image. In order to avoid shoulder
surfing attack and spyware attack, a circumnavigation mechanism is proposed for which we will be using QR codes. The
proposed authentication method using RIP and QR codes can be a solution to security threats like shoulder surfing attack, attack
using malwares such as screen recorders, which are the major security issues associated with graphical password schemes. This
scheme offers reasonable security, user friendliness and will fit well with many practical applications.
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I. INTRODUCTION

Security is the major concern of every online application. The primary task in security is to create cryptographic primitives that
are computationally intractable. Every public network offers security by the means of authentication. A secret code is used to
prove user’s identity. The usual authentication process we come across our day to day life includes a pair of username and
password. The authentication process can be broadly classified into token based authentication, biometric authentication, and
knowledge based authentication. Web an application mainly depends upon knowledge based authentication, where a user have to
enter a previously agreed password. The passwords were alphanumeric passwords but now graphical passwords are gaining
popularity due to higher security.

The web applications that deploy hard authentication methods will not gain popularity as it will be difficult and time
consuming for the user to login. So there is a need for easy user friendly authentication scheme without compromising the
security.

In a graphical password system, image hotspot problem and guessing attacks where the major concern. A solution was
proposed in [1], which introduced a family of graphical passwords built on top of Captcha technology known as CaRP (Captcha
as gRaphical Passwords). CaRP are click based passwords where the user clicks the password elements to enter the password.
These are similar to other graphical passwords except the images used in CaRP are Captcha challenges and new images with
invariant information are generated for every login. Unlike CaRP which generates captcha challenges in every login, RIP
randomly positions the password elements

In this paper, we introduce a new security primitive based on image randomization which we call RIP (Randomized image
passwords). Here a set of visual password objects are randomized and placed over a background image for every page reload. A
QR code is provided along with this authentication scheme, which can be used to bypass the login process. This is helpful when
the user try to login via an untrusted device (presence of malwares) and/or id if he finds a shoulder surfing threat. In such
situations, clicking on the password cannot be done. This scheme offers protection against image hotspot problem, online
dictionary attack, shoulder surfing attack and attack using malwares.

Typical application scenarios include:

1) RIP can be appiled on both touch-screen and non touch-screen devices whereon typing passwords are comparitively
difficult.

2) In RIP scheme, a human involvement is completely necessary to get authenticated. A spammer who relies on spambots
cannot access an account even if the password is known.

3) A RIP scheme combined with a QR login module can offer a very high security aganist malwares and shoulder surfing
attacks. So it can be used in applications which demandshigh security like e-banks.
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I1l. BACKGROUND AND RELATED WORK

A. Graphical Passwords

Human brains are capable of processing and storing large amount of graphical information since sense of sight is more
predominant in humans. We usually find it easy to recollect and remember the places we visited, people we have seen and things
we have seen but we may find it hard to remember a long character string accurately. Graphical passwords provide more
password spaces hence provide more security [2]. A large number of graphical password schemes have been proposed. Based on
the task involved in memorizing and recollecting passwords it can be classified as: recognition, recall and cued recall.

A recognition based system (cognometric system) requires the memorization of a sequence of images during password
creation and then recognize those image during login. During login, the system presents the user with a set of images among
which he should select the images belonging to his portfolio. These process is repeated several rounds, and in each round the
user is expected to enter the right image to get authenticated. [3]

In recall based system, also known as drawmetric system because users recall and input a previously agreed secret drawing.
User usually draw in a canvas or a grid. Draw-A-Secret (DAS) was the first recall based technique proposed. Here the user draw
the password in a 2D grid and system encodes the user-drawn password as the sequence of coordinates of the grid cells passed
through in the drawing, yielding an encoded DAS password [4].

In cued-recall scheme, an additional cue is provided to the user to help him to remember and recall the password. This reduces
the memorability related issues, and is comparatively easier than pure recall based techniques. Passpoints [5] is a widely studied
technique where the user clicks a sequence of points in an image as password and then re-clicks these points during login. Some
other examples ate cued click points (CCP), persuasive cued click points (PCCP) etc.

Among these three types recognition based scheme is considered as the easiest and pure recall based scheme is considered as
hardest [1]. Recognition based scheme are the weakest in resisting guessing attack.

1) Advantages Of Graphical Passwords

Dictionary attacks are less likely to occur since pre-existing searchable dictionaries for graphical information are unavailable.
Human can process graphical information faster than computers which may spend a considerable amount of time processing
millions of bytes of information [6].

2) Drawbacks

A major drawback of the graphical password system is the shoulder surfing problem. A person who observe a few login sessions
could eventually figure out the password.

B. Captcha
CAPTCHA (Completely Automated Public Turing Test to tell Computers and Humans Apart) is a system that relies on the
capability gap between human and bots in solving some hard Al problems. It helps the computer to distinguish humans from
machines. Captcha is used in providing security online. Captcha have several applications for practical security, Preventing
Comment Spam in Blogs, Preventing Dictionary Attacks, Search Engine Bots, Worms and Spam, Protecting Website
Registration, Protecting Email Addresses from Scrapers, Online Polls.

There are mainly two types of Captcha: Text based Captcha and Image Recognition captcha. The former relies on character
recognition while the latter depends on non-character recognition.

C. CaRP

Bin B. Zhu, Jeff Yan, Guanbo Bao, Maowei Yang, and Ning Xu [1] proposed CaRP scheme. It is a novel family of graphical
password built on top of captcha technology. It is a click based graphical password scheme where clicks are the input that is used
to derive the password. The scheme differs from graphical password scheme since it generates new image for every new login
attempts. The main difference between Captcha and CaRP is that, Captcha can be generated randomly which means every
captcha generated are independent of each other while CaRP images generated for each login must be independent images that
contain invariant information which are the user’s password objects.

On the basis of the memory tasks in memorizing and entering a password, classification of CaRP schemes can be done as
follows: recognition based and recognition-recall. In recognition based CaRP, passwords are a sequence of visual objects
(ClickText, ClickAnimal, AnimalGrid). The second scheme works by recognizing an image and using the recognized objects as
cues to enter a password (TextPoints, TextPoints4CR). Recognition-recall combines the tasks of both recognition and cued-
recall. It retains the advantages of both schemes i.e. recognition advantage of being easy for human memory and the cued-recall
advantage of a large password space. The main features of CaRP include:

1) Reduces Guessing Attack

In an automatic guessing attack, if a password is guessed wrong, then that password is removed from the dictionary of passwords
and hence eliminated from subsequent trials. As the trial progress, the dictionary sinks hence increasing the probability of finding
the correct password.

Mathematically, let {S} be the set of passwords before any trial. P be the password to find and is a member of set S, T denote
a trial whereas Tn denote the n-th trial, and p (T = P) be the probability that P is tested in trial T. Let En be the set of password
guesses tested in trials up to (including) Tn. Then the trials after Tn will be using the set {S-En}.
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Hence the probability of finding the correct password increases after every failed attempt.
Mathematically,
p(T=P|T, #P, ..., T,_, # P) > p(T = P), (1)
andasE, - S
p(T=P|T, #P,...... ,Taor # P) = 1L,asn - |S] (2)
where |S| denotes the cardinality of S.
CaRP aims at realizing the following equation;
p(T =P|T, ... ... ,Tao) =p(T =P),Vn 3
The equation aims in realizing trials which are computationally independent of each other. No matter how many ftrials
executed previously, the chance of finding the password remains the same. This can be achieved if the images used for each
login are independent of each other. This requirement is same as that of ideal Captcha.
2) Authentication in CaRP:
In CaRP, a new image is generated for every login attempt, even for the same user. CaRP uses an alphabet of visual objects to
generate CaRP image which is also a captcha challenge. This is a click based graphical password scheme, where user clicks are
read as inputs. The basic CaRP authentication method is shown in Fig. 1.
The system has an Authentication Server (AS) that stores the salt s, and the hash value H (P, s) for each user ID. The password
P of the account is not stored here. When a user request for a login, the AS generates a CaRP image, records the position of the
clickable objects in the image and send this image to the user to click his password. A CaRP image is a Captcha image with
some invariant information and a CaRP password is a sequence of clickable points of visual objects. Once the user clicks the
password the coordinates of the click points are recorded and sent to the AS along with the user ID. AS then maps the received
coordinates onto the CaRP images and recover the sequence of visual object ID’s P’. The AS then retrieve the salt s of the
account, then calculate H (P’, s). Then this value is compared with the hash value sored for the account. If these two hash values
match, the user is authenticated.

P: password
S: Salt
H: Secure Hash

User Authentication Server

Authentication request

Generate CaRP Image
Image

2)
Click on image
Kp¥1® XYoo,

UserlD
3)

1. Recover P’ from <x1,y1>

<x2,y2>....

2. H(P’,s)=H(P,s)?: Yes:Success
No: Fail

<Xy, Y32 €%y Y2 e

Success or Fail

Fig. 1: Flowchart of basic CaRP authentication.

D. Types of CaRP

1) Recognition-based CaRP

This is a type of technique, where the user will select pictures or symbols from a set of stored images. During authentication he
should recognize and enter this image in the correct sequence.

a) ClickText

ClickText is built on top of text captcha. Its alphabet comprises characters without any visually-confusing characters. For
example letter O and digit 0 may cause confusion hence must be excluded from the alphabet. A ClickText picture is created by
the Captcha engine as though a Captcha image were produced aside from that all the password characters ought to show up in the
CaRP image. Here password is a sequence of characters similar to alphanumeric passwords.

b) ClickAnimal

ClickAnimal is built on top of Captcha Zoo, where the alphabets are 2D images of animals such as dog, horse, turkey etc. its
password is a sequence of animals such as P="turkey, cat, dog, zebra..”

c) AnimalGrid

In order to increase the password space, AnimalGrid was introduced. Here the CaRP password id combined with a grid based
graphical password. AnimalGrid is a combination of ClickAnimal and CAS (Click-A-Secret wherein a user clicks the grid cells
in her password).

To enter a password, a ClickAnimal image is displayed first. After an animal is selected, an n x n grid appears, with the grid-
cell size equaling the bounding rectangle of the selected animal. All grid cells are labeled to help a user identify them. Figure 4
shows a 6 x 6 grid when the red turkey in the left image was selected. A user can select zero to multiple grid-cells to form her
password. Therefore a password is a sequence of animals interleaving with grid-cells, e.g. p = ‘Dog, Grid(2), Grid(1); Cat,
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Horse, Grid(3)’, where Grid(1) means the grid-cell indexed as 1, and grid-cells following an animal means that the grid is
determined by the bounding rectangle of the animal. A password must begin with an animal.

2) Recognition-Recall based CaRP

This method combines the advantages of both recognition based CaRP and cued recall based CaRP. The advantage of
recognition-based is of being easy for human memory and the advantage of cued-recall is a password space. In this type, the
password is a sequence of some invariant points of objects. An invariant point has a fixed relative position in different
incarnations of object and thus can be uniquely identified. No matter how the object appears in CaRP images.

For authentication first user has to identify the object and click within the acceptable tolerance range of the invariant point.

a) TextPoints

In TextPoints image, although the clickable points are known, character recognition is required for locating clickable points. This
is beyond a bots capability. Here every character has some invariant points. The password is a sequence of these clickable
points.

TextPoints a set of internal invariant points of characters is selected to form a set of clickable points. If the distance of point to
the closest boundary of the object exceeds a threshold then that point is said to be internal point. This internality ensures that a
clickable point should not be covered by a neighboring character and its tolerance region should not overlap with any tolerance
region of a neighboring character’s clickable points on the image generated by the underlying Captcha engine.

b) TextPoints4CR

All the above scheme discussed, the coordinates of the user clicked points are directly to authentication server to carry out
authentication. For more complex protocols, say a challenge-response authentication protocol, a response is sent to the
authentication server instead. TextPoints can be modified to fit challenge-response authentication. This variation is called
TextPoints for Challenge-Response or TextPoints4CR.

Unlike other schemes, here the authentication server stores the password for each account. Another difference is that each
character can appear multiple times in TextPoints CaRP scheme but in a TextPoints4CR each character appears only once. This
is because in a TextPoints4CR, the client and server both generate the same sequence of discretized grid-cells independently.

Since the passwords are stored in authentication server, stored passwords must be protected from insider attacks. They can be
encrypted using a master key that only the authentication server knows. A password is decrypted only when its associated
account attempts to log in.

I11. RANDOMIZED IMAGE PASSWORDS (RIP)

In order to increase security, passwords must be computationally difficult for machines yet easy for humans to remember. The
scheme should also be user friendly. The proposed system mainly aim to realize these requirements. This scheme relies on image
randomization. The method proposed in this paper is a hybrid approach that utilizes both the advantages of graphical passwords
as well as image randomization techniques. In this paper, we introduce a new security primitive based on hard Al problems,
namely a novel family of graphical password systems integrating image randomization, which we call RIP (Randomized Image
Passwords). RIP is click-based graphical passwords, where a sequence of clicks on an image is used to derive a password. Unlike
other click-based graphical passwords, images used in RIP are layered, a background image above which visual objects are
placed. These visual objects are randomized and placed over the background image when the authentication server gets a login
request. Thus new RIP image is generated for every login attempt.

A. An Overview

In RIP, even for the same user, a new image is generated for every login attempt. RIP uses an alphabet of visual objects like
animals to generate RIP image. The concept is similar to captcha images. The major difference between RIP and Captcha image
is the fact that the visual objects in RIP must appear in the password image but not necessarily in captcha.

'

LOGIN REGISTER
SERVER
Provide Details
Unique ID extraction
Unique ID extraction DATABASE

Store Password

Authentication PASSWORD
GENERATION

Fig. 2: Basic RIP authentication
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The main aim behind the design of RIP is secure authentication. RIP is click based password. Password is a sequence of
images. The images are shuffled and displayed for every login attempt. RIP offers considerable protection against relay attacks
and also provide a very high level of security against malware attacks and shoulder surfing attacks when combined with QR
login mechanism. Fig. 2 depicts the block diagram of basic RIP authentication.

a) Image Randomization and RIP image generation

The basic concept behind RIP authentication scheme is to provide new images for each login session even for the same user.
This enhances security since the visual objects in the password image do not maintain any fixed position. So it will be
computationally difficult for online dictionary attacks, relay attacks.

The visual objects used in RIP is an alphabet of animals such as lion, tiger, rabbit, etc. For the user, password will be a
sequence of “lion, rabbit, tiger, elephant...”.

A background is first fixed and two random values are generated for each visual object. The two random values are the used to
align the object from top and left of the background images. The randomly generated values for each visual object are compared
to avoid overlap between visual objects. Once all the visual objects gets their left and top pixel value, they are placed over the
background image accordingly, and is given to the user to input his password.

b) User Authentication with RIP
We assume that RIP schemes are used with additional protection such as secure channels between clients and the authentication
server through Transport Layer Security (TLS). Typical RIP scheme can be applied as follows.

The authentication server AS stores a hash value of unique password ID’s and hash key, h, and user ID for each user account.
The password is a sequence of visual objects for the user. Upon clicking the password objects, the background processes
converts the clicks into unique ID’s and these IDs are sent to the AS.

Upon receiving a login request, AS generates RIP image by randomly assigning positions to the clickable visual objects and
place them over a background image. The image is then send to the user to click his password.

Upon receiving the password image, the user starts clicking his password. Once the user clicks the visual objects, the clicks on
the visual objects are converted to unique 1Ds by background process and is send to AS along with the user ID. The AS recovers
the unique hash key for the account and computes the hash value of the sequence of unique ID’s and compares this computer
hash value with the value stored for that user account. The authentication succeed only if two values match. This process is
called the basic RIP authentication

B. User Authentication

1) Step 1: User enters User ID

2) Step 2: AS verifies the user ID.

3) Step 3: Once the user ID is verified, the AS generates RIP image and is given to the user to enter his password.
4) Step 4: The user clicks his password objects.

5) Step 5: Unique ID’s of visual objects are recorded and sent to AS.

6) Step 6: AS retrieves the unique hash key for the user account & computes the hash value

7) Step 7: AS then compare the computed hash value and the value stored for his user account

8) Step 8: Authentication is successful if and only if the two values match

IV. CIRCUMNAVIGATION USING QR CODES

A QR login mechanism is proposed to improve the security of RIP password system. When the user need to access his account in
an unsecure environment, he need to compromise with the security. There is always a chance for password leakage when public
computers are used. The user may not be aware of the malwares running in the background. A screen recorder can be used to
race the login session. The shoulder surfing attack is another major threat since the password is visual objects and anyone who is
watching the login session can easily point out the password clicked by the user.

WEB MOBILE

User ID
Login Req

Generate RIP + QR
Code

QR Reader

Unique IDs

Click on visual
objects (password)

(720 =

Logged IN

Fig.3 QR code based circumnavigation method for RIP scheme
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This observation lead us to the design of an alternative login method that the user can make use of, when he is in an unsecure
environment to enter his password. QR stands for Quick Response (they can be quickly read by a mobile device). They are used
to transfer a piece of information from a transitory media to your mobile device. They can store and transfer data like url’s
quickly.

Fig.3 shows the architecture of the proposed system.

A. QR Authentication

The AS after verifying the user ID generates a QR code along with the RIP image and send it to user. The QR code carries the
session ID. The user scan this QR code using the RIP application in his mobile device which is previously synced with his
account. Once the RIP application receives the session ID, it communicate to the authentication server with the session ID and
the IMEI number of the mobile device. The AS then recovers the session using the session ID and compare the received the
IMEI number with the stored IMEI number. Authentication is successful if these IMEI numbers match. The user is logged in.

B. RIP Mobile Application

The main purpose of RIP mobile app is to support QR login. The user has to register once using the mobile app. The mobile app
have a QR reader which reads the QR code and extract the session ID. After extracting this session ID the app retrieves the IMEI
number of that mobile device and send it to the AS for verification.

V. CONCLUSION

We have proposed a new approach to authenticate a user with a new family of graphical passwords called RIP. A
circumnavigation mechanism using QR code is also provided to avoid shoulder surfing attack and attacks caused by malwares.
RIP uses image randomization techniques to randomly place the visual objects over a background. Since the positions of visual
objects are not fixed, the computational difficulty for online guessing attack is high. This is a desired security property for a
graphical password scheme. RIP forces adversaries to resort to significantly less efficient and much more costly human-based
attacks. In addition to offering protection against online guessing attack, RIP when combined with QR login, is resistant to
shoulder surfing attack and attacks using malwares. RIP is not a bullet proof system, but it offers reasonable security and
usability and will fit well with practical applications for improving online security.

ACKNOWLEDGEMENT

We would like to thank the reviewers for their careful reading of this paper and for their helpful and constructive comments.

REFERENCES

[1] Bin B. Zhu, Jeff Yan, Guanbo Bao, Maowei Yang, and Ning Xu, “CAPTCHA as Graphical Passwords—A New Security Primitive Based on Hard Al
Problems”, IEEE transactions on Information Forensics and Security, Vol. 9, no. 6, June 2014

[2] L.Sobrado and J.C. Birget, “Graphical Passwords”, The Rutgers Schloar, An Electronic Bulletin for Undergraduate Research, vol 4, 2002

[3] Farnaz Towhidi , Maslin Masrom ,” A Survey on Recognition-Based Graphical User Authentication Algorithms”, (IJCSIS) International Journal of
Computer Science and Information Security, Vol. 6, No. 2, 2009

[4] I Jermyn, A. Mayer, F. Monrose, M. Reiter, and A. Rubin, “The design and analysis of graphical passwords,” in Proc. 8th USENIX Security Symp., 1999,
pp. 1-15.

[5] S. Wiedenbeck, J. Waters, J. C. Birget, A. Brodskiy, and N. Memon, “PassPoints: Design and longitudinal evaluation of a graphical password system,” Int.
J. HCI, vol. 63, pp. 102-127, Jul. 2005.

[6] Hai tao, “Pass-Go, a New Graphical Password Scheme”, Master Thesis, University of Ottawa Canada, June 2006.

All rights reserved by www.ijirst.org 114



