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Abstract

Online Social Network is a platform to make social relationship between people who share information. Twitter, Facebook etc.
are the most popular OSN we are familiar with. Various types of data can be shared such as pictures, music, video etc., through
the social networking sites. We can post messages like greetings, wishes or any other type of messages on other user’s wall.
Spam messages are irrelevant or unsolicited messages sent over the Internet. Today’s OSN suffers from the problem that
unwanted messages can be posted. This should prevent to keep a user’s account secure. There are many mechanisms related to
this are provided but no content based mechanisms are there. In Facebook, we can block another user. The message may contain
unwanted contents. If the user is not able to access the account, the message will be posted to the wall. Here a message filtering
mechanism is used to keep unwanted message away from the user wall. So that the message will be posted based on user
preferences.
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l. INTRODUCTION

Information filtering mechanisms are used to deals with filtering of unwanted data from a large amount using some methods.
Privacy is a problem in today’s social network [7]. The concept of message filtering [10] [13] and unwanted message filtering
are already presented [1]. Filtered Wall (FW) is used to filter unwanted messages. It is customized mechanism to filter
messages. Machine Learning based classifiers [14] [16] [8] can be used to classify the messages into set of categories. There are
mechanisms to identify the sentiment. Here Naive Bayes classifier is used, which is a popular classifier and perform well on
large data set. Text classification classifies the text into two or more categories. It is the process of automatically sorting a set of
documents into categories from a predefined set. Classification can be done from short text to large documents. Text
classification is commonly used to handle spam emails [3] [11] [15], classify large text collections into topical categories, and
manage knowledge and also to help Internet search engines. The data set can be categorized according to the topic. There are
mechanisms which is done by labeling representative words for different classes [2].

In [5], filtering is done by offensive words using grammatical retains Filtering Rules (FR) is another feature of this system,
which is used to specify what contents, should be displayed and not displayed. Some users may intentionally try to post
unwanted messages to another user’s wall. In addition with the filtering of unwanted messages, users who post unwanted
messages should also be blocked. These profiles can be marked under Blacklist (BL). When a user is under blacklist, the
messages from that particular user will not be presented. This makes the system more powerful. When a user tries to post a
message on the wall, it will be passed through Filtered Wall. The classifier used i.e., Naive Bayes classifies the message into
either spam or good. The message will be passed to the classifier and the system learns from the provided dataset. Machine
Learning based classifiers automatically classify the text. Therefore it is makes a user to not bother about other users or their
messages. Here a user can post English and Malayalam text messages and audio messages.

Whenever new messages are arrived it will automatically be classified based on the trained information. This is the advantage
of using the Machine Learning based classifiers. Documents with a probability greater than a certain threshold are considered
relevant for this category. If the message contains unwanted contents, it will be discarded from the wall, otherwise it will be
displayed. The user who posts the message can be marked as Blacklist. It is possible to mention the time period for Blacklist. If
the user tries to post again after the time expires, he can be blocked permanently from posting any kind of messages in future.
The system is more powerful as the system is already trained. So that whenever new messages are arrived, it identifies the class
from the previously learned training set.

If the training set is large, effective classification can be provided. If a word occurred multiple times in a class, the classifier
assumes the word belongs to that particular class. So that whenever new messages are entered, based on the occurrence of the
word in the pre-defined class the classifier can identify membership. If the classifier needs to be trained accurately, more training

Al rights reserved by www.ijirst.org 204



Handling Different Types of Messages in On-Line Social Network using Naive Bayes
(1JIRST/ Volume 2 / Issue 05/ 031)

set is needed. If a word occurred in several classes, based on the number of occurrence in a class is used to identify membership
of the input message.

Spam is not only a problem with online social network, SMs also contains spam [9]. More number of users go for reviews
when they want to buy a product or want to watch a movie. Spam also present in reviews also. Studies are there related to this
problems also [6]. Users usually use short text for communication on social networks. This is a challenge for text classification
as a words may be meaningless. Short text based studies are useful to understand their features [12]. There are many other
privacy related methods presented previously. All these studies shows the importance of providing secure connections in many
areas.

1. DESCRIPTION

A. Message Identification

In Online Social Network users are connected with each other. A user can send messages to other users in his friend circle.
Information filtering mechanisms are used to deals with filtering of unwanted data. Here the process of filtering unwanted
message is explained. The system uses Naive Bayes classifier to do the classification. Naive Bayes classifiers can provide better
results. Its simplicity increases its use in many areas. It provides good results based on the training set provided. The training is
done to learn the classifier. Training samples are nothing but set of pre-classified data set. Whenever a new input is provided,
based on the training provided, the classifier identifies the belonged class of that entry.

Naive Bayes classifier is based on Bayes theorem. By calculating the probability, the corresponding class of an entity is
identified. This is the advantage of using classifier. The computation time to find the class is very less for Naive Bayes classifier.
Once the classifier shows the message as a spam one, it will be discarded. If the message is genuine one, it will be displayed.
There is Blacklist to add profiles of users who post unwanted messages. If a user tries to post unwanted message, it will be
automatically discarded and that user will be under blacklist. The messages from these users will not be displayed on the wall.
Classifiers reduce the job of manual classification as it automatically classifies the text. Machine Learning based classifiers
automatically learn from previous data set. It will be helpful for new set of data set. The text document can be used for different
purposes like E-mail filtering, E-Commerce, Question answering etc. In email filtering, emails can be filtered based on the needs
of users. Some emails contain spam messages. These kinds of messages should not be allowed to reach in users account. In
ecommerce applications, set of categories can be provided for each product. This makes the easy browsing of products. When
people are not aware of what they want, they usually go for browsing. So that classification is an essential one for ecommerce
applications.

When a user query about an event or topic, answers related to that particular question should be given. For example when
someone ask “how to delete Facebook account?” answers should be related to deleting Facebook account. If the answers are not
related to the question, then the users will not be satisfied with that. These features can be provided only based on classification.
Topic based text classification uses topics to classify the text. Many text classifiers use Machine Learning techniques. Naive
Bayes is used widely because of its simplicity and effectiveness. It is used in large documents and provide good results and high
speed.

B. Classification

The input text is classified into different categories. The classifier uses set of text files and get trained with that. When new
messages are entered, it automatically classify the texts based on the training. This is the advantage of using classifiers. Based on
the training set we are provided, the classifier get learned. The strength of each word in the text documents are important. When
a word appear multiple times in a text document, then the classifier understands that the word belongs to a particular class.

Set of pre-classified data set are provided to classify the text documents. The text is classified based on these training set. When
the user enters the message in the text area provided, these messages are compared with the training set. This is done
automatically as the classifier learns from the training set. This is the advantage of using the training set. Here Naive Bayes
classifier is used to classify the input text. Which is a popular classifier and provide good result. It is widely used in many
applications because of its simplicity and effectiveness. Naive Bayes classifier classify the input text into a particular class
“genuine” or “spam”. In order to understand the membership of the text in a class manual classification is needed. This manually
classified data set are provided as training set.

The user can enter the message in the space provided. A text area is provided to enter the input message. There are different
types of messages like good and spam. This input text is used to compare with the text files provided. Text classifiers are
provided to classify the given input text. A user can provide any kind of message to the space provided. It may be a genuine
message or a spam message. Input text is an important factor for text classification. The provided input text will be compared
with the training set.

C. Training

The classification algorithm builds the classifier by analyzing or “learning from” a training set. Set of pre-classified data set are
provided in order to learn. When a new input given, the classifier can identify the class based on the training. The presence of a
word in the training set are helpful for finding the membership of text. If a message is presented in more than one classes, the

Al rights reserved by www.ijirst.org 205



Handling Different Types of Messages in On-Line Social Network using Naive Bayes
(1JIRST/ Volume 2 / Issue 05/ 031)

number of occurrences of that word is used to find the appropriate classes. The Naive Bayes classifier performs well on the text
documents. Various mechanisms like soil classification also uses Naive Bayes classifier [4]. It is simple and provide good
results.

D. Malayalam

AnjaliOldLipi contains set of Malayalam characters to rea and write Malayalam. It showed best results. It is available free in the
internet. There are other types of Malayalam fonts like Nila. It’s up to a user decision to choose a particular font. When a user
enter a message, it will be reached to the destination via different process. So that at each step the strings needed to be converted.
Strings must be encoded to reach in the destination without any errors.

Each message sent by the user will be saved to the database. The data type in the database are also important. Malayalam
letters contains Unicode. So that the database must support Unicode characters. Fortunately MySQL workbench support
Unicode.

The message sent by the user can also be an audio message. So in order to do the classification the string from the audio is
converted to string. The classifier can identify the message type. The conversion from audio to string does not perform well as
the presence of noise may vary the accuracy. Once the audio is converted to string correctly, the class of that message can be
identified. The mechanisms presents to capture audio from user are present in many systems. Google takes inputs from user to
search the data from internet. It makes easy browsing for users. Here the audio message can be sent by a user to his/her friend.
As the system focuses on filtering unwanted message, the audio message also needed to be classified. Direct classification of
audio messages are bit difficult. So that the audio from the user is converted to string. Then the nature of message is identified.
The system identifies the message based on the converted text. But the accuracy is less. The surroundings may affect the system
negatively. The converted text is reached in the destination as audio only.

I1l.EXPERIMENT AND RESULT

The user of the social network enters into their home page after entering valid user name and password. Then he tries to post
messages to his/her friends.

A. Input
The inputs for the experiment are set of texts.

B. Data Sets

Data are collected from different websites. Commonly used words will be present in many sites. Offensive words are collected
from websites which provide meanings of offensive words. Data that are good are collected from various discussion forums as
they usually use commonly used words. Example words for each category will be found by searching different websites. Tabel
shows sample data sets.

Table -1
Sample Data
Positive Words Negative Words

study swear

hope beggar

sure jerk
making jealous
95)adnd DIOURB o
&6emeny 200000

a0e6ad 1SN 0E-0w]

almSmS 20BN IEWVE-0W

C. Experimental Result
The classifier used for the experiments are RBFN and Naive Bayes. Both classifiers are good. The result showed that Naive
Bayes classifier performs better than RBFN. Training sets are provided to learn the classifier. The classifier learns from the
training set and the class of the new input is identified. In Naive Bayes classifier, the probability of the message for a particular
class will be calculated. Then from the probability, the corresponding class will be identified. The performances between the
classifier are varied slightly only. The advantage of Using Naive Bayes classifier is that it is simple to use.
Naive Bayes is based on Bayes theorem. According to Bayes theorem,
P(A) = P(BJA) P(A)/P(B)

P(A) and P(B) are two independent probabilities and P(B|A) indicates the probability of B given A is true. The probability of a
text being class A or class B is calculated. If the probability of A is more, then the given text is belonged class A. If the
probability of B is more, then the given text is belonged class B. In this way each word is identified.
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V. CONCLUSION

Online social network allows users to share information. The posting of unwanted messages from users are a major problem in
today’s online social networks. Prevention of such message is challenge. Filtered wall is a mechanism to filter unwanted
messages. It helps to make a user’s wall away from such messages. After a user enters into the system he can post messages to
the wall. Filtering need to be done to secure user profiles. Filtered wall allows customized filtering process. The user can specify
which type of message should be banned from his wall. The existing systems not provided these kind of content based filtering.
There are mechanisms to categorize messages. It categorizes different messages based on user preferences. Then a user gets the
specified message only. The problem with this system is that no filtering is there. Email can be filtered as it contains unwanted
spam messages. Based on the type of message, it will be categorized as spam and legitimate emails. The spam message will not
be present in the inbox.

Spam messages are present in different form. There are many review sites present and spam messages can be posted. Those
kinds of messages also should be removed in order to make secure browsing. Mechanisms to resolve these kinds of messages are
presented. Providing secure browsing is another challenge. Content based filtering can remove messages of spam type. The
Machine Learning based filters can identify the messages based on contents. Preventing users to post any kind of spam messages
can be done based on available techniques.

Naive Bayes classifier supported Malayalam fonts also. Different languages can be included so that a user who is familiar with
his mother tongue can be easily sent messages. The concept of filtering unwanted messages can be applied to images also. As
today’s social networks uses different types of message like audio, video, image etc. the type of message is also important. Here
audio is also considered. Audio message from the sender to receiver will be converted as texts and then the classification is
performed. Then the text will be passed as audio to receiver. The surrounding noises affect the input.
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