
IJIRST –International Journal for Innovative Research in Science & Technology| Volume 3 | Issue 11 | April 2017 
ISSN (online): 2349-6010 

 
All rights reserved by www.ijirst.org 210 

Wireless Sensor Networks: RAM and Code 

Footprint Analysis for QoS Improvement 

  

 Dr. Sachin Gupta Dr. Bhoomi Gupta 

Department of Computer Science & Engineering Department of Information Technology  

MVN University, Haryana, India MAIT, New Delhi, India 

 

Prof. G.K.Jindal 

Department of Electrical & Electronics Engineering 

MAIT, New Delhi, India 

 

Abstract 

 

The intent of the paper is to study the available secure data aggregation schemes and to design a framework for WSN having 

optimized lifetime with minimum security requirement overhead. The paper aims to optimize the security-communication issue 

as per the sensitivity of the data and communication overhead involved in terms of RAM and Code Footprints. 
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I. INTRODUCTION 

A wireless sensor network (WSN) is an assembly of sensors that are geographically distributed and interconnected by wireless 

networks. The sensors are so named because they are assigned the task of sensing or interacting with their physical environment 

and are controlled by physical parameters, like temperature, humidity etc. The individual sensor nodes are not self-sufficient but 

are designed so as to communicate with the other neighboring nodes and complete the assigned tasks in alliance with each other. 

The mode of communication is chosen to be short range wireless over the conventional wired networks of the past because of the 

several drawbacks of wired network. The primary job assigned to the pre-programmed individual sensor nodes is to collect the 

specifically sought information from their surroundings in the deployment area. A central server connected to the sensor 

network, or a distributed system is used for data aggregation and fusion functions, thus making the network infrastructure quite 

complex and demanding.  

Due to the complex network infrastructure and unique power and resource constraints of the individual nodes, the reliability 

and the quality of the service (QoS) becomes critically important for the WSNs serving diverse applications. In addition to the 

several constraints, the sensor network topology and the connectivity between sensors may change dynamically. For the sensors 

deployed in remote or unreachable areas, the maintenance is prohibitively expensive, even so that the cost of replacing batteries 

is often more than the cost of sensor node replacement with a backup node itself. Thus, energy efficiency becomes a crucial 

factor, which determines operating lifetime. Security for these sensor networks is also difficult to provide for these sensors have 

limited processing power, storage, bandwidth, and energy. The contemporary security solutions for the conventional networks 

fail to apply here because of the limitations. The useful lifetime and Quality of Service of the WSNs largely depends upon the 

energy consumption of the nodes which peaks during communication. Lesser data communication between the nodes leads to 

better lifetime of the WSN enhancing the QoS.  

The paper has been thus narrowed down to the data aggregation techniques that can significantly help to reduce the energy 

consumption by eliminating similar data from geographically close nodes travelling back to the base station. 

II. METHODOLOGICAL FRAMEWORK 

The characteristic behavior of the WSNs can be studied with the help of modeling and simulation of scenarios, with varying 

topologies, power, protocols, communication overheads and other network related parameters. The research methodology 

adopted is simulation based. MATLAB is being used to study the performance of data transmission in aggregation techniques.  

The following steps summarize the study and characterization of the security and performance of WSN protocols: 

1) Step 1: Security analysis of the WSN data aggregation protocols with clear mapping correlating the Security Parameters, 

Attacker types, Data Aggregation model and possibility of attacks. 

2) Step 2: Formulation of the mathematical models for calculation of data communication overhead due to provision of security 

parameters. These models have been used in step 3 for comparative performance analysis of protocols. 

3) Step 3: Simulation of the mathematical models derived from the protocol analysis to calculate security data communication 

overhead for performance analysis of the Security versus QoS WSN Lifetime. 

4) Step 4: Interpretation of the results to provide insights into the aggregation phase, verification phase, security primitives 

used to defeat the attacker, security services offered, and weaknesses of each protocol. 
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III. STATISTICS AND RESULTS 

 Operating Memory - RAM Footprint Calculation 

The operational memory used by different ciphers while the node is processing is desired to be as less as possible. The readings 

obtained from the stack trace of the ciphers are listed in Table 1.  It is observed that the chosen candidates conform to the small 

operating memory requirement as expected; with one outlier value for the International Data Encryption Algorithm (IDEA). The 

different partial key generations in both encryption and decryption can be attributed to the large operational memory requirement 

as observed in the case.  
Table – 1 

Computed values of operating memory 

 
Nonetheless, since the patent restrictions have only recently been lifted in 2013, more RAM efficient versions of the cipher are 

expected.  

 Analysis:  

A scatter graph plotting of the results as per figure 1 shows the comparative evaluation. The most promising results are obtained 

from the new ciphers with PRIDE, PRESENT and KTANTAN having the smallest RAM footprints for the ATMEGA128L. The 

algorithms have been designed keeping in mind the constrained devices and the factor is visible in the results. 

 
Fig. 1:  Operating memory RAM footprint 

 

 Code Footprint Calculation 

The limited storage availability on the motes leaves the choice of ciphers limited to those designed to occupy least space. These 

codes also yield to implementation in hardware with fewer gates and a lower value generally translates to a smaller execution 

time. Figure 2 shows the code space footprint of the chosen implementations of the ciphers.  
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Fig. 2: Code space Footprint 

 Analysis:  

The results obtained from the ciphers chosen for the thesis indicate that the PRIDE cipher which was amongst the ones having 

smallest operating memory requirements fares the best value on the code footprint and is followed by NOEKEON, KTANTAN 

and HIGHT respectively. Rijndael and Kasumi have very large code space in the present implementation and are therefore not 

being used for further evaluations.    

IV. CONCLUSION 

The experimental data however suggested that some ciphers despite low RAM or Code Footprint were still taking longer time for 

execution on the MCU and it became imperative to calculate the hidden complexities of the ciphers, for which the MCU cycles 

were computed across 100 runs for each cipher and it revealed an interesting anomaly that Rijndael AES previously ignored was 

having a fairly low count of MCU cycles compared to other ciphers having better code footprint figures. This resulted in 

calculation of normalized cost per byte (CPB) for the ciphers. 
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