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Abstract
Steganography are the most popular or widely used information security scheme or techniques. It is the act of covert
communications. The algorithms for hiding data or message in a cover image, and extracting a message from a stego-image were
implemented using C# programming language. In this paper, LSB Replacement technique was adopted as the embedding
method. In this paper we propose a reversible high capacity data hiding method applying on binary images. We also proposed
leakage detection and prevention with the help of unique hash values of the document/images. The paper proposes a novel
framework for reversible data hiding in encrypted image (RDH-EI) based on reversible image transformation (RIT). Different
from previous frameworks which encrypt a plaintext image into a cipher text form; RIT-based RDH-EI shifts the semantic of
original image to the semantic of another image and thus protects the privacy of the original image. In our proposed system, we
proposed a new mosaic image technique in which we divide the image/pdf document into parts, and the parts will then
transformed, encrypted and encoded into target images. Steganography meaning covered writing. It includes the concealment of
information within computer files. It is one of the techniques used for securing data or information over the internet.
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I.

INTRODUCTION

Steganography: Steganography and Cryptography, both are used for security purposes but with different implementation and approaches.
Steganography is defined as a technique to hide data into images in such a manner, which is unperceivable. In cryptography, the
text file get converted to other form which provide confidentiality to sensitive data but in steganography we hide the actual data
file in image form so that if leakage get occurred the third party fails to recognize the actual data. This provides confidentiality as
well as security to the sensitive data. The idea is to hide text in image with the conditions that the image quality is retained along
with the size of the image instead we can encrypt the data. While in steganography hiding message in an image, along with the
conditions, it make seem of just an exchange of picture between two user ends.
The steps being followed in steganography are as under:1) Firstly the text message is being written, then encryption of the message is done.
2) Later, text is hidden in the selected media like image file and transmitted at the receiver side.
3) At receiver end, reverse method is done to implement and recover the original text message.
Classification of Steganography:
For decades people try to develop innovative methods for secret communication. Classification of information hiding can be
depicted as follows:
Steganography is mainly of two types, linguistic steganography and technical steganography as shown in figure no.1. In
linguistic steganography, machine readable data is encoded to innocuous natural language text, thereby providing security
against any arbitrator tolerating natural language as a communication medium.[13] In this approach, linguistic properties of a
text are customized to hide information. Language has the property that a small local change to a text, e.g. replacing a word by a
word with same context, may result in text which is anomalous at the document level, or with respect to the state of the world.
Hence finding linguistic transformations which can be applied reliably and often is a challenging problem for Linguistic
steganography.[14]
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Fig. 1: Classification of Steganography

Technical Steganography: It is a carrier rather than a text which can be presented, as any other substantial medium such as
microdots and invisible inks. In this context, the cover_media is the file in which we will hide the secret_data, which may also be
encrypted using the stegokey. The resultant file is the stego_media. There are four ways to implement steganography:
1) Using text.
2) Using images.
3) Using audio files.
4) Using video files
Process and Techniques of Steganography:Various techniques are used in the field of steganography by arranging the different bits of the character of the text message in
the image file and other media. In order to encrypt the data two files are needed: (i) image file and (ii) the text file containing the
data. Our algorithm is simple and flexible using LSB (Least Significant Bit) technique. Least significant bits (LSB) insertion is a
simple approach to embedding information in image file. The technique we are using is LSB i.e. storing in LSB of a byte (pixel).

Fig. 2: Steganographic Process

Some of the techniques used in steganography are domain tools or simple system such as least significant bit (LSB) insertion.
In our security model, we divide the document / scanned images of document into parts. The parts will be reversibly
transformed, encrypted and then encoded into target images which enhances the security of document and reduces possible
attacks. At the time of file transfer we will check the access permission for the user as well as hash value of that document. If the
document is an official document and particular employee is trying to leak that particular document, system will automatically
prevent it and send notifications to higher authority for further actions to be taken. In order to protect the data files being open
source the data leakage must be detected in the early stage.
Embedding data, which is to be hidden into an image, requires two files. The first is the image that will hold the hidden
information, called the cover image. The second file is the message- the information to be hidden. When combined the cover
image and the embedded message make a stegoimage or stego-file as shown in figure 2.
Steganography system is designed for encoding and decoding a secret file embedded into an image file using random LSB
insertion method in which the secret data is spread out among the image data in a seemingly random manner. This could be
achieved using a secret key.
Applications of Steganography
1) Confidential communication and secret data storing
2) Access control system for digital content distribution
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3) Digital watermarks
4) Modern printers
There are many applications for digital steganography of images, including copyright protection, feature tagging, and secret
communications.
Data Leakage Detection (DLD) and prevention:Data leakage prevention is a technique used to hide the confidentiality of data being accessed by unauthorized user. Most DLP
solutions include a suite of technologies that facilitates three key objectives:
 Locate and catalog sensitive information stored throughout the enterprise
 Monitor and control the movement of sensitive information across enterprise networks
 Monitor and control the movement of sensitive information on end-user systems [19].
Reversible Image Transformation (RIT) with steganography
1)
2)
3)
4)
5)
6)

At the time of document uploading, user have to choose security level of that document.
Security level can be 1 to 4.
System will divide the uploaded document/image into specified no of parts (1 to 4).
The parts then transformed in reverse way i.e. the text/bytes will be arrange in reverse fashion.
The transformed parts will be encrypted using any advanced encryption algorithm.
The encrypted part of document/image will be then encoded into target image using LSB algorithm according to
number of parts.
7) Required encryption keys (as per the number of parts) will be stored into the database in encrypted format.
Reversible Image Data Hiding (RIDH)
It is a special category of data hiding technique, which ensures perfect reconstruction of the cover image upon the extraction of
the embedded message. The reversibility makes such an image data hiding approach particularly attractive in the critical
scenarios. The majority of the existing RIDH algorithms are designed over the plaintext domain, namely, the message bits are
embedded into the original unencrypted images. The early works mainly utilized the lossless compression algorithm to compress
certain image features, to vacate room for message embedding.
In this paper, we propose an encrypted-domain RIDH scheme by specifically taking the above-mentioned design preferences
into consideration. The proposed technique embeds message through a public key modulation mechanism and performs data
extraction by exploiting the statistical distinguish ability of encrypted and no encrypted image blocks.
II. PROPOSED WORK
The proposed method uses XOR Ciphering technique to find the maximum PSNR value and hiding capacity with less MSE
shown in Fig 3. The proposed block diagram is described as follows
Original Image
The original image is any input image selected to hide the secret data.
XOR Ciphering
XOR Cipher also called as an exclusive OR and a type of additive cipher, an encryption algorithm Operates according to
principles
A
0=A
A
A =0
0
0=0
0
A =A
Secret data
The message or information also called as plaintext is encrypted using an encryption algorithm, turning it into an unreadable
cipher text.
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Fig. 3: Proposed Block Diagram

Encrypted image
After rearranged self-embedded image, denoted by X, is generated, we can encrypt X to construct the encrypted image, denoted
by E. With a stream cipher, the encryption version of X is easily obtained.
Data hiding key
Once the data hider acquires the encrypted image, it can embed some data into it, although it does not get access to the original
image. The embedding process starts with locating the encrypted version.
Data embedding
Concealing data within encrypted data or within random data is data embedding. Here once the data embedding process is done
the PSNR value and MSE is obtained. Peak signal-to-noise ratio is the ratio between the maximum possible power of a signal
and the power of corrupting noise that affects the fidelity of its representation. PSNR is usually expressed in terms of the
logarithmic decibel scale. PSNR is most easily defined through the mean squared error (MSE). Given a noise-free m×n
monochrome image I and its noisy approximation K, MSE is defined as:

The PSNR is defined as:

Here, MAXI is the maximum possible pixel value of the image. When the pixels are represented using 8 bits per sample, this is
255. More generally, when samples are represented with B bits per sample, MAX I is 2B−1. For color images with three RGB
values per pixel, definition of PSNR is the same except the MSE is the sum over all squared value differences divided by image
size and by three. Alternately, for color images the image is converted to a different color space and PSNR is reported against
each channel of that color space.
III. METHODOLOGY
In our proposed system, we proposed a new mosaic image technique in which we divide the image/pdf document into parts, and
the parts will then transformed, encrypted and encoded into target images. We proposed enterprise social network application in
which organizational employees will communicate and share documents with each other using our security model. In our
security model, we divide the document / scanned images of document into parts. The parts will be reversibly transformed,
encrypted and then encoded into target images which enhances the security of document and reduces possible attacks.
At the time of document uploading as shown in figure 4, users have to choose security level of that document. Security level
can be 1 to 4. System will divide the uploaded document/image into specified no of parts (1 to 4). The parts then transformed in
reverse way i.e. the text/bytes will be arrange in reverse fashion. The transformed parts will be encrypted using any advanced
encryption algorithm. The encrypted part of document/image will be then encoded into target image using LSB algorithm
according to number of parts. Required encryption keys (as per the number of parts) will be stored into the database in encrypted
format.
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Fig. 4: Working of Encryption and Encoding

We also proposed leakage detection and prevention with the help of unique hash values of the document/images. At the time
of file transfer we will check the access permission for the user as well as hash value of that document. If the document is an
official document and particular employee is trying to leak that particular document, system will automatically prevent it and
send notifications to higher authority for further actions to be taken.

Fig. 5: Working of Decryption and Decoding

This paper proposes a novel framework for reversible data hiding in encrypted image (RDH-EI) based on reversible image
transformation (RIT). Different from previous frameworks which encrypt a plaintext image into a cipher text form; RIT-based
RDH-EI shifts the semantic of original image to the semantic of another image and thus protects the privacy of the original
image.
IV. IMPLEMENTATION
The given idea is implemented as a desktop application by using asp.net and C# module to check the nature and time complexity
of the application. The application is made with the help of some important files as shown in figure 6 like,

Fig. 6: Classification of different codes

1) Data EntropyUTF8.cs- The tool can calculate entropy for bits, bytes, or Unicode code points.
2) DBConnect.cs - The first step in a C# application is to create an instance of the Server object and to establish its connection
to an instance of Microsoft SQL Server.
3) Email.cs- Represents an e-mail message that can be sent using the SmtpClient class.
4) FunCollection.cs- Collection classes are specialized classes for data storage and retrieval. These classes provide support for
stacks, queues, lists, and hash tables
5) LSB.cs- The least significant bit (LSB) is the bit that when flipped from 0 to 1 or from 1 to 0, then no significant change will
occur on the total value.
6) MSE.cs- calculate the "Mean Square Error" of the RGB values of corresponding pixels.
7) RITFuns.cs- Represents Reversible Image Transformation functions in a different class.
8) ThreatLog.cs- To detect the threats in a class as security point of view.
V. FLOW OF APPLICATION AND RESULT
This section presents the steps of the application runs through which is as shown in below. The flows of application in panel
show how the application allows secret communication using image steganography.
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Home Page having Login Option, Login process collects user id and password

1st & 2nd panel containing New Branch registration which collects information of Designation, Branch name, Address
and phone number of New Branch.
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3rd panel containing New Branch Manager registration collects the data of Branch Name, Branch Manager Name and
email id

4th panel containing My Documents in which we have to upload a new document, we can download it (need secret key),
Get secret key on registered email.
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5th panel containing Image Analysis which collects the data of Original Image and Stego Image/ Encoded Image which
gives the information of values of PSNR and MSE.

VI. CONCLUSION
After performing experiments we can conclude that the value of PSNR is maximum and obtain the less MSE.
We are getting value of PSNR is 55.10 and value of MSE is 0.18. Also we came to conclude that an embedding capacity of
proposed scheme is much higher. In this paper an experimental implementation of image steganography in securing data or
information over a communication channel was carried out by using various types of input images as cover images. At the time
of file transfer we will check the access permission for the user as well as hash value of that document. Cloud computing can be
implemented. Ceaser Algorithm can be used for data hiding along with reversible data hiding algorithm. Image data hiding can
be applied for Videos, audio type of data Protect the data files being open source the data leakage must be detected in the early
stage.
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