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Abstract

With increasing use of Information Technology in the field of banking, science, medication, etc., there is an immense need to
protect the data and systems from unauthorized access. Biometrics is used for authenticating and authorizing a person. The
inadequate accuracy and reliability of traditional authentication and unimodal biometric systems has led many end users to make
use of multimodal biometric fusion systems in order to provide the maximum level of accurate authentication. Multiple traits of a
person can be utilized for increased and reliable recognition. This is the study on multimodal biometrics framework.
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I. INTRODUCTION

Biometrics is the scientific method of automated recognition of persons based on one or more physiological or behavioural
characteristics. The possible biometrics methods include face, fingerprint, iris, hand shape, gait, signature, etc. Biometrics is
widely employed in many applications, such as access control to secure facilities, verification of financial transactions, fraud
protection for welfare, law enforcement, and immigration status checking when entering a country.
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Fig. 1: types of biometrics

The field of security uses three different types of authentication:

— Something you know — a password, PIN, or piece of personal information (such as your mother's maiden name)
— Something you have — a card key, smart card, or token (like a Secure ID card)

— Something you are — a biometric.

Of these, a biometric is the most secure and convenient authentication tool. It can't be borrowed, stolen, or forgotten, and
forging one is practically impossible.

A biometric system can be utilized in two contexts namely verification and identification. Verification is a one-to-one match.
In this context, the biometric system tries to verify a person’s identity. When a new sample (probe sample) is presented to the
system, the system computes the distance between the probe sample and its corresponding gallery sample (previously stored in
the system), and compares the computed distance with a predefined threshold. If the computed distance is smaller, the probe
sample is accepted. Otherwise the probe sample is rejected. If an accepted probe sample and the gallery sample are from the
same subject, it is called a true accept; otherwise, it is called a false accept. The percentage of false accepts is called the false
accept rate (FAR). If a rejected probe sample and the gallery sample are not from the same subject, it is called a true reject.
Otherwise, it is called a false reject. The percentage of false rejects is called the false reject rate (FRR). A receiver operating
characteristic (ROC) curve plots the trade off between the FAR and the FRR. The equal error rate (EER) is obtained when the
FAR equals FRR. A smaller EER indicates a better performance at FAR = FRR. Identification is a one-to-many match. In this
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context, the system compares each probe sample with all gallery samples and chooses the gallery sample with the minimum
computed distance (greatest similarity) as the ID result. If the probe sample and the selected matching gallery sample are from
the same subject, it is a correct match. The percentage of the correctly matched probe images is the rank-one recognition rate.
The term authentication is often used as a synonym for verification as defined here. The term recognition is often used as a
synonym for the term Identification as defined here.

A.  Unimodal Systems:

Single biometric systems have limitations like uniqueness, high spoofing rate, high error rate, non-universality and noise. For
example in face recognition, it is affected by position, sadness, happiness and the amount of ambient light. It has been recently
clear for most researchers that approximately two percent of the population does not have a legible fingerprint and therefore
cannot be enrolled into a fingerprint biometrics system.

#. Multimodal Biometric Fusion Systems:

Using multiple biometrics is recommended for overcoming unimodal system limitations. Using multiple biometric indicators for
identifying individuals, known as multimodal biometrics, has been shown to increase accuracyand population coverage, while
decreasing vulnerability to spoofing. The important part in multimodal biometrics is the fusion level of various biometric
modalities.

The term multimodal is used to describe the combination of two or more different biometric sources of a person(i.e face, iris,
fingerprint) sensed by different sensors.. For multimodal biometric recognition systems, information is fused from different
biometric traits. The process of fusion can be done at different levels after getting raw data.
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Fig. 2: How it works

The reason to combine different modalities is to improve recognition rate. The aim of multimodal biometrics is to reduce one
or more of the following:
— False accept rate (FAR)
— False reject rate (FRR)
— Failure to enroll rate (FTE)
—  Susceptibility to artifacts or mimics.
—  Security
—  Accountability

Il. LITERATURE REVIEW

Dinakardas CN et al[1]:In this paper, they discuss a multimodal system in which they use PCA (Principal component analysis),
Fisher face projection, minutia extraction and LBP (Local Binary Pattern) for Face, Fingerprints and Iris traits. They use two
different methods to compare the results. In first method PCA is used to extract the features of fingerprint and iris, and fisherface
is used for the face image. In second method fisherface is used for face, minutiae extraction for fingerprints and LBP feature for
iris image. The performance of the system was tested on real time database which consists of 500 images of iris, fingerprints and
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face. They compare PCA and PCA with Fisherface technique in terms of sensitivity and from there results it shows that PCA
with Fisherface works more efficiently than PCA.

Archana S. Badve Mahajan [2]:This paper presents a distinctive approach of the authenticity of biometric system, improving
the robustness with the help of multiple traits such as, face and ear using Discrete Wavelet Transform (DWT) and Principle
Component Analysis (PCA). The wavelet coefficients are being extracted by using ‘Haar’ and ‘Daubechies’ wavelets. The
proposed method is tested on the self-created database containing a set of facial images taken in different illumination of light
and with different moods. There are 9 different facial images of each person and 2 ear images (right ear and left ear) stored in the
database.

Ahilandeswari,Prabu U et al [3]: This paper presents a new personal identification system using multimodal biometrics. In this
paper, the methods of feature extraction, fusion and decision used and their advantages over other biometric systems are
discussed. This system aims at combining the features from two biometrics namely the fingerprint and the face images. This
fusion is aimed to be achieved at the match score level. A face recognition method using Eigen faces is used in this system. The
minutiae based approach is used in this system for fingerprint recognition. The system is very much useful for reducing time in
identifying an individual.

Prateek Verma et al [4]: Daugman was the first who proposed the Iris Recognition algorithm in1990s and got US patent for
his work. His algorithm comprises of four steps — 1) Segmentation of the Iris, Pupil in the Eye image using IntegroDifferential
Operator. 2) Normalization by Rubber Sheet Model.3) Feature Extraction using the 2-D Gabor Filter. 4)Code Matching using the
XOR Operation and Hamming Distance calculation. He used 592 images taken from the database provided by Ophthalmology
Associates of Connecticut to test his algorithm. His results showed that it can search and match 4000images in just 1 second
including the decision making.

S.Anith et al [5]: This paper deals with a forensic face recognition which is robust to changes with age, pose, expression and
illumination. It has a pre processing stage in which all the background information including the hairy parts in the face is
removed by thresholding. After pre processing, the thresholded image is divided into macro blocks. Thescale invariant feature
points are extracted from allthe blocks by means of Scale Invariant Feature Transform. These extracted feature points are further
refined by Taylor transformation technique and dominant orientation is assigned to every feature point.

Muhammed Razzak et. al [6] combined the face and finger veins in which multilevel score fusion is performed to increase the
robustness of the authentication system. The score level fusion of client specific linear discriminant analysis (CSLDA)for fusion
of face and finger veins result is performed. The score of face and finger veins are combined using weighted fuzzy fusion. This
system is efficiency in reducing the FAR 0.05, FRR 0.23 and the accuracy of the system is 95%.

The key information obtained from above papers is summarised in a table shown:

Table—1
Comparison of various papers
S.no. Paper Fused traits Techniques used Accuracy

1 Dinakardas Face, PCA, fisher faces, LBP, 95%
' CN et al fingerprint and iris minutiae extraction 0

Archana S. Badve DWT and o
2. Mahajan Face and ear PCA 85%
3 Ahilandeswari Face Eigen 92%
' ,Prabu U And fingerprint faces and minutae extraction 0

Prateek ; Hamming 0
4. Verma et al Iris Distance calculation 94%
5 S Anith et al Face Scale Invariant Featur_e Transfqrm and 60%

Taylor transformation technique

I11. DETAIL OF BIOMETRICS AND IMPORTANT TERMS ASSOCIATED

A. How Biometric works?

— Biometric presentation

—  Capture and pre processing
— Feature extraction

— Template creation

— Storage

£. Biometric System Components:

— Sensors:- Collects data and converts the information to a digital format.

—  Signal processing algorithms:- perform quality control activities and develop the biometric template.
— Data storage:-keeps information that new biometric templates will be compared to.

— Matching algorithm:-compares the new biometric template to one or more templates in data storage.
— Decision process:- uses the results from the matching component to make a system level decision.
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. Parameters Involved:

— FAR:-The FAR or False Acceptance rate is the probability that the system incorrectly authorizes a non-authorized person,
due to incorrectly matching the biometric input with a template. The FAR is normally expressed as a percentage, following
the FAR definition this is the percentage of invalid inputs which are incorrectly accepted.

— FRR:-The FRR or False Rejection Rate is the probability that the system incorrectly rejects access to an authorized person,
due to failing to match the biometric input with a template. The FRR is normally expressed as a percentage, following the
FRR definition this is the percentage of valid inputs which are incorrectly rejected.

— ROC:-In order to reach an effective comparison of different systems, a description independent of threshold scaling is
required. One such example from the radar technology is the Receiver Operating Characteristic (ROC), which plots FRR
values directly against FAR values, thereby eliminating threshold parameters. The ROC, like the FRR, can only take on
values between 0 and 1 and is limited to values between 0 and 1 on the x axis (FAR).

IV. CONCLUSION

In this paper, various fusion techniques are studied and their performance is evaluated on the basis of accuracy. By combining
multiple sources of information, the improvement in the performance of biometric system is attained. Various fusion levels and
scenarios of multimodal systems are discussed.
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