
IJIRST –International Journal for Innovative Research in Science & Technology| Volume 3 | Issue 05 | October 2016 
ISSN (online): 2349-6010 

 
All rights reserved by www.ijirst.org 199 

A Survey on Deduplication Approach for Hybrid 

Cloud 

  

Geetha. M Janani. V 

Department of Computer Science and Engineering Department of Computer Science and Engineering 

Adhiyamaan College of Engineering-Hosur Adhiyamaan College of Engineering-Hosur 

 

Abstract 

 

At presence the huge amount of data files are stored in the cloud. Data Deduplication is a method for eliminating the measure of 

repeated copies of data files. Deduplication must be used to increase the storage space in cloud environment. For instance, the 

same record might be spared in a few better places by various clients, or two or more data’s that aren't indistinguishable may at 

present incorporate a great part of the same data files. Deduplication takes out these additional duplicates by sparing only one 

duplicate of the data and also alternate duplicates with pointers that lead back to the first duplicate. Organizations utilizes 

deduplication in reinforcement applications, however it can be utilized to free up space in essential stockpiling. The duplication 

of data files to keep up the secrecy in the cloud, which utilizing the area of Hybrid cloud. To ensure the sensitive data, as well as 

supporting deduplication, the focalized encryption system has been proposed to scramble the data before outsourcing. To better 

ensure information security, this paper makes the principal endeavor to formally address the issue of approved data 

deduplication. 
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_______________________________________________________________________________________________________ 

I. INTRODUCTION 

Cloud computing is a type of internet based computing that relies on shared computer processing resources and data to 

computers and other devices on-demand. It is a model of enabling ubiquitous, on-demand access to a shared pool of configurable 

computing resources, which can be rapidly provisioned and released with minimal management effort. Cloud computing and 

storage solutions provide users and enterprises with various capabilities to store and process their data in third party data centers. 

Basically cloud computing developed to use three pillars such as public cloud, private cloud, and hybrid cloud. The simplest term 

of cloud means storing and accessing data and program over the internet instead of computer’s hard drive. The cloud is just a 

metaphor for the internet. Cloud server provides different services that may be used for storage utilization and transferring 

amount of data. The data has been shared different kind of privileges.  

Cloud computing gives apparently unlimited “virtualized" assets to clients as administrations crosswise over the whole 

Internet, while concealing stage and execution points of interest. Today's cloud administration suppliers offer both highly 

available stockpiling and greatly parallel figuring assets at generally low costs. As distributed computing gets to be common, an 

expanding measure of information is being put away in the cloud and imparted by clients to specified privileges, which 

characterize the entrance privileges of the put away information. 

Hybrid approaches are mainly used for this paper and hybrid cloud is a cloud computing environment which uses a mix of on 

premises, private cloud and third-party, public cloud services with orchestration between the two platforms. By allowing 

workloads to move between private and public clouds as computing needs and costs change, hybrid cloud gives businesses 

greater flexibility and more data deployment options.  

There are many issues using in a hybrid cloud which includes lack of redundancy, compliance and risk management. Public 

cloud, private cloud, community cloud, or some combination of the three also known as hybrid cloud. 

Hybrid cloud models can be implemented in a number of ways: 

 Separate cloud providers team up to provide both private and public services as an integrated service individual cloud 

providers offer a complete hybrid package. 

 Organizations who manage their private clouds themselves sign up to a public cloud service which they then integrate into 

their infrastructure. 

Distributed computing gets to be renowned; an expanding measure of information is being put away in the cloud and utilized 

by clients with determined benefits, which characterize the entrance privileges of the put away information. Public and private 

cloud tries to convey the benefits of versatility, unwavering quality, quick organization and potential cost reserve funds of public 

cloud with the security and expanded. 

II. DEDUPLICATION 

 Deduplication is a particular data stored in a system for taking out copy duplicates of rehashing data files. That may be store the 

single data. This strategy is utilized to enhance stockpiling usage and can likewise be connected to network information 
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exchanges to less quantity of bytes that must be sent. In the deduplication procedure, one of a kind pieces of data or byte 

examples, are distinguished a procedure of examination. As the investigation proceeds, different pieces of data are contrasted 

with the put away duplicate and at whatever point a match happens, the excess group is supplanted with a little reference that 

focuses to the put away lump.  

The basic test of distributed storage or distributed computing is the administration of the constantly expanding volume of 

information. Data deduplication basically disposal of excess information. In the deduplication procedure, copy information is 

erased, leaving one and only duplicate of the data to be put away. Change, ordering of all data is still held ought to that 

information ever be required. As a rule the information deduplication wipes out the copy duplicates of rehashing information. 

The information is encoded before outsourcing it on the cloud or system. This encryption requires additional time and space 

necessities to encode information. If there should arise an occurrence of substantial information stockpiling the encryption turns 

out to be much more mind boggling and basic. By utilizing the deduplication inside cloud, the encryption will get to be less 

complex.  

As a whole realize that the system is comprise of copious measure of information, which is being shared by clients and hubs in 

the system. Numerous huge scale systems utilize the information cloud to store and share their information on the system. The 

hub or client, which is available in the system have full rights to transfer or download information over the system. In any case, 

commonly diverse client transfers the same information on the system. Because of the data secrecy and the security of the cloud 

get disregarded. It makes the weight on the operation of cloud. 

 Strategies for Deduplication Implementation 

 Source –Side (Client Side) Deduplication. 

 Media Agent-Side (Storage Side) Deduplication. 

 Global Deduplication. 

 Benefits of Deduplication 

1) Optimizes use of storage media by eliminating duplicate blocks of data. 

2) Reduces network traffic by sending only unique data during backup operations. 

III. ENCRYPTION OF FILES  

Encryption is the most effective way to achieve data security. To read an encrypted file, must have access to a secret key or 

password that enables to decrypt it. Unencrypted data is called plain text; encrypted data is referred to as cipher text. Encryption 

file system is a technology that enables files to be transparently encrypted to protect confidential data from attackers with 

physical access to the cloud. 

Utilizing the normal mystery key k to encryption and in addition decryption data file. This will use to change over the plain 

content to figure content and again figure content to plain content. Fundamental operation such that encryption and decryption of 

files were used. 

Key generator SE: k is the key era calculation that produces K utilizing security factor 1. 

IV. CONFIDENTIAL ENCRYPTION  

Confidentiality of information is protecting the information from disclosure to unauthorized parties. A commonly used method to 

protect data integrity includes hashing the data must receive and comparing it with the hash of the original data file. 

It gives information secrecy in duplication. A client gets a localized key from every unique data file duplicate and encodes the 

data file duplicate with the concurrent key. What's more, the client additionally determines a tag for the data duplicate, with the 

end goal that the tag would be utilize to find copies.  

V. RELATED WORK 

S. Quinlan and S. Dorward, (2002) Deduplication technique [17] were used to identify the repeated data in cloud. Mainly used 

for eliminates these extra copies by saving just one copy of the data and replacing the other copies with pointers that lead back to 

the original copy. Deduplication is a method for reducing the storage space. Data’s are arranged in a file level or block level. It 

requires increasing the space in a particular level. Deduplication data focus on the check operation in each level. 

M. Bellare, S. Keelveedhi, and T. Ristenpart, (2013) Convergent encryption [4], [8] provides data security in deduplication. A 

data owner solves a convergent key from each correct data copy and encrypts the data copy with the convergent key. The 

convergent is very sensitive and cost efficiency to manage the large value of keys.  

P. Anderson and L. Zhang, (2010) Used different kind of several implementations of convergent encryption secure 

deduplication. Data backup is mainly focused on the computers to store different vulnerable data files. Conventional backup is 

not well suited for the cloud environment. Technique used convergent encryption [2] formalized through key based encrypt and 

decrypt data blocks in each cloud source. Supporting an algorithm is client-end-per-user encryption mainly used for the 

confidential individual data.  
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OpenSSL library, (1998) Implementing a cryptographic operation [1] of including a hashing encryption with the operation. Is 

a content of hash keying and also cryptosystem that produces identical files? This has applications in cloud computing to remove 

duplicate files.  

Halevi et al, (2011) Proofs of Ownership [11] proposed the thought of "verifications of possession" for deduplication 

frameworks, such that a customer can proficiently demonstrate to the distributed storage server that claims a document without 

transferring the record itself. Several PoW developments taking into account the Merkle-Hash Tree are proposed [11]. The 

clients need to prove that the data file which needs to transfer or download is its own data file. That implies needs to provide 

concurrent key and checking data file to demonstrate his possession at server.  

Bellare et al, (2013) Deduplication framework in the distributed storage to diminish the capacity size of the labels for 

respectability check. To upgrade the security of deduplication and ensure the data confidentiality [3], demonstrated to secure the 

information classification by changing the anticipated message into flighty message. 

D. Ferraiolo and R. Kuhn, (1992) Many reliable identification protocols include in the duplication such as certificate related 

and role based privileges [9] and identity related identification[5][6] . 

S. Bugiel, S. Nurnberger, A. Sadeghi, and T. Schneider, (2011) Introducing a Twin cloud Architecture [7] for security purpose 

to avoid duplication. Private data deduplication protocols [15] are simulation based framework for computations. Mainly 

expressed proven high secure and also used hash function to reduce collision. Finding the accurate data has been evaluated.  

Implementing the communication entities based on the protocol such as HTTP using to the GNU libmicrohttpd [10] and 

libcurl [13]. 

Li et al, (2013) [12] for famous information that are not especially delicate, the customary traditional encryption is performed. 

Another two-layered encryption plan with more grounded security while supporting deduplication is proposed for disagreeable 

data. 

In along these lines, they accomplished better tradeoff between the efficiency and security of the outsourced information, 

addressed the key-administration issue in piece level deduplication by conveying these keys over different servers in the wake of 

encoding the files Convergent encryption.  

Xu et al, [14] Weak leakage-resilient encryption and explored its application in space-effective secure outsourced storage. 

Likewise tended to the issue and indicated a secure united encryption for productive encryption, without considering issues of 

the key-administration and square level deduplication. 

J. Stanek, A. Sorniotti, E. Androulaki, and L. Kencl, (2013) Technique to implement end-to-end encryption [16]. Secure 

encryption scheme has been involved optimize cost effective storage of cloud. Here deduplication presented ineffective. Provide 

guarantees for encryption scheme. Better Storage and Bandwidth of popular data. 

VI. CONCLUSION  

Distributed computing has achieved by the development that leads it into a beneficial stage. This implies that the greater part of 

the primary issues with distributed computing have tend to a degree that cloud environment have gotten to the intriguing for full 

business abuse. This however does not mean that every one of the issues recorded above have really been comprehended, just 

that the concurring dangers can also endured to a specific degree. Distributed computing is in this way still as much an 

examination theme, as it is business sector advertising. For better secrecy and security in distributed computing we have 

proposed new deduplication developments supporting approved copy check in mixture cloud design, where the copy check 

tokens of documents produced by the private cloud server with private keys. Proposed access provider incorporates verification 

of data files to directly and provides more authentications. So it will help to execute better security issues in distributed 

computing. 
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