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Abstract

Wireless sensor networks becoming popular day by day due to their flexibility and convenience of use in wide variety of
applications, however flexibility and increased convenience of a Wireless sensor network comes at a price and introduce new
security hazards. Security is fundamental to the acceptance and use of sensor networks for numerous applications. Security
solutions applicable to wired networks do not directly applicable to WSN. To develop suitable security solutions for a WSN
environment, we must first understand how these networks can be attacked. This paper presented a survey on some of common
routing attacks and their countermeasures in WSN.
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l. INTRODUCTION

Wireless sensor networks are becoming a fastest area of research with advancement of smaller and powerful sensor devices. This
new type of self-organizing network combines wireless communication with high degree of mobility. Fig 1 shows a typical
WSN, consists of large number of autonomous small and low power tiny sensor nodes distributed over a large area with one or
more base station (BS). Each node has capability to collect data and route data to the sink (base station). Wireless sensor
networks use wireless communication medium and usually deployed in remote areas where they are left unattended due this they
can be easily attacked .Unlike ad-hoc networks routing is more challenging in WSNs and networks are more prone to various
routing attacks due to their inherent properties like constrained resources like bandwidth, processing power and battery life.
Security techniques applicable to traditional networks cannot be used as it is in WSNs, so security is more complex and
important in WSNs. This paper presents a survey of common routing attacks and their countermeasures in WSN.

The remainder of the paper is organized as follows. Section 2 discusses various security requirements in WSN, section 3
presents a view of various security challenges in WSN and section 4 discusses various routing attacks and their countermeasures.
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Fig. 1: Typical WSN [13]
Il. SECURITY REQUIREMENTS OF WSN

A. Data Confidentiality:

Data confidentiality is a very important aspect of WSNs' security to ensure that data is protected against unauthorized access e.g.
sensor readings should not be leak to neighboring network unless they are authorized or sensor identities should be and public
keys of sensor nodes should be protected against unauthorized access.[3][4]

8. Data Integrity:

Data integrity to ensure accuracy and consistency of data over the period of time. For example a compromised node can modify
the data in transit, data integrity avoid such kind of situations.
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. Authentication:

Authentication is any process by which you verify that someone is who they claim they are. Authorization is a process by which
someone is allowed to be where they want to go, or to have information that they want to have. Data authentication allows a
receiver to verify that the data is sent by the claimed sender. In the case of two-party communication, data authentication can be
achieved through a purely symmetric key exchange method.

£).  Secure Localization:

Localization is the process by which an object determines its spatial coordinates in a given field. In case of an attack a potential
adversary can manipulate and provide wrong location of nodes. Secure localization ensures automatic and accurate identification
of locations of each sensor node.

E. Self-Organization:
Sensor node should be self-organizing and self -healing.
F. Availability:

WSNs' services should be available even in case of internal or external attacks.

I1l. CHALLENGES TO SECURITY IN WSN

Wireless sensor networks processing sensitive data are facing the risks of data fraud, data manipulation and sensor destruction or
replacement. Large-scale deployment in practice is conditioned by solving various kinds of security problem and reducing the
risks due to limited physical protection of the sensor nodes and openness of the wireless communication channel. While modern
cryptography and computer security offer many ways of solving these problems but they are focused on solutions for high-
performance devices and not for computationally weak sensors with limited communication bandwidth. New lightweight
solutions tailored for the special needs of wireless sensor networks have to be designed.

A. Dynamic Topologies:

Wireless sensor networks have ad-hoc nature due to which no topology can be statically defined. Sensor nodes can be deployed
by airdrop and mostly topology is decided at the time of deployment .Security mechanism must be able to operate within a
dynamic environment.

& Wireless Communication Medium:

The wireless medium is inherently less secure than the wired medium, attacker can easily attack the messages on the wireless
medium. Traditional security solutions have to be altered before using in sensor networks.

. Resource Constraints:

Sensor nodes have limited memory and storage, which does not allow storing a big security code. Limited power capability of
sensor nodes is a biggest constraint to wireless sensor network capabilities.

£ Hostile Environment:

Sensor nodes are mostly deployed in hostile environment and left unattended due to which can be easily attacked or
compromised, which present a serious security challenge to the researchers.

1V. ROUTING ATTACKS AND THEIR COUNTERMEASURES

Security attacks involving the network layer is called routing attacks. Followings are some of common routing attacks and their
countermeasures in WSNs.

A, Sybil Attack

In Sybil attack a sensor node pretends to be more than one sensor node by duplicating itself and present multiple identities to
other sensor nodes in network. A sensor node which duplicates its identity called Sybil node, confuse the neighboring nodes
causing a situation of chaos in sensor network and at one point network may stop working properly. WSN can be easily attacked
by Sybil attack due its broadcast communication medium property. In some Sybil attack, Sybil node stole identity from legal
node or can generate random new identities. Fig 2 shows a Sybil attack where a compromised node C (Sybil node) sends
multiple fake identities to neighboring nodes A, B and F.
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Fig. 2: Sybil attack

Sybil node can appear at multiple locations so it becomes more prominent in multipath routing protocols. [2]
11 Countermeasures

1) Symmetric key based: Various countermeasures for the Sybil attack have proposed, common one is based on symmetric
key. Every node shares a unique symmetric key with the base station (BS). A pair of neighbouring node can use the
resulting key to have an authenticated and encrypted link between them .This prevent compromised node to have shared
keys with number of node in the sensor network.

2) Node validation: Sensor nodes are validated through a direct or indirect validation procedure [9]. In direct validation a
sensor node communicate with central authority in order to validate a remote node before communication. But in case
of indirect validation node trust the already accepted identities to validate a remote node.

& Sinkhole Attack

Sinkhole attack is very prominent among various routing attacks in WSNSs, which prevent BS from sensing correct information
from the network. In sinkhole attack attacker attract traffic from particular area and causes the traffic to route through the
compromised node (sink hole) to BS.A compromised node appears attractive to the surrounding node to attract traffic. Fig 3.
Showing a sink hole attack where compromised node C attract traffic from nodes A,B and D ,then route the traffic to BS
through C. Sink hole attack may cause the sensor network to open for various other attacks like selective forwarding modifying
or dropping packets going through sink hole.
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Fig. 3: Sinkhole attack
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1) Countermeasures

1) Node’s CPU usage: Monitoring the CPU usage of each node by the base station is a common detection method against
the sinkhole attack for large scale wireless sensor networks [2]. The CPU usage of each sensor node is monitored for
fixed interval and by monitoring the CPU usage of each node the base station finds the difference of CPU usage of each
node. BS compare the difference with a threshold CPU usage, the base station would identify whether a node is
compromised or not.

2) Hop-count monitoring: Hop count monitoring is another scheme used for detection of sinkhole attack [5][10].Hop count
can be used from routing tables and ADS (anomaly detection system) is can be simply implemented, in ADS a sinkhole
detector is designed to find a feature that reacts to the attack in a consistent way so that it can be used to trigger an
alert for the attack[8].Attack use hop-count forgery to create a sinkhole attack and ADS watches for shifts in hop-
counts either low or high from normal expected values and all abnormal shifts are observed to detect the sinkhole
attack.

. Wormhole Attack

Wormhole attack is another significant attack which can cause serious threats in WSNs. Wormhole attack does not compromise a
node rather it can be introduced in discovery phase when sensor nodes discovering their neighbours[13].In wormhole attack an
attacker attract packets from a location in network .tunnel them to another location and then retransmit them into the network[3].
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Fig. 4: Wormhole attack

When a sensor node A broadcast routing request to find a route to the destination node C, the attacker X receives the routing
packet and replay it to its neighbouring node C. Node C think that it is in the range of node A mark node A as its parent even
though C is multi hop away from A .Hence attacker create a secret worm hole link between node A and node C in turn disrupt
the routing.

1) Countermeasures

1) Clock synchronization: Using synchronized clocks to detect the wormhole attack. It is based on assumption that all
nodes are tightly synchronized .Each packet is stamped with time when it is sent out, when packet arrives at a node
arrival time is compare with the sent out time using the consumed time and transmission distance receive can detect that
node has taken too much time to reach it mean packet has travelled too far to reach the node and if the transmission
distance is more than allowed distance it can be due to wormhole attack.

2) Packet leashes: In packet leashes detection an extra of information is added to a packet to restrict its maximum travel
distance, leash is extra information added to a packet .Two types of leashes are used to detect wormhole attack
geographical leashes and temporal leashes. A geographical leash ensures that the recipient of the packet is within a
certain distance from the sender [11]. A temporal leash makes sure that the packet has a certain upper limit on its
lifetime to restrict its maximum travel distance.

£, Selective Forwarding

In selective forwarding attack compromised node behaves like normal node and selectively drops packets from a specific node or
group of nodes ensuring that these packets do not reach the destination. Attacker on one hand selectively drop packets from
particular node and selectively forwarding packets from remaining nodes so that others nodes does came to know about attacker
wrong doing[9] .
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Fig. 5: Selective forwarding attack

V. COUNTERMEASURES

Trust and packet loss: Selective forwarding attack can be detected using a method of trust and packets loss [7].When packets are
transmitted on the route to different nodes from a source node, packet count (packet received and transmitted) at the intermediate
nodes is calculated and transmitted to base station (BS).According to packet count BS calculate trust level of nodes and
determine the packet loss to find whether a node is compromised or not.

V1. CONCLUSION

Wireless sensor networks are vulnerable to various security attacks due to their distributed nature, deployment in adverse
environment and other limitations regarding security. Security threats to WSN can affect their performance and in order to
ensure their functionality, security has become a core issue in all the wireless sensor networking scenarios. In this paper a survey
is given on existing common routing attacks like Sybil, sinkhole, wormhole, selective forwarding attacks and their
countermeasures.
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