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Abstract

Increasing crime rates all over the world have lead us to some serious concerns. While we are busy finding punishments for
criminals, we tend to forget the fact that prevention is always a better solution. In today’s world, social media has become the
key to deciphering a personality. Through our system, we aim to utilize the data extracted from various social media platforms in
order to narrow down the key factors which might lead to a potential criminal mindset. We make use of a premium integrated
development environment i.e. RStudio to arrive at a conclusion which will be in terms of criminal potential in any individual.
Personality trait analysis has been a subject of interest for years but in the proposed system, we aim to use clustering as well as
classification algorithms to have a more accurate analysis of the personalities which will be classified on the basis of the Five
Factor Model. The five factors have been defined as openness, conscientiousness, extraversion, agreeableness and neuroticism
(OCEAN).
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I. INTRODUCTION

Data mining[2] is the computational process used for discovering a number of patterns in large data sets involving techniques at
the crossing points of machine learning and statistics, database systems and artificial intelligence. The main goal of data mining
process is to obtain information from an existing data set and transform it into a simplified structure for further utilization.

The idea of our proposed system evolved because of the increased crime rates in the society. We are designing the system in
such a way that it will help to decrease the crime rate. As most of the population is actively involved in the social media sites, we
can get an abstract view of the mindset of the particular suspect. Thus, this system proves to be a boon for the police department
to have a broader approach in solving the case. It is extremely important to mine the peculiar objects’ groups as this will help in
the criminal background check. Personality analysis based on this mining also plays a critical role as it has a lot of potential in
practice.

Mining peculiarity groups and defining a measurement of the degree of peculiarity is a major concern. When it comes to
correlating the same to personality trait analysis, these peculiarity groups can be defined in terms of the Five Factor Model[1]. It
is a standard in Psychology with the help of which we can define the attributes of an individual. Extraversion, Neuroticism,
Agreeableness, Conscientiousness and Openness to New Experiences are the most important ones.

The usage of a certain set of keywords or continuously choosing to visit some particular site shows an ardent inclination
towards that respective personality trait. Here, we are designing the system in such a manner that the data extracted from various
social media platforms which are ripe with semantically rich information and also knowledge related to public domains gives us
an insight into the inclination of the individual towards a particular arena of information. This will help us to show the direct and
indirect association to a particular type of trait. This can be done by efficiently classifying the keywords into clusters which will
denote the traits. The further analysis on these proportions of personality traits will reveal the potential that a person might be a
criminal or not.

The existing systems have provided a generalized view of the personalities present in a person but our proposed system moves
a step ahead by detecting the criminal behavior in that particular individual using their social media data. Also the proposed
system makes use of the latest technology Rstudio, which has never been used earlier for personality trait analysis. This tool
provides the results that are very easy to interpret unlike many other complex tools.
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Il. EXISTING SYSTEMS

A. Twitter Data Set Personality

The user generated content on Twitter i,e tweets also provides a source of information for identifying users personality traits. It
was considered that only few users posted links on Twitter, which formed the content of the dataset. This dataset has been used
for the task of automatically predicting the personalities of the users, as well as for user behavior analysis. It was observed that
extroverts and emotionally sound people are popular as well as users who are influential on Twitter[8]. It was also observed that
popular users are creative, while influential people on Twitter are more organized.

B. Using Clustering to extract Personality Information from Socio Economic Data

In this work, a method to extract behavior related to different groups by using simple clustering methods that can potentially
reveal various aspects of the personalities [6].Extraction of different clusters such as Selfish and non — Selfish behavior is based
on the judgments of 52 students from psychology background that rated the 9 attributes of expenditure of the dataset. The results
demonstrated that it is possible to extract information regarding the personality of individuals from similar datasets by using even
simple data mining techniques.

C. Improving User Profile with Personality Traits Predicted from Social Media Content

Here, the personality was proved to be related with personal preferences in music tastes and GUIs. The systems that recommend
accuracy should be improved by taking user personality traits into consideration. Results of these survey indicated that
personality could affect the desire of online purchasing activity. Improving user profile with personality traits could enhance
performance of the recommendation system [7].The recommendation systems which are personalized based on social media
usage behavior and content is among the apex topics throughout the whole network in both academics and business. However,
the personality traits of user were mainly measured with psychological questionnaire. It is difficult to obtain personality traits of
large amount of users in real-world personalized systems in case of application scenes. Thus the system provides an efficient and
approximate result of the personality analysis of an individual.

11l. COMPARISON

Based on the analysis of the related work with our proposed system, following are the observations:

Table -1
Comparison (Proposed System and Existing System)
Parameters Proposed System Existing System
Personality Basic personalltles present in an |r_1d|V|duaI along with analysis of Personality traits of a person at a very basic level
- criminal psychology will approximate the chances of a person . - :
Detection - L without further analysis have been implemented.
likely to be a criminal.
A Both Classification and Clustering algorithms are used which Classification and Clustering are not applied
ccuracy . . L
increases the accuracy. together in the existing systems.
Platform Most commonly used messaging application i.e. Whatsapp is used. Facebook as well ?(s)r'l';/\r/:;tle;rsgata have been used
Technology | R Programming language will be used due to it's special feature of Implementation is done using most commonly
Used statistical computing along with analysis. used programming language.

IV. PROPOSED SYSTEM

The proposed design is divided into five modules:
A. Data Source

The data source that we will mainly focus on is Whatsapp chats as well as twitter tweets. Whatsapp chats will be extracted using
the 'email chat' option. Twitter data will also be extracted by direct authentication method using Twitter Application. The data
obtained from these sources will be obtained in unstructured data.

B. Data Extraction

The data will be extracted from the data sources using R, which is a programming language and environment for statistical
computing and graphics. RStudio is a free and open-source IDE for R. Data has been extracted from Whatsapp and Twitter using
the corresponding commands. Whatsapp Data was extracted via the email. Similarly, Twitter data was extracted by creating a
Twitter application and generating the consumer key, consumer access secret key and so on.
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C. R and MySQL connection

The retrieval and storage of data from a MySQL database with R is possible by using the RMySQL package. The package
simply needs to be installed and loaded in the library of the database. Also we can directly load the data into RStudio by
installing the twitteR package. Thus the tweets are obtained in a cleaned format.

D. Classification and Clustering Algorithms

Classification and Clustering algorithms will be applied on the data to identify the personality traits of a person based on various
criteria considering the base as the ‘Five Factor Model of Personality’. The Big Five traits of a human are Openness,
Conscientiousness, Extraversion, Agreeableness and Neuroticism. Naive Bayes' Theorem will be used for the classification of
the personalities of that individual. There are many in-build commands for the same.

E, User Interface

A user interface may be used to display the results in an appropriate manner in the form of statistical diagrammatical
representations such as graphs and pie charts. Analyzing the conclusion, we will display the chances of a person likely to be a
criminal. The details of the graph can be put in the RStudio to get the histogram. This will help us to show the association to a
particular type of trait in terms of percentage and other parameters.

CLUSTERIMNG

Copemess = comscemiousness >

|

CLASSIFICATION

| General Hypothesis |

| criminal Aanalysis |

WISUALIZATION

Mame|Parcentass

| Hypothesis

Fig. 1: Architecture of the proposed system
V. EXPERIMENTAL RESULTS

A. Whatsapp Data Extraction

Our main aim is to classify personalities in their respective labels of various traits and get an average word count of the number
of interactions an individual has with the other party involved. The current experimental analysis on data has been done with the
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help of data extracted from Twitter and Whatsapp. The following procedure has been followed to obtain data for further
extraction from Whatsapp.
1) The chats of individual were opened and the data is mailed using the option “Email chat”.
2) A text file was obtained after downloading the email chats. The text file contained the date, time and the contents of the
chat separated by comma (,), colon (;) respectively.

File Edit Format View Help
P/19/2916, 7:42 pm - Messages you send to this chat and calls are now ~
secured with end-to-end encryption. Tap for more info.87/18/2016, 7:42 pm -
Rujutha Kj: AVISHKAR 2016 District & Final RoundCategory @5 : Engineering &
TechnologyHost Colleges contact details:-District Roundl. District: -
Raigad ,S5indhudurg & Ratnagiri DistrictDate: - 17th October 2016
Principal: - Dr. Shashikant §S. Govilkar (94057423%7) Coordinator :- Dr.
Ramesh S. Bhande (@82352-231478 ) Hope Foundation and research center's
Finolex Academy ofManagement and Technology, Ratnagiri P- 68, P-8@/1,
MIDC, Mirjole Block, Ratnagiri Pin 415639 Contact No. ©2352- 2296572.
District: - Thane, Palghar, Mumbai & Mavi Mumbai Date :- 19th October
2016Principal :- Dr. Ramesh VasappanavaraCoordinator :- Dr.Mukesh Patil
(9987527625)Ramrao Adik Edu Soc, Ramarac Adik Institute of Tech., Navi
Mumbai , Iin 4080706 Dr. D.Y. Patil Vidyanagar, Sector-7, Phase-I, Nerul,
Navi MumbaiContact No. 822-27789574Final RoundDate :- 21st October 2016
Principal :- Dr. D. G. BorseCoordinator :- Dr. V. N. Pawar (9869782468)A.
C. Patil College of Engineering, Mavi MumbaiPlot Ne 17, Sector 4, Kharghar,
Mavi Mumbai 41821@Contact :- ©22-2774572208/10/2016, 1:47 pm - Shefali:
Arrey sun@8/10/2016, 1:47 pm - Shefali: vo us din humne ek dsre ko jo links
forwrd kie the®8/10/2016, 1:47 pm - Shefali: related to project@d/le/2816,
1:47 pm - Shefali: vapis send karna@8/10/2016, 1:48 pm - Shefali: delete

Fig. 2: Whatsapp Text File

3) The text file is converted into Excel file using various different commands and updating the setting in the MS Excel.
4) The data is loaded in RStudio for the statistical analysis. Implementing the commands in RStudio, data cleaning is
performed and we get the data in the tabular format with the parameters as date, time, sender and text.

&1 | V Filter

Date Time © AMPM - Sender - Text
108102016 01:47  pm shefali  Hikese hai ~
2 08102016 01:47  pm shefali  me theek hu
3 05102016 01:47  pm shefali  okay impl hua
4 05102016 01:47  pm Shefali  bohot error arha he
5 08102016 01:48  pm Shefali  solve krte krte halat kharab
6 08102016 0158  pm Rujutha  Mera bh
7 08102016 01158  pm Rujutha  chal raha
8 08102016 0158  pm Rujutha  hai letss
9 05102016 01558  pm Rujutha  see ab
10 05102016 02:04  pm Shefali  Thursday tak try krte he
i1 00102016 02:40  pm Shefali  complete
12 00102016 02:41  pm Shefali ke ko <

Showing 1 to 12 of 34 entries

Console -]
Type 'license()’ or ‘licence()’ for distribution derails.

R i5 a collaborative project with many contributors
Type ‘contributors()’ for more information and
‘citation()’ on how to cite R or R packages in publications

Type ‘demo()’ for some demos, ‘help()’ for on-Tline help, or
‘help.start()" for an HTML browser interface to help.
Type 'q()’ to quit R.

> setwd("F:/IMPORTANT/BE PROJECT/IMPLEMENTATION")

> data <- read.csv("whatsapp chat with rRujutha kj.csv”, header = TRUE, sep = ",”, na.str
ings = "V, stringsAsFactors = FALSE)

> view(data)

> datal

Fig. 3: csv file having appropriate headers

5) Now we install the ‘ggplot’ package to display the histogram of the statistics. Here, we have taken chats count in

consideration and the final result is in a graphical format which gives the count of the chats on different days.
o Plot Zoom - o EN|

Sender

g .
g How

Humbes

Fig. 4: Graph depicting the individual number of chats of different persons on different days
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B. Twitter Extraction

Twitter extraction can be done using two methods: Borrowed authentication as well as Direct authentication. We have made use
of direct authentication as it provides an efficient access i.e. it is possible to only extract the tweets directly from twitter.
Steps for extracting tweets from twitter:
1) For the Twitter extraction process, we need a Twitter application and hence a Twitter account. Use your Twitter login ID

and password to sign in at Twitter Developers.
- %V 5 % VDN ot syt Uag s %Y o Tortimsuta (o % o WhatR o el % ) - SN
Application Management -
s e B R e |
TwitterRujutha Tost O
Detals  Setfings  Keys and Access Tokens  Permissions
Organization
Organization None
Organization website None.
Application Settings

Fig. 5: Username created on Twitter Developers

2) Now, the twitter application generates the consumer key, consumer secret key, consumer access token and consumer access
secret token needed for the authentication of the particular account.

TwitterRujutha

Keys and Access Tokens

Details Settings Permissions

Applica

tion Settings

Consumer Key (APl Key) RaQ8T8HK1m]IDIAGF4RMOxF4Y

Consumer Secret (APl Secret) Uv7RNZ YayrajwSH90Jgwb8cB6jrUBKCF XyegkTkylL hfiofaDL

Access Level

Owner

Owner ID

Read and write (modify app permissions)
s_rujutha

3167699954

Fig. 6: Secret Keys generated

3) The twitter package, ‘“TwitteR’ was installed in Rstudio. After direct authorization, we received the extracted data in an
unstructured format and then the tweets were loaded into a .csv file using R.

File Edit Code View Plots Session DBuld Debug Tools Help
Q| g - + | Adding

Console

[r81)

{1] "s_rujutha: \"There comes a day when you realize turning the page 1s the best feeling in the wo
F1d\ \n#nawbagining #Thatfeeling”

1 ople. ...

[

i ame game; just different levels. pealing with the same hell; ju
st

[[11]

[1] "a_rujutha: we 1ive in a society where the free thinking, open minded people are called crazy a
nd the ignorant, close minded paople are \"normaly""

[r1211

(1] "5 rujutha: Insults are the arguments employed by those who are in the wrong!!!"

[r131)

{11 "a_rujur very stumble 15 not a fall, and every fall does not mean failurat"

[[147]

{1] "a_rujutha: smile 15 the best makeup ever....!!! Hehehehehe'

[[15]]

{11 "a_rujutha: change 15 1nevitable, Be pre for the worst

([16]]

{1 "s_rujutha: Ir ce 13 beautiful #lovehersmile #shedrivesmecrazy https://t.co/qwzcvavepL"
[[1711

[1] "s_rujutha: Innocence 1s beautiful weandid https://t.co/CXQHELTyAB"

[[18]] .

[1] "a_rujutha: ne an open Book and let others learn from your mistakes!!| #epenbook

tweetsdf twL1 5T TODF (twaets)
write, csv(tweetsdf, £1le='Fi/IMPORTANT/BE PROIECT/IMPLEMENTATION/TwiEEerRuju. €5v°, row. nanes=r)

Fig. 7: Raw tweets of a particular user obtained

Import the csv file by configuring various details into a dataframe for analysis. Further data cleaning is done using RStudio
and a file having appropriate headers is obtained in a tabular format for further processing.

4)
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text faverited - favoriteCount ~ replyToSN ~  created truncated
2017-01-31 23:21:00  FALSE
2017-01-31 09:52:20 FALSE
2017-01-31 00:50:38 | FALSE
2017-01-31 09:47:24  FALSE
2017-01-31 00:45:47 | FALSE
2017-01-31 09:43:59  FALSE
2017-01-31 00:41:12  FALSE
2017-01-31 09:40:35  FALSE
2017-01-31 00:38:12  FALSE
2017-01-31 09:37:22  FALSE

Everyone should know how to live alone coz that's n...  FALSE
Trustis like rust. It just takes sometime for you torea . FALSE
Speak you heart out, your thoughts and everything t...  FALSE
Your happiness, your sadness._its all in your thinkin__ FALSE
I'm not crazy. Im just speciall ... No, wait.. maybe im ... FALSE

Soul Intentions matter. The strongestactions are the . FALSE

N A w e N =

Show me a hero and il write you a ragedyllll FALSE

“There comes a day when you realize turning the pa . FALSE

v @

SMILE........ I confuses people..... FALSE

10 We all are inthe same game; just different levels. Dea . FALSE

11 We live in a society where the free thinking, open mi._.  FALSE 2017-01-31 00:34:34  FALSE
< >
showing 1 to 12 of 18 entries

Console

LLrugd
[1] "s_rujutha: Innocence is beautiful #lovehersmile #shedrivesmecrazy https://t.co/quzcvavrerL"”

[[17]1]
[1] "s_rujutha: Innocence is beautiful #candid https://t.co/CXQHE1Iy4B"

[risl]
[1] "s_rujutha: Be an Open EBook and let others learn from your mistakes!!! #openbook"

> tweetsdf <- TwLiSTTODF(Ttweers)
>

> write.csv(tweetsdf, file='F:/IMPORTANT/BE PROJECT/IMPLEMENTATION/TwitterRuju.csv', row.names=F)
> TwitterRuju <- read.csv("F:/IMPORTANT/BE PROJECT/IMPLEMENTATION/Twitterruju.csv", comment.char="#

> view(Twitterruju)
>

Fig. 8: Tweets obtained in a clean tabular format with important headers

VI. ALGORITHMS

Naive Bayes classifier is an algorithm which forms a set of supervised learning algorithms completely based on applying the
Bayes theorem with an inappropriate assumption of independence which exists between every pair of characteristic features.
Bayes’ theorem will state the following: P(H|X) = P(X|H)P(H)/P(X)

Where, P(H|X) is the posterior probability of H conditioned on X
P(H) is the prior probability of H
P(X) is the prior probability of X

A. Naive Bayes classification with e1071 package

The e1071 package consists a function named naiveBayes() which helps in performing Bayes classification. The function is able
to receive categorical data and continguous table as input data. It returns an object of class “naiveBayes”. The object can be
passed to predict() to predict the outcomes of unlabeled subjects.

B. Naive Bayes classification with caret package

The package of caret contains train() function which helps in setting a grid of tuning parameters for many classification and
routines of regression, fits each model and calculates a resampling based performance measure.

C. Clustering:

R has an amazing variety of functions for cluster analysis. K Means Clustering is an unsupervised learning algorithm that tries to
cluster the data based on their similarity. Unsupervised learning means that there is no result to be predicted and the algorithm
just tries to find patterns in the data. In Kmeans clustering, we specify the number of clusters we want the data to be grouped
into. The algorithm might randomly assigns each observation to a cluster, and finds the centroid of each cluster. Then, the
algorithm iterates through two steps:

— Reassign various data points to the cluster whose centroid is near.

— Calculate the new centroid of each cluster.

These two steps are repeated until the cluster variation cannot be reduced further. The cluster variation is calculated as the

average sum of the Euclidean distance between the data and their respective cluster centroids.

VII.ADVANTAGES

When it comes to analyzing personalities, a lot of methods have already been applied. However, the efficiency in each of these
models has been very less compared to other methods. Considering our system, we have used clustering as well as classification
algorithms which will help us deduce the conclusions for this analysis. Initially the clustering algorithm provides the clustered
version of the personality traits based on the five factors and its corresponding keywords. Now the clustered data makes use of
the class labels property to depict the criminal habits with the help of the 'Neurotisim' keyword. We make use of the R
programming language which is the most comprehensive statistical analysis package available. It incorporates most of the
statistical tests, models and analyses, as well as provides a comprehensive language for managing and manipulating data.R plays
well with many other tools, importing data, for example, from CSV or directly from Microsoft Excel, Microsoft Access,
MySQL, and SQL.ite. It also produces graphics output in PDF, JPG, PNG, and SVG formats.
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VIII. APPLICATIONS

A. Criminal Background Check

Whenever there is an occurrence of any criminal activity and the police department decides to investigate the case, the police
department will do a background check to determine the mindset of the criminal by gathering information from certain people.
However, our system can be used to identify the mindset of the concerned person by accessing his/her social media accounts that
would determine the personality based on the five factors which in turn would determine whether the person has a criminal
mindset. This would play a major role in solving the case.

B. Medical Data Analysis

Medical area[4] produces extremely humongous and voluminous quantities of electronic data that is becoming more and more
complicated. The generated medical data has certain characteristics which makes their analysis highly challenging and lucrative.
In this method of Naive Bayes utilization for classifying medical data, it allows mining from different perspectives; including
attributes of medical data, requirements of designs and systems dealing with this data and also the different methodologies used
for medical data mining.

IX. CONCLUSION

In this paper we have presented a way to analyze information which is obtained from extraction of real time data. The data will
be used to analyze the criminal psychology of an individual based on the Five Factor Model of Personality[2] i.e agreeableness,
openness, extraversion, neuroticism, conscientiousness.

Our findings demonstrate that it is possible to determine the personality of individuals by using clustering as well as
classification algorithm. This paper represents a way to make use of personality traits obtained from social media in order to
determine criminal behavior amongst users. The scope of our proposed system extends to the field of cryptography. The
encrypted data from the social media can be extracted and further analyzed from various aspects by the ethical hackers.
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