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Abstract

The richness and apparent stability of the iris texture make it a very strong biometric trait for personal authentication. The need of
personal identification and security has increased a lot during recent times. A typical iris recognition procedure basically consists
of four steps: image acquisition, segmentation, normalization and feature extraction. A very well-known existing technique, the
Hough Transform has been implemented for detection of iris and pupil boundaries of the eyes. In the existing system the
performance of system degrades due to noise effects and poor segmentation results. The noise in the form of eye lids is removed
by Daugman’s method.
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I. INTRODUCTION

Biometrics refer to the science that deals with the study of the automatic identification of a person based on his/her physiological
or behavioral characteristics through means of measuring and analyzing biological data, such as fingerprints, eye retinas and irises,
voice prints, facial patterns, hand geometry, etc., for authentication and security purposes .Biometric techniques helps to prevent
unauthorized access or fraudulent use of cellular phones, smart cards, desktop PCs, workstations, and computer networks. A
biometric system is basically a pattern recognition system, which makes personal identification by determining the authenticity of
a specific physiological or behavioral characteristic possessed by the user. Biometrics techniques based identification is preferred
over other methods such as passwords and PIN codes [10].

Fig. 1: View of human eye

Iris recognition is a part of biometric identification methods which also include face recognition, fingerprints and many other
biological features. These are the new and quite reliable methods for a person identification, authentication and security [1].
Currently users have to carry security badges or certain known pin/pass codes in order to get into secure areas or to log in into a
computer. Problem with these types of methods is that users have to remember a lot of passwords and pin codes. These are easy to
guess and crack because users mostly prefer passwords that are easy to remember. Cards can be lost or theft and they can be used
by anyone else to gain access to a restricted area, place or to a restricted computer. Biometrics on the other hand provide a secure
and easy way of authenticating persons, biometrics can be combined with some other method like passwords or pin codes. They
provide a very strong authentication method. Biometric identification utilizes the combination of many psychological and physical
characteristics of an individual. Some of the common features are fingerprints, hand shapes, eyes retinas and many others including
eye's iris. Physical and behavioural characteristics of a person include typing speed, walking style and signature etc. Out of all
physiological properties iris patterns are believed to be one of the most accurate and efficient means of security. The process of
iris recognition system is real-time and highly accurate. Iris recognition system has many security uses like it can be used to
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authenticate a person’s identity or to identify a certain person from a large set of databases. The iris is a protected internal organ
of the eye basically located behind the cornea but in front of the eye lens. The iris has many unique features that can be used to
distinguish one iris from another. One of the primary visible characteristic of the eye is the trabecular meshwork, it is basically a
tissue which gives the appearance of dividing the iris in a radial pattern that is permanently formed by the eighth month of gestation
period. During the development of the iris the unique feature is that there is no genetic influence on it, a process known as chaotic
morphogenesis that occurs during the seventh month of gestation which basically means that even identical babies means, twins
have uncorrelated minute, i.e. differing irises.

Il. IRISRECOGNITION SYSTEM DESIGN

The process to perform the complete iris recognition procedure can be divided into 5 main stages which are Image Acquisition,
Image Segmentation, Iris Normalization, Feature Extraction and Matching as shown in following figure :

Image Iris Feature Template Matchin
Acquisition Segmentation Extraction Generation &

Fig. 2: Typical iris recognition system

The initial stage of the image acquisition is to capture the image of the eye. The second stage is to perform iris segmentation to
identify the unique data patterns which is located at the iris region. Iris Normalization stage is to unroll the iris region to consistent
size and remove the unwanted part of the image of the eye. Next the information of normalized iris region will be encoded and
stored in measurable iris template or database. Finally the last step is iris template will be compared with the registered iris in the
database for matching process [20].

I1l. IMAGE ACQUISITION

The iris image will be captured by using webcam or digital camera in digital form for the next stage which is iris segmentation or
iris isolation.

Fig. 3: The entire iris region captured

IV. IRIS SEGMENTATION

The iris segmentation is the very important and initial stage for image preparation for the iris recognition because it will direct
affect the accuracy of the final matching result of the recognition system. In order to determine the best technique that can produced
good performance of iris recognition two existing techniques have been chosen for image segmentation.

A. Hough Transform

The Hough transform is a method for finding lines, circles, or other simple forms and shapes in an image. The original Hough
transform was basically a line transform, which is a very fast way of searching a binary image for straight lines. The transform can
be further generalized and work upon to other cases than just simple lines. A classical Hough transform is most commonly used
for the detection of regular curves such as lines, circles, ellipses, etc. in an image. A generalized Hough transform can be employed
in different applications. In this case a simple analytic description of a feature is not possible.
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Fig. 4: Representation of Hough transform

Fig. 5: Result of line detection

B. Generalized Hough Transform

The Hough transform was basically developed to detect analytically defined shapes (e.g., lines, circles, ellipses etc.). The
generalized Hough transform can be used to detect arbitrary shapes which means shapes having no simple analytical form. It
requires the complete specification of the exact shape of the target object or the image.
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Fig. 6: lllustration of hough transform
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Fig. 7: Generalized hough transform

C. Daugman’s Integro Differential Operator
This is by far the most cited and used method in the iris recognition literature. It is licensed to Iridium Technologies who turned it
into the basis of 99.5% of the commercial iris recognition systems, which means it is best for commercial use. It was basically

proposed in 1993 and was the first method effectively implemented and successful in a working biometric system. It is assumed
that the both pupil and iris forms a circular formation. Basically Daugman’s integro differential operator is used to reduce noise in

the form of upper and lower eyelids regions of the eye [24].
V. IMAGE NORMALIZATION

Once the iris region is successfully segmented from an eye image, the next stage is to transform the iris region so that it has fixed
dimensions in order to allow comparisons and this is called normalization.

Fig. 9: Removal of eye lid noises.

The dimensional inconsistencies or irregularity between eye images are mainly due to the stretching of the iris caused by pupil
dilation, dilation means moment of pupil from varying levels of illumination. Other sources of inconsistency basically include
varying imaging distance, rotation of the camera, head tilt, and rotation of the eye within the eye socket.
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Fig. 10: Daugman’s rubber sheet model
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The normalization process will produce iris regions which have the same constant dimensions and in a particular pattern, so that
two photographs or images of the same iris under different conditions will have characteristic features at the same spatial location
on the basis of the dimensions of the image. Another important point to be noted is that the pupil region is not always concentric
or in a circular form within the iris region [28]. The homogenous rubber sheet model devised by Daugman method remaps or
matches each point of the image within the iris region to a pair of polar coordinates (r,0) where r is on the interval [0,1] and 0 is
angle [0,27] as shown in figure below:
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Flg. 11: Normallzation.

V1. FEATURE ENCODING AND MATCHING

To provide an accurate and effective method of recognition of individuals, the features which are most distinctive and unique in
an iris pattern must be extracted. Only these significant and essential parts must be extracted so that they can be encoded into
biometric templates which can be used for comparisons. In order to have accurate recognition of individuals the important
information present in an iris pattern must be extracted. Only the main features of the iris must be encoded so that comparisons
between templates can be made [25].

109

45

55 | 50

67 | 98

1

0,

L

1

0,

15

L

0,

—= 01011110,

Fig. 12: Example of computing 8, 1 LBP.

VII.RESULTS

Following metrics are used to evaluate the performance of the system.

— [False Acceptance Rate (FAR): FAR is the measure of the likelihood that the biometric security system will incorrectly accept
an access or use by an unauthorized user or false access.

— False Rejection Rate (FRR): A false reject occurs when an individual is not matched or is not able to access to his/her own
existing biometric template or database.

Experiments are basically performed on a CASIA image database. This database contains 756 gray-scale eye images ( 320 x
280 pixels) with 108 unique eyes image and 7 different images of each eye which is very useful. The above performance measuring
parameters are evaluated by splitting total database of 80 persons into 60 and 20 persons. The set A with 20 persons is then repeated
for same images from 81 to 90. The accuracy is determined or calculated by (Accuracy = 100 — (FAR+FRR)/2). A different
database which consists of only real time images is also introduced for testing. The accuracy of the system is tested on that database
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also for more efficiency. The FAR of the system is 0.01 and FRR of the system is 0.01 which gives an improved accuracy up to
99.99%.
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Fig. 15: Equal error rate.

VIIl. CONCLUSION

As an conclusion, iris recognition system best works when we use both segmentation techniques, hough transform and daugman’s
integro differential operator. Both of these techniques have unique advantages. In this paper we basically work on improving false
accept rate and false reject rate. Image normalization is performed by using daugman’s rubber sheet model. Features are extracted
using local binary patterns.

The combination of segmentation and quality scores is highly correlated with the recognition accuracy of the whole system and
can be used to improve and calculate the performance of iris recognition systems. The evaluation of the performance for the iris
recognition results is basically based on the analysis of both FAR and FRR curves. Experimental results show that the proposed
algorithm is efficient and improves the accuracy of iris recognition system.
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