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Abstract 

 

As more and more Big Data applications are be-coming the industry adopted standard and in order to enable economy of scale, are 

being fully automated, less and less human involvement is required. It becomes increasingly important to ensure that automated 

Big Data processes are operating correctly and ensure that organizations and individuals whose lives are impacted by its algorithms 

are treated fairly. This paper attempts to establish how the designers, architects, system analysts, testers, business analysts, IT 

auditor can benefit from a generalized approach towards establishing a quality assurance framework for big data quality assurance 

testing. Testing big data is one of major challenges industry is facing now a days as organizations struggle to decide upon amount 

of testing required on target data. This results in undesired data being processed to production leading to more cost and time. To 

overcome this more defined approach is required for validation and verification of data early in the lifecycle.  
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_______________________________________________________________________________________________________ 

I. INTRODUCTION 

The term ’Big Data’ is by now ubiquitous and has been applied to numerous implementations, perhaps not always in the context 

its original creators have proposed. Much has been written on the commercial and technical aspects of Big Data, and the field of 

data analytics has been gathering steam in recent years. Up to now, little has been published on measures such as quality assurance 

by which quality improvements may be achieved in relation to Big Data Analytics its origin, process and outcome. This study 

attempts to remediate this situation. 

This paper attempts to study quality assurance and testing aspects of Big Data Analytics. To do so, it will consider the following 

aspects of and for Big Data: 

1) Data: Big Data’s relevant data properties and its sources; 

2) ETL processing: raw source data’s capture, storage and handling and processed datas representation 

3) Analytics: statistical modelling and algorithm development involved in extracting insight from data 

4) Decision making: the visualization and interpretation of processed data 

5) Quality Assurance: What quality perspectives should be covered? 

To ensure the quality testing of the heterogeneous data different types of testing, functional and nonfunctional must be performed 

on the dataset. Functionality testing should consider data validations of structured and unstructured data, validating Map Reduce 

processes, validation of data after processing. 

Performance testing, Security checks, Failover testing should be done as part of nonfunctional testing. 

The paper acknowledges the challenges faced in establishing a standard assurance framework and test methodology for Big 

Data systems. It goes on to describe the principles and guide-lines to that should constitute such an assurance framework and 

further explain the test approach and strategy required to execute the tasks in Big Data testing. It also explains Bloom filter as one 

of the data optimization techniques useful in reconciling data between two systems as part of testing. 

II. REVIEW OF LITERATURE 

An informal survey of early publications performed by the researcher shows that early Big Data publications focused on its 

potential value. Later Big Data publications appear to shift the subject to application of technologies and techniques, shedding light 

on the inner workings of its architecture and its design by which commercial value from data can be obtained. This is because 

applying Big Data is not always straightforward; it is processed in different ways than firms are traditionally used to. It is clear 

that data analysis techniques are still continuously evolving to deal with Big Data and that every day new technologies and 

techniques come into being to deal with large, fast flowing and diverse data sets. However, it is still not clear if these technological 

solutions and new techniques comply with established assurance processes that business analyst, auditors, testers expect of 

traditional corporate IT systems. How might they affect the conclusions achieved by data analysis and corporate decision making? 

This question is now slowly being answered. A recent publication by (IBM, 2013) shows the discussion is shifting to the 

organizational aspects of Big Data, by illustrating what the enablers and show stoppers are. Many of these challenges are just now 

being discussed, but have not yet been solved. This study attempts to focus test assurance aspects of Big Data by which quality 
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assurance may be achieved and also help IT community to establish guidelines for its testing. It will result in a proposal for controls, 

when implemented, are believed to improve upon the quality of the Big Data process and its consequences. 

III. SYSTEM ARCHITECTURE / SYSTEM OVERVIEW 

For Big data processing Hadoop Map Reduce framework is used. Map Reduce framework in Hadoop divides application is small 

fragments and each fragment is processed on different nodes in clusters of computers. The complex programs are writ-ten in Pig, 

Hive etc. The distributed file system HDFS makes data available on computing nodes. The testing framework embodies 

components to implement rules identified for data quality assurance and in addition technology components such as representative 

data sets, efficient data comparing techniques to address the challenges of Big Data testing. 

 
Fig. 1: Processing of Big Data using Hadoop ecosystem 

 Quality Assurance Framework 

The framework, we propose takes into consideration the challenges for big data testing and lays the guidelines and best practices 

that should be followed when Big data test quality assurance has to be performed. The process for Big data adoption and 

implementation involves different processes to be performed. The framework lists down test quality assurance aspects into these 

areas and will act as decision points in adopting the right testing approach: 

Historical data sets are often incomplete due to patchy maintenance, faulty archival, or simply because they are not tailored to 

the purpose of later Big Data questions. To mitigate the assurance risk that data is unavailable due to lack of measurement, a 

conscious and documented decision should be made in the design phase in order to establish which data should be measure and/or 

collection is required 

When using external data such as that generated by social media, the integrity of the source must be assessed through other 

means, because traditional measures, e.g. user identification and authentication controls, which en-sure the integrity of data, cannot 

always be relied upon 

When using external data such as that generated through e.g. social media or statistics data by government, what is required in 

some form of profiling of the source data amongst others, in order to vet its usefulness as a source of truthful information. This 

includes vetting the trustworthiness of the data and its source. Due to the varying causes of untruthfulness or bias in data it is not 

easy to prescribe any specific measures to prevent this risk. An impact assessment might provide a means to further account for 

uncertainties in the veracity of the data in the analytics phase. 

In order to ensure that data is available for analysis, one must first consider the appropriate measurement that is the minimum 

data set required to come to meaningful answers. A related risk, the one of too much information, must also be accounted for. At 

an early stage, data scientist must consider in what way they will filter noise from signal, while also ensuring that the right 

granularity is captured. 

To ensure the completeness in transfer of source data into the Big Data platform, one must ensure that the technical aspects of 

the interface with source data are accounted for. What is required therefore are measures such as interface mapping, monitoring 

and input and output validation in the ETL processing phase of Big Data Analytics. One must also be aware of any deliberate 

limitations in the data provided, e.g. based on the use of premium subscriptions or not. 

One downside to Hadoops popularity is that organizations seize Hadoop for every analytics problem they encounter, which 

might lead to unnecessary complicated solutions. It is therefore important to consider if simpler solutions are available to process 

large records which office automation tools cannot deal with. What is required to ensure that the goals of Big Data Analytics, is 

the choice for the right Big Data architecture. Currently the golden standard is the Hadoop platform, but the chosen solutions must 

fit the research problem at hand. To prevent unnecessary complexity and/or costs, the solution must fit the requirements for its 

intended use. 

 Conversion & transformation 

Regarding the technical aspects conversion and trans-formation, there is a risk that this is done incorrectly. In order to mitigate this 

risk, conversions controls must be applied and transformation rules must be validated. Incorrect conversion is a factor after 

execution of the MapReduce function. There is a necessity for validating that transformation rules are correct, performing 
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reconciliation of target table data with HDFS data to ensure they match, and validating the integrity of data in the target DWH 

system, amongst other measures 

In order to mitigate the quality issue that the conversion of (social) media information into information which can be processed 

by machines, does not lead to valid answers, it is required that the profiling of the source data is set to understand its origin and 

characteristics, i.e. how did it come about, and what limitations may that pose on its scientific analysis. 

The cleansing and enrichment phase may introduce the risk of affecting the integrity of the original source data. What is required 

to mitigate this risk is, change management and logging of actions performed on source data. To ensure this, what is also required 

is logical access control on the Hadoop platform. What is also required is the preservation of the original source data, such as 

proposed in the conversion and transformation phase. ETL and Infrastructure 

A survey on Big Data better practices by (TDWI, 2011) which was sponsored by IBM, cited as one of the main challenges that 

business face in implementing Big Data is lack of scalability, performance or inclusion of data analytic capabilities within the 

existing Data warehouse solution of the company. The quality assurance risk exists that an organizations current IT infrastructure 

is not capable of dealing with Big Data Analytics. To mitigate this risk, what is required is some form capacity management to 

ensure adequate IT infrastructure assets and processing resources are made available. 

The implemented architecture may not be capable of dealing with the Big Data Analytics problem at hand. What is therefore 

required prior to any project, is the choice for a suitable Big Data IT Architecture which achieves the required performance levels. 

 Analytics - Extracting Information 

To control for software development and algorithm development in specific, an Integrated Development Environment (IDE), such 

as the Eclipse Platform, can help developers with source code editing, automatic code completion and debugging. Debugging is 

especially important as it can prevents algorithm execution errors due to programming bugs or invalid data. Advanced debuggers 

can even execute programs step by step for the purpose of troubleshooting. 

Big Data algorithms are developed through computer programming. Because of this, there is the risk of the inadvertent 

introduction of bugs into the code. This is especially the case for automated algorithms which operate in a live environment. Thus 

a managed software will ensure development of queries and algorithms, and testing before promoting to production, in case 

algorithms will operate automatically in a live environment. 

There is a risk that queries do not retrieve the intended information. To mitigate this risk, a number of measures can be taken. 

Starting with the preservation of the original query so that the error can be determined at a later time, what is also required is 

monitoring the evolution of the ontology of processed data in relation to query performance. A measure which might be applicable 

in live environments, is the (automatic) detection of invalid queries. Analytics Outcome Visualization 

Visualization helps to communicate Big Data Analytics answers, but the visualization may be confusing to the user, e.g. due to 

information overload, and can lead to poorer decision making. To mitigate this risk, the correct choice in visual portrayal for the 

problem at and, e.g. which only includes the least amount of complexity, reducing signals to the minimum required to make a valid 

decision should be adopted. 

Correct choice in visual representation of processed data is needed; ensuring that visualized data is not misrepresented; ensuring 

that visualized data is not misleading; ensuring that no distortions or bias are introduced. 

 Big Data Testing Approach 

Testing should include all four phases as shown in Fig 2. 

Data quality issues can manifest themselves at any of these stages 

 
Fig. 2: Four phases of Testing 

Test design for big data testing should focus on the large volume of data set in production. Poor Big data test environ-ment will 

lead to increase in cost and time along with the issues in the production in run time. Test environment should be designed 

considering following points: 
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 For the effective functional testing data for different resources should cover all functional scenarios. 

 Testing architecture should try to replicate the production architecture to avoid runtime issues. 

 Non Functional testing such as performance and failover testing should be done on the considerable amount of data. 

Defining test approach in early life cycle will help in reduction of testing cost and time. 

IV. SYSTEM ANALYSIS 

 
Fig. 3: Big data architecture diagram shows areas where testing should be focused. 

The analysis of the Testing Approach explained in the architecture section is discussed below. Refer Fig 3: 

 Preprocessing validation 

Data from multiple resources is extracted based on the business requirements and loaded into HDFS. High level scenarios for 

preprocessing validation: 

Verify if input structured data file is correctly loaded into HDFS. 

Verify if unstructured data is converted into structured data and the loaded into the system. 

To validate if the required data is extracted and loaded into the system 

To validate if input data files replicated correctly on data nodes. 

 Map Reduce Process validation 

The loaded data is processed using Hadoop map reduce High level scenarios for map reduce processing validation: 

To validate if data is processed successfully. 

To validate if correct map reduce key pairs are generated. Data validation of aggregate data after processing. 

Validation of output file formats. 

 Target data validation 

The output files generated after map reduce execution are processed and transformed as per business rules. Then data is loaded 

enterprise data warehouse or any transactional system. High level scenarios for target data validation: 

To validate the data loaded into target system as per business rules. 

To validate if any unwanted data is loaded. To validate the data integrity as per design. 

To validate data rows by comparing with HDFS file data. To validate if processing done without any errors. 

 Reports Validation 

Report is generated using data views from back end on dashboard. The report testing involves testing data, data aggregations and 

user interface testing. 

 Non-Functional Testing 

Non-functional testing is important considering volume, variety and velocity characteristics of big data. 
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1) Performance Testing: To avoid any issue in production due the big data volume performance testing is required to be performed 

in test environment. Test environment should replicate production data. The performance metrics is obtained as part of output 

of performance testing. 

2) Failover Testing: Failover testing is performed to identify how smoothly system recovers in case on node failures. The data 

validation should consider replicated data, corrupted data. The output metrics such as RTO and RPO are obtained as result of 

this testing. 

 Best Practices for Big Data Testing 

Test Performance Optimization using Bloom filtering As MapReduce framework have several les providing high data input, it has 

to process entire set of data every time the data is required. In normal Map Reduce paradigm the whole data will flow without 

applying any restriction on user defined array size to participate in data retrieval operations. Such methods lead to increased amount 

of I/O cost as well as increased time for operation. Constraints in the conventional MapReduce frame-work can be alleviated 

through implementing MapReduce design patterns with algorithms designed to solve problems at scale and speed. 

 
Fig. 4: Map Reduce aided with Bloom Filter for performance optimization 

The Bloom filter design patterns available for filtering of data offers great benefits such as: 

 Reduction in space complexity  

 Reduction in time complexity  

 Reduces amount of data travel 

Bloom filter is probabilistic data structure which is space efficient with little error allowable that is used to test whether an 

element is a member of a set. Its data structure was developed by Burton H. Bloom in 1970. Bloom lter stores elements in an array 

using hash functions. Let’s say set S = x1; x2;.; xn, construct data structure to answer queries about presence of element existence 

like is y in S? This query does not provide direct result, it just provide idea about datas presence. It also deals with some allowable 

errors with Bloom filter. 

 Characteristic of Bloom filter: 

 Filtering criteria is represented by a set of membership operations 

 Members of the set are called hot values 

 Set membership is evaluated with a Bloom Filter 

 Bloom filters may give False Positive but no False Negative, thus a Bloom Filter has a 100 

A query returns either possibly in set or definitely not in set 

Elements can be added to the set, but not removed (though this can be addressed with a counting lter the more elements that are 

added to the set, the larger the probability of false positives. 
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Bloom Filtering can also be seen as a join operation without caring for data on the right. 

Bloom filter filtering can be applied to testing where data reconciliation between source and target(big data) system is required. 

As it requires less space to store and exists in transient memory, the data comparison operations becomes easy and fast. 

Automation: Automation test suites should be designed and created for Big data regression testing. This will help in reducing 

the execution time required for regression during each testing cycle. 

V. CONCLUSION 

This paper establishes the conceptual steps of the Big Data Quality process and the challenges which the distinguishing properties 

(Volume, Variety, Velocity and Veracity) of Big Data pose on these steps. This study also proposed a number of guidelines to 

formulate a quality assurance test framework. If an organization applies the right test strategies and follows best practices, it will 

improve Big Data testing quality, which will help to identify defects in early stages and reduce overall cost. Data quality challenges 

can be encountered by deploying a structured testing approach for both functional and non-functional requirements. It is required 

that organizations invest in building skill set both in development and testing. Big data testing will be a specialized stream and 

testing team should be built with diverse skillset including coding, white-box testing skills and data analysis skills for them to 

perform a better job in identifying quality is-sues in data. In order to be competitive, companies should invest in Big Data-specific 

training needs and developing the automation solutions for Big Data validation. 
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