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Abstract

Nowadays there is necessity for a stronger personal data security and privacy, so we propose a biometric technology with the smart
card. This integrated feature is implemented using Match on Card (MOC) algorithm to recognize the fingerprint for a highly
personalized authentication. In MOC, minutiae-based technique is used to find the similarity between the templates by point to
point matching (Minutiae Pairing). This increases the effectiveness of accuracy when compared to other like transform and
correlation-based techniques. Performing the biometric data match within the tamper-proof environment of the smart card which
is more private. In this system, all the harmful data involving the biometric pattern can be encapsulated within smart cards providing
the risk-free environment without any data leakage.
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I. INTRODUCTION

Identification of a person can be more accurate with the help of biometrics. In this, the fingerprint is verified as a biometric because
this do not get into trouble with the age, though it is the oldest form of identity.

Certain other biometrics are face, iris, hand vascular pattern. The flow pattern of ridges in a fingerprint is unique to the person
in that no two fingerprints pair from different fingers is definitely identical.

This system can also be used in voting. Eligible voters can be registered with the issuance of smart card with the fingerprint
biometric. The card will be marked inactive once he casts his vote in the case of voting system. Thus, eliminating phantom of
multiple votes by the same.

In typical biometric verification systems, the biometric patterns are stored in a central database which is the “Big Brother”
problem. In this paper, to felicitous the memory space specification and processing potential of the smart card, we progress a multi-
resolution accumulator array data structure, with which the balanced measure of reminiscence space is required at each resolution.
The memory specification is about 6.8 Kbytes for the proposed system mainly based on the experimental results, and 6.0 percentage
for the Equal Error Rate(ERR).

The experiment results are done with the samples of four per finger impression, but in this paper the efficiency is increased by
providing more number of preprocessed images per sample with the variance in orientation.

A. Smart Card

The smart card contains an embedded computer chip— with a memory type—that stores and sends data. This data is organized with
the value, raw facts, or both and is stored and processed within the card's processor. Systems that are enhanced with smart cards
are in use and getting enhanced with banking systems for more accuracy and security level.

#. Fingerprint

Biometrics authentication systems based on the usage of fingerprints are gaining massive acceptance across the world and has
become a synonym for biometric authentication. This biometric will be used to recognize a person’s unique physical
understandings to authenticate the identity of a person with highest security. It is impossible to store all the templates of an
individual fingerprint. As a result, we have to extract the most reliable features in the fingerprint. It becomes the best illustration
for the upcoming smart cities in our country and the whole world where all must be secured. The vital feature of using fingerprints
as the biometrics are the satisfaction of four requirements. They are:

—  Universality

—  Permanence
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— Uniqueness
—  Collectability

. Match-on-Card

Match-on-card combines biometrics with the smartcard which enables the user to not only carry biometric with them but also to
match it on the card. It authenticates without the need of the backend database. The secure environment provided in the card
embedded with the chip where storing and matching is done with the help of this MOC. The main difference of the traditional
biometrics and match-on-card is the place where it is stored and matched. The template is secured on the smart card where it never
fades and non-volatile.

2. Minutiae

Minutiae is the form of extraction which refers to the extraction of features in the fingerprint image. These are the points where
the ridge lines can break or fork. The ridge discontinuity is of many types and these are used to calculate the minutiae points:
— Ridge ending: Where the ridge ends suddenly.

— Ridge Bifurcation: Branches into two or more ridges.

— Ridge dots: Tiny ridges.

— Ridge islands: Longer than dots.

— Ponds or Lakes: Empty space between the ridges.

—  Spurs: Notch protruding from a ridge.

— Bridges: Small ridge that joins two longer ridges.

—  Crossovers: It is formed when two ridges cross each other.

The collected information of the minutiae is stored into a pattern file, which includes the position, and type of the minutiae.

Il. EXISTING SYSTEM

In the present electronically dependent and interconnected world, the need for superior security schemes persists more than ever.
The conventional token based user authentication approaches using Personal ldentification Numbers (PIN) and passwords are
proved to be inadequate. Biometrics authentication systems based on the usage of fingerprints are gaining massive acceptance
across the world and has become a synonym for biometric authentication. In FAS, the user first establishes an identity, in order to
get added to the system. To do so, demographic information is provided and fingerprints are scanned to create a fingerprint
template. The templates are then typically stored in a centralized server along with the user’s demographics. This process is called
the biometrics enroliment. When the user is challenged to prove his/her identity, the fingerprints are scanned and sent to the server.
The server validates the presented fingerprint template against the enrolled template to determine whether it is a match or a non-
match. This type of matching is called Match-on-Server (MOS). The matching can be also performed on the device in which the
user presents the biometric template and this scheme is called Match-on-Device (MOD).

Fingerprint recognition is widely used reliable method among biometric feature recognition technology for personal
identification for the purposes of high degree of security. In a variant of fields some extra requirements, for example, the high
verification or recognition speed, small size of storage space for features, and enough accuracy have to be met. As a result, we
have to extract the most reliable features in the fingerprint. It becomes the best illustration for the use of the updated technology.
Fingerprint verification technology can meet this security requirement. It is necessary to minimize storage space for the complete
speed up the processing on designing a fingerprint verification system that is used in smart cards.

In fingerprint recognition system, the most important problem is the system accuracy. This system accuracy is affected by the
matching template and the query fingerprint. Hence the matching algorithms are designed in such a way that it increases the
system's accuracy. Such algorithms are minutiae-based approach, correlation-based approach and feature based approach.
However, the score of these algorithms are not so high in some cases of fingerprint rotation. A standardized fingerprint template
has to be improved in such cases. The standardization is done by synthesizing the fingerprint.

I11. PROPOSED INTERDISCIPLINARY MODEL FOR SMART CARD COGNIZANCE

The proposed architecture of multidisciplinary model as shown in figure 1 consists of the four modules:
1) Image Capturing (Sensor Module).

2) Preprocessing and Feature Extraction Module.

3) Matching and decision-making Module.

4) Storage Module.
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Fig. 1: Proposed interdisciplinary model for Smart card cognizance

A. Image Capturing (Sensor Module)

This component accesses the raw biometric data of an individual by scanning and reading. An optical fingerprint sensor is used to
capture the ridge flows of the impression. The peculiarity of raw data is persuaded by using the high-resolution scanning sensors.
These sensors can have accurate resolution, and the high resolution, the finer minutiae the sensor can detect about your finger,
upsurge the level of security. However, these sensors acquire much higher surpassing images than a ordinary camera. These scan
readers typically have a vast number of diodes per inch to capture this information too intensive.
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Fig. 2: Image Capturing (Sensor Module)

H. Preprocessing and Feature Extraction Module

The quality of the acquired raw data is first assessed. The raw data is subjected to signal enhancement algorithm to improve its

quality (Normalisation, Segmentation, Binarization and Enhancement).

— Normalization: It is a process that changes the range of pixel intensity value.

— Segmentation: It is the process of partitioning a digital image into multiple segments (sets of pixels).

— Binarization: Segmentation of document into foreground text and background text.

— Enhancement: It is the process of adjusting digital images so that the results are more suitable for display or further image
analysis.

This data is then processed and a set of salient features extracted (Ridge flows and Bifurcation) to represent the underlying trait.
This feature set is stored in the card database and is referred as templatein the cloud storage along with the time-stamp details. In
this paper the wavelet transformation is used for preprocessing. Wavelet theory is based on analyzing signals to their components
by using a set of basic functions. One important characteristic of the wavelet basis functions is that they relate to each other by
simple scaling and translation. The default wavelet function, known as mother wavelet, which is basically modeled based on some
aspired features correlated to that behavior, is used to generate all basis functions. For the purpose of multi-resolution formulation,
there is also a need for a second function, known as scaling function, to allow analysis of the function to finite number of
components. These functions and their interrelations will be discussed further in the following sections. In most wavelet transform
applications, it is required that the original signal be synthesized from the wavelet coefficients. This condition is referred to as
perfect reconstruction. In some cases, however, like pattern recognition type of applications, this requirement can be relaxed. In
the case of perfect reconstruction, in order to use same set of wavelets for both analysis and synthesis, and compactly represent the
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signal, the wavelets should also satisfy orthogonally condition. By choosing two different sets of wavelets, one for analysis and
the other for synthesis, the two sets should satisfy the biorthogonality condition to achieve perfect reconstruction. This is focused
on evolving computationally valuable and powerful algorithm for volatile image compression using wavelet techniques. So, this
proposed algorithm developed to compress the image so faster.

€. Matching and Decision-Making Module

In this module, the extracted templates are then matched against the stored templates inside the card and a matching score is given.
On the basis of the matching score, the identity of a person is validated or ranked SVM algorithms is used for matching based on
minutiae ridges and bifurcation.

SVM is a supervised learning algorithm used for regression and classification problems. It is a prediction tool which uses theory
of machine learning to maximize accuracy of prediction while automatically avoiding data over fitting. For a linearly separable
case, SVM works by solving the following optimization problem.

In this paper, Logistic regression and support vector machines (SVM) were trained and explored for performing classification.
Particularly, kernel trick method based on radial basis function (RBF) kernel was adopted for the SVM where used for training the
logistic regression classifier.

SVM Optimizing

Logistic regression S
Problem

Classifier

fnput image

Fig. 3: Matching and decision-making module

Features from Accelerated Segment Test (FAST) formula is used for the disclosure of forks (point of interest) in a picture scrap.
After this bonanza matrix come with the accurate edge point. The Point segment test corner detection in an image patch.

During the matching process, if the fingerprint matches with the stored template then the user is authenticated and allowed for
the transactions.

£, Storage Module

This module acts as storage of biometric system. During the entry process, the image extracted from fresh biometric data is enrolled
in the card along with some biographic data (such as name, address, etc.) of the user.

The system specification of a smart card involves, the CPU which requires RISC processor, ROM and RAM should have
64kbytes and 8kbytes and EEPROM requires 32kbytes for storing the enrolled template inside the card and for matching the input
template with the enrolled template.

IV. RESULT

This provides a highest security level when compared to the storage of vital information in the central database. The internal
technical power of the techno card provides an optimisation of the most secured devices and adding the benefits of the individual
privacy. This reduces the replication of data which becomes unseen for even the admin of the particular concern. This becomes
the future of the transaction world. The techno card will be the secure taker of banks where the money cannot be robbed at any
case.

V. CONCLUSION

The finger impression has been used as biometrics for user recognition and evidence because of its features like individuality that
no two fingerprints pair from unrelated fingers is definitely unique and its pursuance. Traditional fingerprint identification or
verification system has been involving the central database of fingerprints. However, retaining the central database can cause
critical fingerprint leakage. Therefore, it has been proposed to decentralize the fingerprint into each storage device such as a smart
card. Also, to gain maximum security in the system, the computation of the fingerprint verification as well as the store of the
fingerprint has to be taken place in the smart card in order to keep fingerprint from being streamed into the outside of the card. The
system with this mechanism Match-on Card system. The Match-on-Card system explains the fingerprint verification algorithm
using a multi-resolution accumulator array that can be executed in such a restricted environment as a smart card.

Al rights reserved by www.ijirst.org 116



TechnoCard Cognizance using Finger Impression
(1JIRST/ Volume 4 / Issue 10 / 020)

REFERENCES

[1] A. K. Jain, A. Ross, and S. Prabhakar, "An introduction to biometric recognition,” Circuits and Systems for Video Technology, IEEE Transactions on, vol.
14, pp. 4-20, 2004.

[2] X. Tao, X. Chen, X. Yang, and J. Tian, "Fingerprint Recognition with Identical Twin Fingerprints," PLoS ONE, vol. 7, p. 35704, 2012.

[3] A. K. Jain, S. Prabhakar, L. Hong, and S. Pankanti, "Filterbank-based fingerprint matching," Image Processing, IEEE Transactions on, vol. 9, pp. 846-859,
2000.

[4] D. R. Balaso, "A Novel approach for Fingerprint Matching using Gabor Filters," International Journal of Latest Trends in Engineering and Technology
(NLTET), vol. 3, 2013.

[5] L. Xiping, T. Jie, and W. Yan, "A minutiae matching algorithm in fingerprint verification," in Pattern Recognition, 2000.Proceedings. 15th International
Conference on, 2000, pp. 833-836 vol.4.

[6] Y.He,J. Tian, X. Luo, and T. Zhang, "Image enhancement and minutiae matching in fingerprint verification," Pattern Recognition Letters, vol. 24, pp. 1349-
1360, 6// 2003.

[7] J. Ravi, K. B. Raja, and K. R. VVenugopal, "Fingerprint recognition using minutia score matching," arXiv preprint arXiv: 1001.4186, 2010.

[8] A.K. Jain, S. Prabhakar, L. Hong, and S. Pankanti, "FingerCode: A Filterbank for Fingerprint Representation and Matching," in Computer Vision and Pattern
Recognition, 1999. IEEE Computer Society Conference on. 1999, p. 193 Vol. 2.

[9] T. Hatano, T. Adachi, S. Shigematsu, H. Morimura, S. Onishi, Y. Okazaki, et al., "A fingerprint verification algorithm using the differential matching rate,"
in Pattern Recognition, International Conference on, 2002, pp. 30799- 30799.

[10] N. Otsu, "A threshold selection method from gray-level histograms,” Automatica, vol. 11, pp. 23-27, 1975.

Al rights reserved by www.ijirst.org 117



