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Abstract

Security and surveillance are the two important aspects of human being. In this paper we propose face detection and recognition
system that will capable of processing images very fast while acquiring very high true positive face detection rate. Face
Detection is about providing security in terms of person Identification in army area. This project aims to create one more step
towards solving of this serious problem. The design is based on computer vision and embedded system application principles.
This system is mainly divided into two parts. One is controller and other is face detection through MATLAB. The controller side
is having a wireless modem, GSM. If criminal’s face is detected in camera then GSM modem will send message of that location
to authorized mobile number. For face detection, here digital cameras are used which are connected to a computer system. The
computer is having database stored in which all criminals' photos are saved. If database is matched with any of the face caught
by camera then signal is sent to controller.
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I. INTRODUCTION

Traditional ways for personal identification depend on external things such as keys, passwords, etc. But such things may be lost
or forgotten. One possible way to solve these problems is through biometrics, for every person has his special biometric features
definitely. Biometrics identification has gained increasing attention from the whole world. Biometrics features that can be used
for identification include fingerprints, palm prints, handwriting, vein pattern, facial characteristics, face, and some other methods
such as voice pattern, etc. The face recognition has more stability than other biometric identification methods because the face
has much more features than other biometrics and it won’t change in people’s life. Face recognition has been researched widely
and has a broad usage, such as security, attendance, etc.

The person will come in front of the ir sensor if ir sensor activates camera will take photo of the person and person will come
in front of the Wireless camera just like security system which is at railway station it will continuously scan the images scanned
images will send though wireless communication to the system.

System will check the images with predefined images if similar image is captured then it will on the buzzer and send email to
the remote monitoring station with GPS location. Most of the recognition systems are based on PC. However, the portability of
PC is limited by its weight, size and the high power consumption. Face Detection is about providing security in terms of person
Identification in army area. This project aims to create one more step towards solving of this serious problem. The design is
based on computer vision and embedded system application principles.

Il. LITERATURE SURVEY

A. Vikram Kulkarni, K.Laxminarashima Rao proposed “Embedded car security system on face detection”

In this proposal embedded car security system, FDS (Face Detection System) is used to detect the face of the driver and compare
it with the predefined face. In case any theft to car information is sent to the owner through MMS.

So now owner can obtain the image of the thief in his mobile as well as he can trace the location through GPS.

The location of the car as well as its speed can be displayed to the owner through SMS. So by using this system, owner can
identify the thief image as well as the location of the criminal.
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B. N. Mittal and E. Walia, “Face Recognition Using Improved Fast PCA Algorithm,”

The principal component analysis (PCA) is one of the most successful techniques that have been used to recognize faces in
images. However, high computational cost and dimensionality is a major problem of this technique. There is evidence that PCA
can outperform over many other techniques when the size of the database is small.

L. Fei zuo, with Eindhoven proposed “Real-time embedded face recognition for smart home”

He proposed a near real-time face recognition system for embedding in consumer applications.
Their aim is to design and build a face recognition system that is robust for natural consumer environments and can be
executed on low-cost hardware.

. Shailaja, K., and Dr. b. Anuradha "*An Efficient Face Recognition System Using SIFT Feature Transform."'

A novel approach to face recognition using the scale invariant feature transform (SIFT) descriptor in which the SIFT features are
extracted from all face images in database. When a test image comes for recognition process, then the extracted features of that
test image are compared against the features from each face image in database. For classification Euclidean distance measure is
used. Experimentation was carried out on YALE database and results obtained are encouraging proving the efficacy of the
approach.

I1l. PROBLEM STATEMENT
Design and develop a Matlab based criminal identification system working on image processing techniques using MATLAB,
which would be able to recognize a normal person or a criminal as defined in image database. Also to use a microcontroller base

electronic communication system such as GSM should be able to send an immediate message to the defined receiver about the
recognition done by the system.

IV. SYSTEM ARCHITECTURE

-A. Block Diagram
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Fig. 1: Block Diagram

#. Description of Block Diagram

11 Power Supply

In most of our electronic products or projects we need a power supply for converting mains AC voltage to a regulated DC
voltage. For making a power supply each and every component is essential. The blocks for designing a power supply are
transformer, bridge rectifier, filter, and regulator. Here we are designing dual power supply one of 5V and one of 12V. Here we
use step down transformer which converts 230V 50Hz to a required small voltage. Bridge rectifier converts the transformer
output to a pulsating DC. Filter used to convert the pulsating DC into the ripple DC. Regulator finally converts ripple DC into
pure DC.
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21 LCD Display

Fig. 2: LCD Display

The most commonly used LCDs found in the market today are 1 Line, 2 Line or 4 Line LCDs which have only 1 controller and
support at most of 80 characters, whereas LCDs supporting more than 80 characters make use of 2 HD44780 controllers.

Most LCDs with 1 controller has 14 Pins and LCDs with 2 controller has 16 Pins (two pins are extra in both for back-light
LED connections).

€. Global System for Mobile (GSM)

This is a modem which is very flexible plug and play quad band GSM modem. It has direct and easy integration to RS232 serial
communication. It provides support to various features like Voice, Data, SMS, GPRS and in TCP/IP stack.

£x. Microcontroller
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Fig. 4: Microcontroller

The ARMY is a general purpose microprocessor that provides a high performance and very low power consumption at the same
time. The ARM controller uses Reduced Instruction Set Computer (RISC) principles. The instruction set and decode mechanism
are very much simpler than Complex Instruction Set Computers (CISC). As a result of all this a high instruction throughput and
good real-time interrupt response from is achieved along with small and cost-effective core of processor.
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E. Max 232

Fig. 5: Microcontroller

MAX232 is an IC, initially developed by Maxim Integrated Products, in 1987. This IC is used to convert signals received from
an RS-232 serial port to make signals suitable for use in TTL digital logic circuits. The MAX232 is a dual transmitter/receiver
and usually converts the RX, TX, CTS and RTS signals. The receivers down convert RS-232 inputs (typically of range + 25 V),
to standard 5V TTL levels.

F. Camera

Fig. 5: Camera

The Camera uses a CMOS image sensor from Omni vision. It has a digital video port that supplies a continuous 8/16 bit image
data stream. All the camera functions, such as exposure, gamma, gain, white balance, windowing, can be changed through 12C
interface by writing in some registers. The communication from the microcontroller to the camera to change the properties of the
camera is made using the 12C. To control all the communications the microcontroller is connected to the computer via a serial
port. The microcontroller reads commands from the computer and performs the appropriate actions.

{x. Buzzer

Fig. 6: Buzzer

A buzzer or beeper is an audio signaling device, which may be mechanical, electromechanical, or piezoelectric. Typical uses of
buzzers and beepers include alarm devices, timers and confirmation of user input such as a mouse click or keystroke.
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V. SYSTEM FLOW
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Fig. 7: Flowchart

B Result

This project presents design and implementation of ARM Based criminal identification System to avoid crime.
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VI. CONCLUSION

Our research is based on identifying criminals using multimodal approach; hence in this research we built a system to identify
criminals using face recognition. We found a new algorithm based on the SIFT to recognize face images which is
computationally feasible in the practical environment and also provides dynamic training when adding criminals to the database.
Embedded face recognition system based on ARM 7 on windows operating system is proposed and delivered good recognition
performances under controlled conditions. Face recognition security system is designed with the combination of embedded and
Matlab. By this approach we can provide complete security for safe guarding to offices, houses, banks, etc. In this thesis we
proposed our work based on windows operating systems. Further research can be implemented on RTOS and other sophisticated

OsS.
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