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Abstract 

 

An application has been developed for the incredible accommodation in the health care. Here the protection and safety of the 

personal information of the users are the major issue. So here we have introduced a multiple keyword search in order to access the 

data that is present in the cloud by the delegatees. The patient or the delegator will give the rights to access the data to the users by 

providing a particular time period in order to access the data. The time has been enabled for the users and data can be accessed. It 

can likewise bolster the conjunctive catchphrases inquiry and oppose the watchword speculating assaults the keywords that are 

provided by the data owner will be encrypted and will perform the search operation. This is done because the hackers cannot guess 

the keyword. In this case we are preventing the keyword guess attacks. This will provide hundred percent security to store the 

patients’ health record in the cloud than the oracle model.        
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_______________________________________________________________________________________________________ 

I. INTRODUCTION 

PC security (Also known as computerized security or IT Security) is information security as associated with PCs and frameworks. 

The field covers each one of the strategies and frameworks by which PC based equipment, information and organizations are 

protected from unintended or unapproved users. PC security also consolidates affirmation from unconstrained events and shattering 

occasions. Something else, in the workstation corporate, the word security, the expression workstation security - proposed for 

confirming that information set missing in a personal computers that can't be inspected or replaced by any persons deprived of 

approval. Utmost workstations interests on actions which includes data encoding and passwords. Data encoding is the translation 

of information into a casing that is confused deprived of an understanding segment. A secret key is a riddle word or expression 

that gives a specific customer to access the data. There should be some precautions taken in order to protect our work, if there are 

no basic steps taken to prevent then the information will be at a high risk. There are chances where we can compromise the 

operations on different computers, or even the working of the organization in all. THE ELECTRONIC heath records (EHR) 

framework will make medicinal records to be automated with the capacity to avert restorative blunders. Electronic Health records 

(EHRs) are multiplying, and monetary motivating forces energize their operation. Relating Reasonable Information Exercise values 

to EHRs needs changing patients' privileges to switch their own data with providers' data desires to take privileged, top notch mind 

[1]. It will encourage a patient to mark his private health record information in unique healing center that oversee or impart the 

information to others in dissimilar doctor's facilities. Numerous reasonable patient-driven EHR frameworks have been executed, 

for example, Microsoft Health Vault and Google Health [2]. Medicinal services information gathered in a server farm may contain 

private data and powerless against potential leakage and disclosure to the people or organizations who may make benefits from 

them. Despite the fact that the specialist co-op can convince the patients in the  direction of trust that the protection information 

will be supervised, if the server is encroached or inside staff gets out of hand then the electronic health record could remain 

uncovered The genuine protection and security concerns are the intervening burden that obstructs wide selection of the frameworks. 

 Problem Statement 

If the adversary identifies that there are lower entropies in the trapdoor, the attackers can guess the keyword and guessing of 

keywords are launched, if the attackers identify the possible applicant keywords then the information is leaked and impair the 

query privacy. Efficient revocable access control of our data is not possible in existing mechanism. In this case adversary are the 

attackers who are attacking what keywords we have given with the same keyword only they are going to perform the search 

operations. So the Keyword which the data owner generates will be stored in the cloud. So to prevent this problem we have 

provided a particular time for each of the users or the delegates who wants to access the patient’s record in the cloud. Once if the 

keyword is known to the attackers then it’s very difficult to prevent the patient’s record that has been stored in the cloud.  So in 

order to prevent this only this project has been implemented. Whenever the dataowner that is the patient who has given a key to 

the doctor who is a delegate to access his record that is present in the cloud. Once the doctor finishes accessing the data that is 
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present there are chances that the doctor may later miss use the data, so for that a new key cannot be generated so easily. The 

patient should decode the old key and the patient again has to reencrypt the new key and then later update it into the cloud. So this 

can only be done by enabling the time for the users so that they can access it within the time that has been provided by the data 

owner. 

 Objectives 

1) This project is designed in such a way that authorized person can access the data. So for this we are designing searchable 

encryption scheme means in the encrypted content we are performing the search operations with multiple keywords. 

2) The other objective is to provide different different time for different delegates from the dataowner. 

3) The keywords that are provided by the dataowner will be encrypted and will perform the search operation. This is done because 

the hackers cannot guess the keyword. In this case we are preventing the keyword guess attacks. 

4) This will provide hundred percent security to store the patients’ health record in the cloud than the oracle model. 

 Expected Outcomes 

File and keywords are successfully encrypted and stored and automatic revocation for the files based on time server from users. 

The patient will store all his health record in the cloud for the further access when required by the delegates and access is not 

provided by all only some of the delegates can access the data based on the time period that has been provided. So once the data is 

uploaded in to the cloud then a keyword has been generated by the dataowner and it has to be encrypted because the hackers may 

hack the keywords. Once the keyword is known then its very easy for the attackers to do the search operation in the cloud. So it 

has been encrypted and then later stored in the cloud. Then suppose if the user wants to use the encrypted information which is 

stored in the server, then the proxy server will decrypt the data only when the keyword and the time provided by the user are correct 

and then the trapdoor open and the user can access the decrypted data in the cloud. 

II. LITERATURE SURVEY 

The following works are carried out previously in the area of data storage in the cloud. 

 Outlining a Framework for Patients Controlling Suppliers 

AUTHORS:  Leventhal, Schwartz, Cummins Martin, and Tierney 

All the records that are related to health have increased rapidly and business payments will inspire their use. When some of the 

principles of Fair information practices are applied to electronic health record then the patients privileges have to keep track of all 

the private information with the suppliers information that need to be delivered safely and good quality of care should be taken.   

We have defined the practical and structural contest that have been faced during the patient’s likings for the patients’ health record 

access and it applies for the present electronic health record. We would provide a system where it could contain the list of all the 

clinics which are provided and also the list of individuals like doctors, nurse etc,that are participating. We then can change the 

present information seeing the software which will serve as the exchange for the health information. And in the towns of the clinics 

the patients’ health record can be provided [3]. 

 Keyword Exploration with Public Key Encoding 

AUTHORS: Boneh, Ostrovsky, Crescenzo and Persiano 

In this the data that has been encoded can be searched by using the public key. Consider an example where one of the user John 

who will send an email to Alica where the data has been encoded using Alica public key. Here the email access wants to know that 

the email will have keyword “knowledge” in it so that it can find the route easily.Here Alica will not give any kind of access to the 

data in order to decode all the messages in it.So here we are going to define and build a appliance in which the Alica will provide 

a key in order to know whether the keyword “knowledge” is present or not. So this appliance is Public key encoded with the 

keyword search. Other example, let us consider a server which will store all the messages for Alica .Here Alica can send a key to 

the server where it can recognize message that will have that keyword. So, the main idea is to encode the data using the public key 

concept.[4] 

 Open key Encryption Plans Supporting Correspondence Test with Authorization of Various Granulity 

AUTHORS: Tang 

The public key encoding is extended by auxiliary fine-grained authorization (FG- PKEET).In the first case we need to spot some 

of the faults and also the future cryptosystem has to be extended for the equality test.In the second case there are some of the 

evaluation between FG-PKEET and other alike primitives such as AoNPKEET and PKEET and prove their changes in difficulty 

and also gain security.In the third case to moderate the intrinsic disconnected the message to rescue from the attackers. We perform 

twice proxy setting in which both the proxy should perform equality test. Here we have proposed cryptosystem with the two proxy 

setting.[5]. 
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 Proficient provable public key encryption with keyword look in view of KP-ABE 

AUTHORS:  Liu, Wang, H. Ma, and Nie 

In this survey, based on the public key encoded by using the keyword search (PEKS) which will help the users to search the 

encoded information with the keyword and it is basically applied to cloud computing. 

In the existing stage ,the users where allowed to encode the information ,but many a times the users have failed to authenticate 

the result and the system will not tell or show which users have requested for the encoded information which is present in the 

cloud. Here a verifiable attribute-based keyword search is one of the cryptographic solution. Here it will make a user to look for 

the encoded information file and can even check the searched result.In this survey, new structure which “eliminates secure channel” 

and confirming the examined result from cloud based on keyword search. It is mainly useful to check the rightness as well as 

veracity of the data file which the user wants. In the verification process it shows that the process is more practice than 

VABKS.[6],[7] 

 Others References 

The conjunctive subset and range queries on encrypted data was developed by D.Boneh and B.Waters[8].The proxy re-encryption 

with keyword search was developed by the researches in order to access the data which is present in the clouds.[9],[10],[11].The 

designated tester in order to test the valid user to access the data present in the cloud was also developed.[12],[13],[14],[15].The 

timing has been enabled for the users in order to access the data that is stored in clouds[16],[17]. 

III. SYSTEM DESIGN 

 
Fig. 1: System Design 

 

The domain of the proposed Re-dtPECK has three sorts of substances: a dataowner, user and a data center. The data owner wishes 

to preserve his private electronic health records on a data base. The keywords are detached from the electronic health record 

documents then encrypt the plain text keywords with the protected searchable records. The files in the electronic health record are 

encoded to ciphertext. Those informations are given to the data center. 

A data center comprises of an EHR storing supplier and a pursuit server. The storage provider is in charge of putting away 

information and inquiry server performs search/add/delete operations as indicated by clients' request. A client creates a trapdoor 

to look for the electronic health record records and sends it to the pursuit servers using the private key. 

Once on getting the request, the pursuit servers interface with the EHR storage provider to search the organized records and 

yields the improved information to the users in an encoded shape. 
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 Architecture Diagram 

 
Fig. 2: Timing Enabled Proxy Re-encryption Searchable Encryption Model 

 

In Fig 2. Basically explains about the time which has been provided to each of the users in order to access the data that is present 

in the cloud. The data owner will send the list of times that has been provided to the users to the time server and also it will send 

to the proxy server. Once after the time server will receive the list, it will allot the time for each of the delegatees or the users. So 

if the user wants to access the data then he will make use of the key and try to access. The trapdoor will open only if the private 

key is correct and also the time which has been allotted is correct or not. After verifying only the proxy server will decode the text 

and the user can view or access the data. 

In the re-encryption operation, the intermediary or proxy server will typify the powerful time into the re-scrambled ciphertext. 

With a specific end goal to decrease registering cost, the Proxy server won't re-scramble the ciphertext until they are gotten to, 

which is alleged apathetic reencryption component [18].In the query stage, the data owner can do direct normal search operations 

with his own particular private key. The delegatee needs to create a keywords trapdoor with the help of the time period. The cloud 

data server will not give back the matched documents until the viable period represented in the time that agrees with the time 

period in the re- encrypted ciphertext, it is not the equal as conventional proxy re-encryption searchable encryption tactics. Risk 

Model: The data owner server in Electronic health record is viewed as semi-trusted, that is straightforward to test information for 

the benefit of users yet intrusive to detect out the private information of the delegator. Then malicious external attacker could 

eavesdrop in and dissect the data moved out in the open network, for instance, the encoded records and accesses. He expects to 

induce security to information as per these data. Furthermore, the refused users may challenge to get through the information past 

the assigned time using the private keys. As a large portion of size and pursuit effort are ended by the data server, where it accepts 

that the data server won't conspire with the malicious external aggressor or denied users. 

 Data Flow Diagram 

In the Diagram, the patient has to get registered with the valid details regarding himself and then only he can login. Once he is 

login then the data owner who is the patient, who wants to upload his personal information or his particular health record in the 

cloud, So that the security is provided and the doctor or the authorized person can access the details into the cloud. So the patient 

or the data owner will upload his health record into the cloud. 

So if the delegatees who wants to access the record that is present in the cloud can access it only when the time has been allotted 

for each of the user by the data owner. So once the keyword and the timeseal is matched only the proxy server will re-encrypt the 

data that is encrypted and stored in the cloud. So the verification is done and the data is decrypted and the file can be accessed with 

the allotted time itself into the cloud. 
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Fig. 3: Data Flow Diagram 

 Module Design 

 Delegator owner Module: 

The authority selection is acknowledged mostly as a substitute re-encryption instrument. The proxy server makes use of the re- 

encryption key to change the ciphertext scrambled by data owners public key in another shape, which is required by the users using 

his own private key. 

 
Fig. 4: Data Owner Module 

 Delegate Module: 

The user will be uncovered with the inquiry specialist with the successful time lapses. Remembering the ultimate objective to 

achieve the time controlled get the opportunity to right dissent, the pre-defined time information is set in the decoded ciphertext 

with a time. By the help of the interval seal, the user will make an extensive undertaking access by TrapdoorR calculation. In case, 

time information concealed with the re-encrypted ciphertext is clashing with the task trapdoor, the state in TestR computation can’t 

hold. Additionally, Work of Re-dtPECK. The request query of the user will be rejected by the data server if the time expires. 

 
Fig. 5: User Module 
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 Multiple keywords search: 

Compared to the single keyword, the conjunctive keyword seek work gives the clients more accommodation to give back the 

precise outcomes that satisfies clients' numerous prerequisites. The clients don't need to inquiry an individual keyword and depend 

on a crossing point count to acquire what they needs. 

To the best of our insight, there is no current proxy re-encryption searchable encryption plan could give the conjunctive keyword 

seek capacity without requiring an irregular prophet. Our plan has tackled this open issue. The plan could give both the conjunctive 

keyword and the delegation work. Tragically, it is demonstrated in the random oracle (R.O.) show, which extraordinarily weakens 

the security level. 

 The Proxy re-encryption: 

The proxy re-encryption innovation is down towards earth in EHR frameworks. It will enormously encourage tolerant search and 

access rights. Conspires in couldn't give the proxy re-encryption searchable encryption capacity to the clients. 

 Time controlled revocation: 

A basic diagram target is to involve time precise get to right denial. The designation arrangement will finish when the fixed 

convincing time repudiating the present time. 

 Algorithms/Functions 

 GlobalSetup(k):  

Taking a security parameter K as an data or the input, this capacity creates a worldwide parameter GP. Input: Security Parameter 

K 

Output: Generates a global parameter GP.This means it is applicable only for the the authorized users. 

 KeyGenSer(GP): 

Taking GP as an data or the input, this algorithm generates a private and public key combine (skS,pkS) for the data/information 

server. 

Input: GP as the input means for the authorized user. Output: Generates Data server key pairs(sks,pks). 

 KeyGenRec(GP): 

Taking a worldwide parameter GP as an information,this capacity creates a private and public key match(skR,pkR) for the recipient. 

Input: GP as the input means for the authorized users. Output: Generates receivers key pair(skr,pkr). 

 KeyGenTS(GP): 

Taking a worldwide parameter GP as an information, this capacity produces a private and pubic key combine(skTS,pkTS) for the 

time server. 

Input: GP as the input. 

Output: Generates a public and private key for the time server. 

 dPECK(GP,pkS,pkRi,skRi,W): 

Taking GP,pkS,pkRi,skRi and a keyword set w=(w1,.wl) as the data source, the capacity gives back a ciphertext c1 of w for Ri. 

Input: It will take GP,pkS,pkRi,skRi,W as the input and selects a keyword W=W1…Wn. Output: Ciphertext c1(W) for Ri. 

 Trapdoor(GP,pkS,skRi,Q): 

Taking GP,pkS,pkRi and a keyword quaries for Q=(w1,.wm),m<=las the source of information ,it yields a trapdoor TQ, 1 for Q 

produced by Ri. 

Input: It will take GP,pkS,skRi, and a keyword query Q as input. Output: A trapdoor T for Q generated by Ri.. 

 Test (GP,TQ,1,skS,c1): 

Taking GP,TQ,1,skS and a cipherText cl of was the data sources,the capacity returns “1” if w incorporates Q and “0” generally. 

 Workflow of Re-dtPECK 

There are six elements to take an interest in the cloud including a trusted third party (TTP). For example, the Veterans Health 

Administration (VHA) is accepted to function as a TTP, who is trusted by facilities, clinics, patients and specialists. A delegator 

should be John, who is an endless heart disappointment quiet. 

The EHR documents of John are put away on a data server in the cloud in a secured shape. John went to Hospital A for the 

cardiovascular treatment since Feb. first, 2017. He desires to assign the cardiologist Dr. Donny from Hospital A to be his delegatee 

for advantageous EHR information get to it. Since John arrangements to exchange to Hospital B after June first and he trusts that 

Dr. Donny is not ready to request his EHR after that time. At that point, Dr. Donny is agreed a period forced specialist to get to the 

ensured security data (PHI) of the patient John. The time server (TS) will create a period seal for Dr. Donny to guarantee that he 

can access to Johns PHI within the time of Feb. first May, 30st, 2017. The proxy server (PS) is capable to encode John’s PHI to a 

re-scrambled frame so that Dr. Donny can look on those records with his own particular private key. 

The Re-dtPECK framework can be partitioned into three stages. 

In stage 1, the TTP instates the framework by executing GlobalSetup calculation and produces the global parameters, which are 

spread to delegator John, delegatee Dr. Donny, the EHR cloud server, the PS and the TS. The TTP additionally produces sets of 

private and public key for John, Dr. Donny, the cloud server and the TS by running KeyGenRec, KeyGenSer ,KeyGenT S 

calculations. 
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Fig. 6: Workflow of Re-dtPECK 

 

In stage 2, EHR records are delivered within John's helpful procedure. The encoded EHR records and reports will be produced 

utilizing the dPECK calculation and put away at the cloud data server. As the medical information gathered, John may expect to 

seek on his encoded EHR records. He utilizes a keyword set Q to depict the health record document that he needs to discover. At 

that point, he runs Trapdoor calculation to create a trapdoor for keyword set Q and sends the trapdoor to cloud server. In the wake 

of accepting the inquiry query, the cloud server runs test calculation with the cloud server's private key and returns every one of 

the documents that contain Q. On the off chance that the assignment marker θ equivalents to 1, stage 3 will be executed. John sends 

an task notice to the TTP, PS, TS,delegatee and data server together with a mark marked by John. The successful designation time 

of PHI get to appointment for delegatee is indicated. It implies that the patient John has appointed the get to rights to Dr. Donny. 

The beneficiaries will check the mark utilizing public key of John. In this framework, the mark calculation won't be indicated. In 

any case, there is a prerequisite on the calculation that the mark plan ought to be clearly unforgeable. The notice will be rejected if 

the mark comes up short the check. In the event that it is checked valid, the TTP runs ReKeyGen calculation to produce a 

reencryption key and send it to the PS covertly. 

The TS runs TimeSeal calculation to produce a time seal for delegatee. At the point when John's PHI information is gotten to 

by the Dr. Donny, the PS will run Re-dtPECK calculation to characterize the convincing era into re-scrambled ciphertext. On the 

off chance that the present time is not as per the effective time, the PS won't do the re-encryption operation for Dr. Donny. Assume 

Dr. Donny is responsible to make heart bypass operation for John on Mar. 12nd, 2017. It is essential for Dr. Donny to access John's 

related health record so as to get ready for the operation. Dr. Donny runs appointment trapdoor era calculation to get a valid 

trapdoor, which is utilized to direct search inquiry on John's PHI information. In the wake of getting the inquiry, cloud server runs 

the delegation test calculation. The search query will be rejected if the present time past the effective time. On the off chance that 

the designation test calculation holds and current time is inside the powerful effective time, the coordinated documents will be 

come back to Dr. Donny. 

IV. CONCLUSION AND FUTURE WORKS 

This project provides a security to the healthcare records of the patients that are stored in the cloud. This application can be very 

useful during the emergency cases where the previous health record of the patient is required. For each of the authorized users has 

been enabled with Proxy re-encryption function in E-health cloud in order to prevent the misuse of data by the attackers.  
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With the help of random multiple keywords the search operation can be performed to access the data and proxy server will help 

to decrypt the encrypted data if the user has the valid time period provided. 

Further this application can be used for many authorized user in future. And some additional versions of the application can be 

added and used. The storage of the data is secure and widely used in the health care applications. 
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