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Abstract— Automated Teller Machine was firstly used in 1939. And now there are more than 3 million worldwide, and the 

issue of security of ATM should always be considered. There is a continuously increasing Rate of use of ATM, and also the 

risk of hacking, breaking and stealing of them. And in the present time as the technology is so advanced as every software or 

program can be hacked in just few minutes, so a need of almost unique solution is found and dye straining is one of them. 

This is a revolutionary idea in this the notes are marked by a marking ink which is sprayed automatically by the security 

system automatically when the balance of ATM machine is slightly changed (which will definitely happen when someone 

will try to cut it or damage it). Due to growth of ATM thefts, we should take certain steps to use Dye Staining technology in 

order to foil the bank robberies. 
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I. INTRODUCTION 

A Dye Pack is a radio-controlled provocative device used by some banks to prevent a bank robbery by permanently staining 

the stolen cash shortly after the robbery. These Dye Packs are placed in banknote cassettes with a tilt detecting mechanism to 

spray the marking ink. This mechanism has almost foiled all the robbery attempts and seems to be very effective. 

An Intelligent Banknote Neutralization System (IBNS) developed this mechanism to stop ATM robbery so that these 

neutralized notes cannot be brought back into circulation and the crime link or the criminal can be easily detected if he/she 

circulates this money. The idea behind this mechanism is to isolate the robbed money by blocking it with permanent dye 

marking. This makes the robbery financially uneconomical. 

II. TECHNICAL EXPLANATION 

The Dye Pack staining invention provides an apparatus for making the banknote safe against any attempt of robbery. This 

system mainly contain a pressurized tank, a liquid ink (stored in pressurized tank), a manifold associated with banknote 

cassette and pressurized tank. In this process the manifolds are used for the distribution of ink to the banknote cassette. A 

mercury circuit is used to transmit a signal to an activator which further sends the signal to be analyzed and executed smartly. 

Whenever a robber tries to robthe ATM he/she either will hack the ATM or try to cut or damage the ATM than there 

will be a shivering or vibrating activity in ATM and these vibrations will cause the alarm system to activate the ink spraying 

mechanism. 

The system comprises of activator to release ink, a pressurized ink which contains the ink and a manifold which 

works as a medium for the distribution of ink. For the execution of the mechanism the system is having an electrical power 

supply with inbuilt battery backup. The activator is generally an initiator device which actually generates a signal by using a 

mercury switch array, a pendulum tilt (used to detect any disturbance in the balance of banknote cassette), a photoelectric eye 

(generates a signal whenever a light beam is interrupted). 

Whenever an ATM is moved in any plane in horizontal an actuating signal is generated by the mercury switch array. 

This signal goes to the activator which interrupt the photo light beam (beam is interrupted only by the large vibration) and this 

signal interrupts the light beam and this interruption causes a final signal to the pressurized tank which are having a ink 

cartage fitted in its cap get released via manifold which further sprays the ink to the banknote cassette and the notes becomes 

worthless for the robber. But these notes can only be replaced by the bank only, and also in case of any natural disasters or 

accidents. 

 
Fig. 1: 
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A. Advantages: 

- This mechanism is reliable. 

- The mechanism is economical and simple. 

- Not only it foils the ATM robbery attempts but also helps to detect the criminal link and identifies the stolen money. 

- This reduces the cost of other security measures. 

B. Disadvantages: 

- The chemical of ink dye used in Dye Pack releases an irritant alongwith the ink discharge which causes some minor 

injuries to the human being. 

- The amount of ink used (300ml) cannot be decreased as the banknote cassette is full of notes, otherwise all notes can’t be 

stained by ink. 

- There is no plan B if the Dye Pack Mechanism fails. 

- The installation of Dye Packs should be done smartly. 

C. Application: 

- It is used in ATM security to foil the bank robberies.  
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