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Abstract— This paper implements the multimodal biometric authentication using face and fingerprint. Main purpose is to 

provide high security by authenticating the user and allow access to the information or site only for authenticated user. The 

system using two verification schemes namely the fingerprint verification and face recognition. System is designed in java 

by using fingerprint algorithm and eigenvalue algorithm for face and fingerprint verification. Fingerprint algorithm extracts 

the minute points in fingerprint region and eigenvalue calculates the feature point in user face. 
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I. INTRODUCTION 

"Biometrics" means "life measurement" but the term is usually associated with the use of unique physiological characteristics 

to identify an individual. The application in which most people associate with biometrics is security. However, biometric 

identification has eventually a much broader relevance as computer interface becomes more natural. Knowing the person with 

whom you are conversing is an important part of human interaction and one expects computers of the future to have the same 

capabilities. [1]A number of biometric traits have been developed and are used to authenticate the person's identity. The idea is 

to use the special characteristics of a person to identify him. Features such as face, iris, fingerprint and signature are mostly 

used as special characters. A biometric system can be either an 'identification' system or a 'verification' (authentication) system, 

which are defined below. Identification - One to Many: Biometrics can be used to determine a person's identity without their 

knowledge or consent. For example, scanning a crowd with a camera and using face recognition technology, one can determine 

matches against a known database. Verification - One to One: Biometrics can also be used to verify a person's identity. For 

example, one can grant physical access to a secure area in a building by using finger scans or can grant access to a bank account 

at an ATM by using retinal scan.  

II. PROPOSED SYSTEM 

Biometric authentication requires to compare a registered or enrolled biometric sample (biometric template or identifier) against 

a newly captured biometric sample such as the one captured during a login. It is a three-step process - Capture, Process, Enroll 

followed by a Verification or Identification process. 

During Capture process, raw biometric is captured by a sensing device such as a fingerprint scanner or video camera.[6] 

The second phase of processing is to extract the distinguishing characteristics from the raw biometric sample and convert into 

a processed biometric identifier record (sometimes called biometric sample or biometric template). Next phase does the process 

of enrollment. Here the processed sample (a mathematical representation of the biometric - not the original biometric sample) 

is stored / Registered in a storage medium for future comparison during an authentication. In many commercial applications, 

there is a need to store the processed biometric sample only. The original biometric sample cannot be reconstructed from this 

identifier. Various steps involved in process of face and finger print authentication. In the first phase, Registration is performed. 

In the second phase, Login or Authentication is performed. Login involves collecting username, password, face and finger print 

samples from the individual who wants to use the secured web service. Collected samples are compared with the stored database 

and then the access for the website is given. If the collected samples does not matches the server database then the person is not 

allowed to access and an email or short message service will be sent to the registered email-id or mobile number . 

A. Finger Print Identification 

Two types of fingerprint characteristics for use in identification of individuals: Global Features and Local Features. Global 

Features are those characteristics that you can see with the naked eye.[7]  

Global Features include: 

 Basic Ridge Patterns 

 Pattern Area 

 Core Area 

 Delta 

 Type Lines 

 Ridge Count 
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The Local Features are also known as Minutia Points. Tiny, unique characteristics of fingerprint ridges that are used 

for positive identification. It is possible for two or more individuals to have identical global features but still have different and 

unique fingerprints because they have local features – minutia points - that are different from those of others. 

1) Global Features 

a) Pattern Area 

The Pattern Area is the part of the fingerprint that contains all the fingerprints. 

 
Fig. 1: Pattern Area 

Fingerprints can be read and classified based on the information in the Pattern Area. Certain minutia points that are 

used for final identification might be outside the Pattern Area. One significant difference between Digital Persona’s fingerprint 

recognition algorithm and those of competing companies is that Digital Persona uses the entire fingerprint for analysis and 

identification, not just the Pattern Area. Figure shows the pattern area. While other company’s devices require users to line up 

their fingerprints on the sensor, Digital Persona acquires a greater amount of information over the entire fingerprint, and can 

obtain enough information to "read" a print even if only part of the print is placed on the sensor. 

b) Core Point  

The Core Point, located at the approximate center of the finger impression, is used as a reference point for reading and 

classifying the print. 

c) Type Lines  

Type Lines are the two innermost ridges that start parallel, diverge, and surround or tend to surround the pattern area. When 

there is a definite break in a type line, the ridge immediately outside that line is considered to be its continuation. 

d) Delta 

The Delta is the point on the first bifurcation, abrupt ending ridge, meeting of two ridges, dot, fragmentary ridge, or any point 

upon a ridge at or nearest the center of divergence of two type lines, located at or directly in front of their point of divergence[6] 

It is a definite fixed point used to facilitate ridge counting and tracing. 

e) Ridge Count 

The Ridge Count shown in figure 2.2 is most commonly the number of ridges between the Delta and the Core. To establish the 

ridge count, an imaginary line is drawn from the Delta to the Core and each ridge that touches line is counted. In addition to 

defining ridge patterns, Digital Persona has determined that there are certain ways that ridges can flow around on a fingerprint, 

and that the constraints on flow behavior can be exploited for identification. 

 
Fig. 2: Ridge Count 

The Digital Persona Recognition Engine makes use of the characteristics of global ridge patterns and flow 

characteristics to identify individuals. There are a number of basic ridge pattern groupings which have been defined. Three of 

the most common are loop, arch, and whorl. 

f) Loop 

The loop is the most common type of fingerprint pattern and accounts for about 65% of all prints. The fig 3 shows various Loop 

structure.[7] 

 
Fig. 3: Loop structure 

g) ARCH 

The Arch pattern is a more open curve than the Loop. There are two types of arch patterns – the Plain Arch and the Tented 

Arch. The fig 4 shows various Arch structure. 
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Fig. 4: Arch Structure 

h) Whorl 

Whorl patterns occur in about 30% of all fingerprints and are defined by at least one ridge that makes a complete circle. The 

fig 5 shows various Whorl structure. 

 
Fig. 5: Whorl pattern 

i) Minutia Points 

Fingerprint ridges are not continuous, straight ridges. Instead they are broken, forked, changed directionally, or interrupted. The 

points at which ridge end, fork, and change are called minutia points and these minutia points provide unique, identifying 

information.  

B. Face Recognition 

The Main idea behind eigen faces recognition is as follows: 

Suppose G is an N2x1 vector, corresponding to an NxN face image I. 

- mean face) into a low-dimensional space: 

Fˆ - mean = w1u1 + w2u2 + . . . wK uK (K<<N2) 

Given an unknown face image  (centered and of the same size like the training faces) follow these steps: 

1) Step 1: Normalize 

:  

2) Step 2: Project on the eigenspace 

 
3) Step 3: Represent 

as:   

4) Step 4: Find 

er minl ||l|| 

5) Step 5: 

If er < Tr, then G is recognized as face l from the training set. The distance er is called distance within the face space (difs) 

Comment: we can use the common Euclidean distance to compute er, however, it has been reported that the Mahalanobis 

distance performs better: 

 
(Variations along all axes are treated as equally significant) 

The Main idea behind Face Detection Using Eigen faces is as follows: 

Given an unknown image and follow these steps: 

a) Step 1: Compute 


b) Step 2: Compute 

  

c) Step 3: Compute 

ed ||ˆ|| 
d) Step 4 

if ed < Td, then is a face. 
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ed is called as the distance from face space. 

III. ARCHITECTURE DIAGRAM 

 
Fig. 6: Architecture Diagram 

Figure 6 explains that authenticated user only can able to use the secured webserver. 

The webserver is secured using face and finger print verification. Figure 4.4 explains about the concept that 

authenticate user only can able to use the secured webserver. Fingerprint algorithm is used to verify the fingerprint and 

eigenvector used to verify face feature point verification. If these two verifications are correct then immediately user will be 

allowed to access the website or banking web server. 

IV. RESULTS 

A. Database 

MS SQL is used as database. 

 
Fig. 7: MS SQL is used as database 

B. Face Feature Detection 

Examined image into cells (e.g. 16x16 pixels for each cell),for each pixel in a cell, compare the pixel to each of its 8 neighbours 

(on its left-top, left-middle, left-bottom, right-top, etc.). Follow the pixels along a circle, i.e. clockwise or counter-clockwise. 

The feature vector can now be processed using the binary patterns or some other machine-learning algorithm to classify images. 
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Such classifiers can be used for face recognition or texture analysis. And implement Principal component analysis, Linear 

Discriminate analysis and Local binary patterns to extract the landmark points from face images. The image surface around the 

eyes tends tobe noisy because of the reflective properties of the sclera, the pupil and the eyelashes. On the other hand, its texture 

carries highly descriptive information about the shape of the eye. To start with, the yaw angle of the face is corrected in image. 

The horizontal curve passing through the nose tip is examined. Ideally, the area under this curve should be equally separated 

by a vertical line passing through its maximum (assuming the nose is symmetrical). Since we work on faces with neutral 

expressions, the mouth is assumed to be closed. A closed mouth always yields to a darker line between the two lips. Based on 

knowledge, the contact point of the lips is found by applying a vertical projection analysis. 

 
Fig. 8: Face Feature Detection 

C. Fingerprint Registration 

The quality of the ridge structures in a fingerprint image is an important characteristic, as the ridges carry the information of 

characteristic features. First evaluate the foreground and background segmentation of fingerprint area. Then extract the ridge 

area within foreground area. A ridge is defined as a single curved segment, and a valley is the region between two adjacent 

ridges. Ridge endings are the points where the ridge curve terminates, and bifurcations are where a ridge splits from a single 

path. 

Minutiae extraction is used to determine the location and orientation of ridge bifurcations and ridge terminations. The 

next step after ridge extraction of the image is the extraction of minutiae. The minutiae points are then extracted. The fingerprint 

image is thinned as a result of which a ridge is only one pixel wide. The minutiae points are   those which have a pixel value of 

one (ridge ending) as their neighbor or more than two ones (ridge bifurcations) in their neighborhood. 

 
Fig. 9: Fingerprint Registration 
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D. Login 

The web service module is used to store all information about all the clients, and it is used to verify during login. When the 

client login to the system, it verify the username, password, and all bio-metric verification, then if it matches correctly it allows 

the clients to access the system. If it’s not the correct login then the client is not allowed to access the website. The web services 

are the various services that use the authentication service and demand the authentication of enrolled user to verify for the 

authentication services. Services are potentially any kind of internet services or application with requirement on user 

authenticity and registered to the authentication services, trust threshold. 

 
Fig. 10: Login Module 

E. Output Analysis 

          

           
Fig. 11: Output Analysis 

V. CONCLUSION 

The Novel possibility introduced by biometric should give continuous authentication that improves security and usability of 

user session. To give effective and continuous security using single biometric is not possible so fusion of face and finger print 

verification is used to get effective and continuous security. Finger Print verification requires only 12-17 points and very unique 

and secure. [2]So with less secure face we implemented highly unique and secured finger print verification. Face and finger 

print verification can be used for Security purpose, in bank payment transfer. Compared to previous methods fusion of face and 

finger print yields good accuracy and consumes less time. In future Implement Finger print authentication for bank online 

payment transfer for providing highly secured transaction and linking [3] UIDAI and UPI with Biometric verification. Once if 
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a client has to transfer amount, then the client should provide VPA and then biometric. Contains sensible information so needs 

high security against hackers and cyber-attacks. Pin, Password includes only basic level of security, so we use biometric thus 

reducing the probability of fraud to a greater extent. Thus capable of having very secured payment system can be established. 
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