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Abstract— Envision doctors leveraging a variety of small, powerful wireless monitors connected through the IoT, to reach 

and track patient health in India’s most remote communities, where healthcare facilities are almost non-existent. IoT devices 

can be used to enable remote health monitoring and emergency notification systems. IoT aims to provide means to access 

and control all kinds of ubiquitous and uniquely identifiable devices, facilities and assets. A lot of threats, attacks and 

vulnerability are occurred in wireless surroundings because of their limited resources such as small memory and low 

computation capability in wireless sensor network. RFID is often utilized as a prerequisite for the IoT in healthcare system. 

We surveyed and analyzed the technologies and characteristics of RFID and its application based on IoT Healthcare 

organizations must consider the critical role of the network in managing and analyzing these gigantic volumes of data coming 

from all those health and fitness devices. 
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I. INTRODUCTION 

The many uses of the systems and products that connect to the Internet   of   Things (IoT) are changing business in numerous 

industries. Patients and providers both stand to benefit from IoT carving out a bigger presence in healthcare. Some uses of 

healthcare IoT are mobile medical applications or wearable devices that allow patients to capture their health data. Hospitals 

use IoT to keep tabs on the location of medical devices, personnel and patients. So that we can identify any disease affect the 

people and we take proper measure for that.   

II. BASIC ARCHITECTURE 

NFV works in a similar fashion. NFV decouples entire classes of network functions from proprietary hardware appliances, such 

as routers and switches, enabling them to run in software. The result is a new approach to designing deploying, and managing 

networking services. By using standard IT virtualization technologies, NFV “virtualizes” these functions into building blocks 

that can be linked together, creating communication services. 

NFV can be used in any data plane processing or control plane function, whether in wired or wireless network 

infrastructures, making Ethernet networks even more scalable, agile, and efficient. And with SDN, administrators can manage, 

provision and monitor NFV- based networks much more efficiently. Both SDN and NFV are prime examples of how 

virtualization is reshaping the way organizations use IT. 

Being able to host processing and data in the cloud also frees up network administrators to take greater control of 

devices generating data and move network capacity closer to where the data is created. The result is a high bandwidth, low 

latency network that can take advantage of all that the cloud has to offer.  

There’s no arguing that investments in data and analytical tools, the cloud and network infrastructure will significantly 

improve the quality and efficiency of India’s healthcare system. And devices tied to IoT certainly promise great potential, 

though their effect is just starting to be felt. What the full weight of that will look like is still up for debate. With the right 

technology behind it, however, anything is possible.  

 
Fig. 1: NFV 

III. IMPLEMENTATION 

The consumerization of the healthcare industry is developing with such rapidity that the entire market is being recalibrated. 

Companies that have never before exerted influence in this sector are swiftly becoming its major powerbrokers. Business models 
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are being redesigned to adapt to the growing influence of data- fuelled customers. Unique partnerships are being forged between 

agile start-ups and established brands to capitalize on this new digital-first world.  

Much of this change is the result of the revolution in data which is empowering people to live healthier lives by using 

connected devices such as tablets, wearables and hand-held devices. 

The advances in cloud-based technology have also been the key. This year, for example, a unique strategic partnership 

between Philips and Salesforce.com has created a platform that enables medical devices to operate in conjunction with deep 

sets of data.  

The analysis of this data – amassed through electronic medical records, diagnostic information gathered through 

imaging equipment, monitors and hand- held personal devices – enhances the decision-making powers of professionals and 

enables patients to take a more active role in managing their personal health. These innovations are transforming not just the 

care of the chronically ill but those who are and want to remain healthy. 

By the end of the decade, this data-rich personalized analysis of our health will become the norm. Individuals will be 

provided with tailor-made strategies to combat illness and social technologies will enable us to manage our own health. From 

the data generated, we will learn how to improve our wellbeing and be motivated to take control.  

And as the consumer takes more control in this digital-first world, so the business model of the health industry will 

need to revolutionize, to take into account the fact that any company can now become a healthcare provider – as long as their 

technology is meaningful to the customer.  

In addition, traditional businesses will need to collaborate with smaller companies, many of which may never have 

been involved in the health industry before. Alliances that are able to combine the most advanced medical technology with 

clinical informatics and secure cloud-based platforms will triumph. 

That way, the awesome power of the Internet of Things will be fully realized – an infinite array of smart connected 

solutions designed to improve our health, environment and productivity through intelligent use of data. Whether that means 

empowering us to monitor and control our domestic air quality, or equipping medics with cloud-based tools that allow them to 

‘consult’ with patients who aren’t even in the same room, or even the same city.  

Consumers, patients and those working in medical professions will all need to alter their mindsets to take full advantage 

of this revolution in healthcare and be provided with innovative methods to motivate a change in behavior. And so, it will be 

the companies who are able to offer cutting-edge, highly personalized solutions – that are both meaningful and trustworthy – 

who will become our new health mentors.  

IV. APPLICATIONS 

 Monitor hand hygiene compliance to reduce transmission of Hospital Acquired Infections (HAIs) to patients  

 Provide core practice functionalities needed by Clinicians, as well as front office and billing staff and used by multiple 

customers and physicians.  

 Analyze protein and provide accuracy of their composition Support, “Big Data” that is being generated by multitude of 

devices, device – to – device interaction or “industrial internet”, predictive analytics on Big Data among others  

 Enable asset and operations optimization by providing a standard way to run industrial-scale analytics and connect 

machines, data, and people that can be deployed on machines, on premise, or in the cloud.  

 
Fig. 2: Devices used for better Healthcare 

V. KEY SOLUTION  

A. Core Practice Functionality Solution 

This IoT solution helped maintain a central record of all patient records and real-time monitoring, thus helping physicians 

devote more time to treat patients. The solutions could collect and analyze the following kinds of data:  



 
Smart Healthcare Monitoring using IoT 

 (IJIRST/Conf/NCNICS/2017/010) 

 

 
48 

1) Remote Monitoring Data 

 Images of which only one set of images are stored  

 Push notifications, but stored but relayed directly to devices  

 Status that was updated every 10 seconds.  

2) Service Data 

 Usage Data which included 400-500 parameters updated every hour and saved permanently  

 Log Files updated every hour and only one set of log files are stored.  

3) Data from Real time location system (RTLS) that was attached to employee badges and sanitizer dispensers  

4) Patients Records and Monitoring Data 

With increasing customer expectations and regulatory requirements, there was an urgent need to modernize the 

solution.  

We evaluated the feasibility of the solution through a Proof of Concept and then built it on the Cloud to provide scale 

to handle 30 to 300 concurrent users from each of the 5,000 customers.  

B. Protein Research and Analytics Tool 

This solution focuses on the research side of healthcare, specifically protein research and protein composition analysis.  

This IoT solution ensures the reliability and accuracy of the equipment and provides researchers with easy access to 

enough computing power for testing. It also provides standardized, quantitative, and reproducible analysis of proteins in 

research samples while shortening the workflow significantly.  

The Microsoft Azure based solution was built on the following key tenets:  

 Towards web services and n-tier architecture  

 Towards HTML5 web client  

 Optimized cloud Ready application – Moving to share / Multi-tenant infrastructure  

VI. OBSTACLES 

The relationship between the health care industry and the IoT is a promising one, but it’s not without obstacles. Here are a few 

key challenges facing this union: 

A. Mobile Hesitation  

Devices are one-half of the IoT, but what (or whom) they’re connected to still counts for something. If there is provider 

hesitation or confusion during any part of the patient data handling process, care could suffer or breaches could occur. Some 

health IT departments and physicians have struggled to handle all that data coming in. Given the mobile, BYOD healthcare 

culture, substantial data handling training is required throughout an organization, not just at the top.  

B. Consistency Issues 

Consistency counts, especially in health care, and the introduction of the IoT into the field certainly does not negate that. So 

what are the communication standards and protocols for all these new medical wearables and other IoT-ready devices? Well, 

that’s sort of the problem: Medical device vendors actually haven’t agreed on them yet. A single hospital can use devices from 

a variety of vendors, raising questions of propriety and consistency. 

VII. CONCLUSION  

The increase in life expectancy rate and the rising demographics across the world have made it imperative for people to embrace 

the most suitable solutions that lead to a healthy life. The trick here is that options are many but few will be preferred and they 

will be the providers of the best customer experience  
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