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Abstract— This paper presents the implementation of a multi-level security model for bank lockers. Our proposed system 

incorporates the biometrics and an OTP. The first level of this system is biometric authentication. In the next level of 

validation, it uses one time password followed by force based substantiation for deciphering the locker. All the levels will be 

synchronized by a microcontroller circuit and the locker will be unlocked after validating all the levels. The banks having this 

type of guaranteed lockers are mostly preferred by the customers due to the traits. 
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I. INTRODUCTION 

In today’s high-speed world, security plays significant role. People are now more concern of their belongings like valuable 

documents, jewellery, and many more material. Some People prefer their home to keep all their valuables. The next safest 

place to keep all such valuable is bank. With the advancement in technology there are many system designed to keep bank 

lockers safe. Currently, passwords, keys, Personal Identification Numbers or identification cards are used for personal 

identification. However, cards can be stolen, and passwords and numbers can be guessed or slipped one’s mind. Biometrics is 

automated method of recognizing a person based on a physiological or behavioral characteristic. It generally refers to the 

study of measurable biological characteristics. In computer security biometrics refers to authentication techniques that rely on 

measurable physical characteristics that can be automatically checked. Among the features measured are:  face,  fingerprint,  

hand geometry,  iris,  retinal,  signature, and  voice. As the level of security breaches and transaction fraud increases, the need 

for highly secure identification and personal verification technologies is becoming apparent. GSM (Global System for Mobile 

communication) is a digital mobile telephony system that is widely used in Europe and other parts of the world. GSM uses a 

variation of time division multiple access (TDMA) and is the most widely used of the three digital wireless telephony 

technologies (TDMA, GSM, and CDMA). GSM digitizes and compresses data, then sends it down a channel with two other 

streams of user data, each in its own time slot. It operates at either the 900 MHz or 1800 MHz frequency band. 
The proposed system is developed to overcome the limitations of above methods. The implementation of Biometric 

in the security system is the major advantage of this system. Finger print biometric system is unique to everyone and can’t be 

cheated. Technology has reached every nook and corner of the world. We can see people carrying their mobiles phones 

everywhere they go. So we added that technology as the second level of authentication process. 

II. LITERATURE REVIEW 

Surendran and Gopinath proposed a paper to provide a secured locker security system based on RFID, password, conveyer 

and GSM technology which can be organized in bank, secured offices and homes. This system allows authentic person only 

can be recovered money from locker. But if we lost the RFID tag means we are unable to withdraw our valuables. 

SwethaSJoshi proposed a paper which is basically a controller based access control system which allows only 

authorized person to access the locker with GSM technology is used to send the password to the authorized person’s mobile 

phone via SMS. But the disadvantage is anyone can access the OTP and it is not securable for the user. 

http://www.tns.com/biometrics.asp#Face
http://www.tns.com/biometrics.asp#Fingerprint
http://www.tns.com/biometrics.asp#Hand_Geometry
http://www.tns.com/biometrics.asp#Hand_Geometry
http://www.tns.com/biometrics.asp#Iris
http://www.tns.com/biometrics.asp#Retina
http://www.tns.com/biometrics.asp#Signature
http://www.tns.com/biometrics.asp#Voice
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III. PROPOSED SYSTEM 

A. BLOCK DIAGRAM 

 
Fig. 1: Block diagram of proposed system 

Figure 1 shows the block diagram of proposed system. This system consists of finger print sensor, OTP (One Time 

Password) and weight resistivity sensor. 

B. Arduino: 

Arduino microcontrollers are pre-programmed with a boot loader that simplifies uploading of programs to the on-chip flash 

memory. The default boot loader of the Arduino UNO is the optiboot boot loader. Boards are loaded with program code via a 

serial connection to another computer. Some serial Arduino boards contain a level shifter circuit to convert between RS-232 

logic levels and transistor–transistor logic (TTL) level signals. Current Arduino boards are programmed via Universal Serial 

Bus (USB), implemented using USB-to-serial adapter chips such as the FTDI FT232. 

C. Fingerprint Sensor: 

Fingerprint recognition or fingerprint authentication refers to the automated method of verifying a match between two human 

fingerprints. Fingerprints are one of many forms of biometrics used to identify individuals and verify their identity. R305 is 

the fingerprint sensor deployed in this system. 

D. GSM Module: 

GSM phones make use of a SIM card to identify the user's account. The use of the SIM card allows GSM network users to 

quickly move their phone number from one GSM phone to another by simply moving the SIM card. Currently GSM networks 

operate on the 850MHz, 900MHz, 1800MHz, and 1900MHz frequency bands. 

E. Servo Motor: 

A servomotor is a rotary actuator or linear actuator that allows for precise control of angular or linear position, velocity and 

acceleration. It consists of a suitable motor coupled to a sensor for position feedback. It also requires a relatively sophisticated 

controller, often a dedicated module designed specifically for use with servomotors. 

F. LCD Display: 

An LCD is made with either a passive matrix or an active matrix display grid. The active matrix LCD is also known as a thin 

film transistor (TFT) display. The passive matrix LCD has a grid of conductors pixels located at each intersection in the grid. 

G. Keypad: 

A keypad is a set of buttons arranged in a block or "pad" which bear digits, symbols or alphabetical letters. Pads mostly 

containing numbers are called a numeric keypad. Here 4*3 keypad is used for entering the OTP. 
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IV. FLOWCHART 

 
Fig. 2: Flow chart for security system 

Figure 2 shows the diagrammatic representation of our proposed system. This system contains three stages of authentication 

process. First, the fingerprint sensor which is used to authenticate both banker and customer. In that both the banker and 

customer have to verify their finger print. First banker’s fingerprint will be verified followed by the customer. Both the 

fingerprints are verified based on the information’s available in the database. 

The second stage of authentication process is a OTP. SIM900A is used to the One Time Password (OTP) to the 

locker holder’s mobile number. It works up to 900MHz is used to send and receive messages. Once the customers fingerprint 

is validated, the generated OTP will be sent to the customer’s mobile number which is stored at the bank database. The 

customer has to enter the OTP with the help of 4*3 keypad and LCD display. The entered password and generated OTP will 

be compared. If the entered password is correct then the power will be supplied to the weight resistivity sensor or else the 

customer has to enter a new OTP which is sent to his/her mobile number. If the customer can’t able to use the second chance  

alert will be sent to bank officials. 

The third and final stage of authentication process is the weight resistivity sensor. In that the customer has to apply a 

required pressure for 3 seconds which is stored in his/her database at the time of locker opening. If that range is incorrect the 

alert will be immediately sent to bank officials. If the range is correct then the power will be supplied to the servo motor 
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which unlocks the locker. After the work is completed the customer should keep the case in the locker and lock the door using 

the button which controls the servo motor. 

All the information regarding the locker is separately maintained in the database. Every customer has to enrol their 

fingerprint mobile number and their required pressure to unlock the third stage is stored in the bank database. 

Banker authorisation is required every time if the customer needs to access the locker. The customer can’t able to 

access the locker at the absence of bank officials. This method adds an extra security to the locker and prevents the 

unauthorised persons to access the locker. 

V. RESULT AND DISCUSSION 

Following figures shows the results for various levels of authentication process. 

The first stage is the fingerprint authentication, first the banker has to verify himself for the customer to unlock the 

first stage. 

 

Once the first stage is unlocked by the customers fingerprint, the second stage an OTP will be generated and it is sent 

to the customer’s mobile number which is stored in the banks database. 

 
The final stage is the weight resistive sensor, to unlock the third stage the customer has apply a required pressure for 

3 seconds which is stored in his/her database at the time of locker opening. 
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