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Abstract— The application services are provided to the customers by deploying the application in cloud. This saves lots of 

expenditures in terms of building servers and also ensures easy scalability. Cloud computing uses virtual machines to provide 

several instances of the application. Virtual machines loads a full OS with its own memory management and enable 

applications to be more efficient and secure while ensuring their high availability. In a virtual machine, valuable resources are 

emulated for the guest OS and hypervisor, which makes it possible to run one or more operating systems in parallel on a 

single machine or host. This in return consumes large storage space and CPU resources. Docker overcomes this with using 

Linux containers. Docker is an open platform; it’s a mechanism that helps in isolating the dependencies per each application 

by packing them into containers. Containers are scalable and safer to use and deploy as compared to previous approaches like 

VMs. Docker containers are executed with the Docker engine rather than the hypervisor. Containers are therefore smaller 

than Virtual Machines and enable faster start up with better performance, less isolation and greater compatibility possible due 

to sharing of the host’s kernel. 
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I. INTRODUCTION 

Virtualization is the creation of a virtual version of something, such as a server, a desktop, a storage device, an operating 

system or network resources. In other words, Virtualization is a technique, which allows sharing a single physical instance of 

a resource or an application among multiple customers and organizations. 

It does by assigning a logical name to a physical storage and providing a pointer to that physical resource when 

demanded. 

Virtualization plays a very important role in the cloud computing technology, normally in the cloud computing, users 

share the data present in the clouds like application etc., but actually with the help of virtualization users shares the 

Infrastructure. 

II. VIRTUALIZATION IN CLOUD 

Any discussion of cloud computing typically begins with virtualization. Virtualization is using computer resources to imitate 

other computer resources or whole computers. It separates resources and services from the underlying physical delivery 

environment.  

Virtualization has three characteristics that make it ideal for cloud computing:  

A. Partitioning:  

In virtualization, many applications and operating systems are supported in a single physical system by partitioning 

(separating) the available resources. 

B. Isolation:  

Each virtual machine is isolated from its host physical system and other virtualized machines. Because of this isolation, if one 

virtual-instance crashes, it doesn’t affect the other virtual machines. In addition, data isn’t shared between one virtual 

container and another. 

C. Encapsulation:  

A virtual machine can be represented (and even stored) as a single file, so you can identify it easily based on the service it 

provides. In essence, the encapsulated process could be a business service. This encapsulated virtual machine can be 

presented to an application as a complete entity. Therefore, encapsulation can protect each application so that it doesn’t 

interfere with another application. 
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III. HYPERVISOR 

 A hypervisor is a function which abstracts isolates operating systems and applications from the underlying computer 

hardware.  

 This abstraction allows the underlying host machine hardware to independently operate one or more virtual machines as 

guests, allowing multiple guest VMs to effectively share the system's physical compute resources, such 

as processor cycles, memory space, network bandwidth and so on. A hypervisor is sometimes also called a virtual 

machine monitor. 

 Hypervisors provide several benefits to the enterprise data centre.  

 First, the ability of a physical host system to run multiple guest VMs can vastly improve the utilization of the underlying 

hardware.  

 Where physical servers might only host one operating system and application, a hypervisor virtualizes the server, 

allowing the system to host multiple VM instances -- each running an independent operating system and application -- 

on the same physical system using far more of the system's available compute resources. 

 VMs are also very mobile. The abstraction that takes place in a hypervisor also makes the VM independent of the 

underlying hardware. 

 Traditional software can be tightly coupled to the underlying server hardware, meaning that moving the application to 

another server requires time-consuming and error-prone reinstallation and reconfiguration of the application. By 

comparison, a hypervisor makes the underlying hardware details irrelevant to the VMs. This allows any VMs to be 

moved or migrated between any local or remote virtualized servers with sufficient computing resources available almost 

at-will with effectively zero disruption to the VM; a feature often termed live migration. 

A. Types of Hypervisors 

Hypervisor is classified into two types based on the nature how hypervisor software is deployed 

1) Bare Metal: 

The Hypervisors are deployed directly atop the system's hardware without any underlying operating systems or other 

software. These are called bare metal hypervisors and are the most common and popular type of hypervisor for the enterprise 

data centre. Examples include vSphere or Hyper-V. 

2) Hosted 

The hypervisors run as a software layer atop a host operating system and are usually called "hosted" hypervisors like VMware 

Player or Parallels Desktop. Hosted hypervisors are often found on endpoints like PCs. 

IV. LXC CONTAINERS 

LXC is the user space interface for the Linux kernel containment features. This is the guy who manages Kernel namespaces, 

Apparmor and SELinux profiles, Chroots, Kernel capabilities and every other kernel related stuff 

LXD is a container "hypervisor". It is composed by a daemon, the command-line interface and an Open Stack plug-

in. This guy was developed to provide more flexibility and features to LXC, while it still uses it under-the-hood Containers 

use shared operating systems. That means they are much more efficient than hypervisors in system resource terms. Instead of 

virtualizing hardware, containers rest on top of a single Linux instance. This in turn means you can “leave behind the useless 

99.9% VM junk, leaving you with a small, neat capsule containing your application. 

Containers are a lightweight virtualization mechanism that does not require you to set up a virtual machine on an 

emulation of physical hardware. In Linux, what they have in common are the Kernel features used: cgroups, namespaces (ipc, 

network, user, pid, mount). They also try to create more safe environments by creating unprivileged containers and 

integrating with security features like selinux. These technologies export APIs to better integrate with other software’s. 
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With a perfectly tuned container system, you can have as many as four-to-six times the number of server application 

instances as you can using Xen or KVM VMs on the same hardware. 

 
Containers date back to at least the year 2000 and FreeBSD Jails. Oracle Solaris also has a similar concept called 

Zones while companies such as Parallels,. 

The hypervisor abstracts an entire device, containers just abstract the operating system kernel. 

This, in turn, means that one thing hypervisors can do that containers can’t is to use different operating systems or 

kernels.  

Containers can save a data centre or cloud provider tens-of-millions of dollars annually in power and hardware costs. 

It's no wonder that they're rushing to adopt Docker as fast as possible. 

Docker, however, is built on top of LXC. Like with any container technology, as far as the program is concerned, it 

has its own file system, storage, CPU, RAM, and so on.  

Developers can use Docker to pack, ship, and run any application as a lightweight, portable, self-sufficient LXC 

container that can run virtually anywhere.  

The file system is an abstraction to Docker, while LXC uses files system features directly. Network is also an 

abstraction while with LXC you can set up ip addresses and routing configurations more easily. Some "App Store like" sites 

are being maintained by Microsoft, Amazon, VMware, IBM and other players. 

V. DOCKER 

Docker is an open-source technology. Docker Hub, Official Repos and commercial support are helping enterprises answer 

this challenge by improving the way they package, deploy and manage applications. 

Google has its own open-source, container technology. Anytime you use some of Google functionality Search, 

Gmail, Google Docs, whatever you’re issued a new container. 

A. Features of Docker 

 Docker made containers easier and safer to deploy and use than previous approaches. In addition, because Docker's 

partnering with the other container powers, including Canonical, Google, Red Hat, and Parallels, on its key open-source 

component lib container, it's brought much-needed standardization to containers. 

 Docker containers are easy to deploy in a cloud. Docker has been designed in a way that it can be incorporated into most 

DevOps applications, including Puppet, Chef, Vagrant, and Ansible, or it can be used on its own to manage development 

environments. The primary selling point is that it simplifies many of the tasks typically done by these other applications. 

 Specifically, Docker makes it possible to set up local development environments that are exactly like a live server, run 

multiple development environments from the same host that each have unique software, operating systems, and 

configurations, test projects on new or different servers, and allow anyone to work on the same project with the exact 

same settings, regardless of the local host environment. 

 In a nutshell, here's what Docker can do for you: It can get more applications running on the same hardware than other 

technologies; it makes it easy for developers to quickly create, ready-to-run containered applications; and it makes 

managing and deploying applications much easier. 

 You create many virtual machines, that have user space and kernel isolations, but they are not complete virtual machines 

since they are not running separated kernels, neither are Para virtualized for the same reason. 

 It has some differences, being the biggest of them the Engine that wraps-up Applications with a self-contained file 

system instead of a base "User space image". The idea is to contain the app and base image to create the impression that 

the App is a single process inside the engine. Docker used lxc technology as underlying to communicate with the kernel 

but today, it uses its own library, libcontainer. 

http://www.vagrantup.com/
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