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Abstract— Photo sharing is an attractive feature which popularizes Online Social Networks (OSNs). Unfortunately, it may 

leak users’ privacy if they are allowed to post, comment, and tag a photo freely. To prevent possible privacy leakage of a 

photo, we design a mechanism to enable each individual in a photo be aware of the posting activity and participate in the 

decision making on the photo posting. For this purpose, we need an efficient system that can recognize everyone in the photo. 

In the project the person who tries to tag another person in the photo must send a tag request. The tag request is sent as alert 

message to the registered mobile number of the user. Once the tag request is accepted by the tagged person the photo can be 

viewed by all other members of the group. The registered users can add members to white list. The persons in the white list 

are trusted persons of the users. The tag requests sent from the white list members are automatically accepted and it is allowed 

to view by other users. 
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I. INTRODUCTION 

A. Overview 

There are several ways to target mobile devices:  

Responsive web design can be used to make a web application - whether a conventional web site or a single-page 

application viewable on small screens and work well with touchscreens.  

Native apps or "mobile apps" run directly on a mobile device, just as a conventional software application runs directly 

on a desktop computer, without a web browser (and potentially without the need for Internet connectivity); these are typically 

written in Java (for Android devices) or Objective C or Swift (for IOS devices). Recently, frameworks like React Native and 

Flutter have come around, allowing the development of native apps for both platforms using languages other than the standard 

native languages.  

Hybrid apps embed a mobile web site inside a native app, possibly using a hybrid framework like Apache Cordova 

and Ionic or Appcelerator Titanium. This allows development using web technologies (and possibly directly copying code from 

an existing mobile web site) while also retaining certain advantages of native apps (e.g. direct access to device hardware, offline 

operation, app store visibility).  

B. Introduction to Secured Media Access 

Social sites have become important part of our daily life. Online social networks (OSNs) such as face book, Google and sound 

of birds are inherently designed to make able people to part personal and public information and make social connections with 

friends, co-workers, persons having like-position, family, and even with strangers.  

To keep safe (out of danger) user facts, way in control has become a chief thing point of OSNs. However it becomes 

everlasting record once some Photo/image is posted/uploaded. Late consequences can be dangerous; people may use it for 

different unexpected purposes. For example a posted may reveal the mafia relationship of any celebrity.  

A user profile usually includes information with respect to the users work history birthday, gender, residence, interests, 

education, and, travel information and be in touch information. Moreover, users upload the picture and tag other people even 

though they are willing or not willing to be part of uploaded image/content.  

When other people are tagged the situation becomes more complicated. The user uploading the image is totally 

unaware of the consequences that arise for the person which is involved in tagging or image. Currently nobody can stop such 

unavoidable situation. We need to have a control over such actions to minimize the risks of photos being tagged or uploaded. 

Instead of imposing restrictions over such incidents or increasing security, sites like FB and Instagram are encouraging people 

to get into such things more. Most of the times user is unwilling to get tagged or being exposed without his permission. Is it 

violation if we share picture without taking a permission from all the people involved in picture? To answer this we need to 

explain the privacy and security issues over the social sites.  

Whenever a photograph is shared it includes everybody’s security, which can be put on risk if the proper permissions 

are not sought. We need to enforce maximum level of privacy and security of the content being uploaded on social sites. So 

while using the online social networks one can feel desired level of confidence and security. Desired level of privacy and 

security is a first important thing for a user using online social sites.   

With respect to current architecture and implementations of social sites, either user will alone because highly imposed 

security constraints else will be impacted by several security threats because of low security mechanisms.  

Few authors studied about the security challenges because of lack of joint or collaborative control over the images 

being shared across the online social sites. To minimize this or to completely avoid this they have suggested social sites like 
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Facebook, Instagram to make use of multi-party privacy model to increase privacy. There should be mutual acceptable policy 

to grant access for a photo when multiple user are involved.  

For security user might need to create a group where they can grant access for their uploaded images. Exposure policy 

can be defined as the group of users where an image can be accessed when particular user is involved and the privacy policy 

can be stated as the group of users/friends who can have a direct access of the uploaded images. These two policies are used to 

define the overall audience or group of users/friends who can be given access to uploaded image. But before establishing this 

there should be a proper process of defining these groups. Most of the times the people found in the co-photo are close friends. 

Users who care about the privacy and security mostly restrict themselves from uploading the photos but if these people are 

provided with proper privacy preserving techniques then they can post photos without any reluctance. We are designing a 

privacy enhancing system of photo sharing which makes use of collaborative training system.  

II. EXISTING WORK 

It is proposed that using face annotation for effective management of personal photos in online social networks (OSNs) is 

currently of considerable practical interest. In this paper, a proposal of novel collaborative Face Recognition (FR) framework, 

improving the accuracy of face annotation by effectively making use of multiple FR engines available in an OSN. Collaborative 

FR framework consists of two major parts: selection of FR engines and merging (or fusion) of multiple FR results[1]. 

It is proposed about Photo tagging is a popular feature of many social network sites that allows users to annotate 

uploaded images with those who are in them, explicitly linking the photo to each person’s profile. In this paper, we examine 

privacy concerns and mechanisms surrounding these tagged images. Using a focus group, we explored the needs and concerns 

of users, resulting in a set of design considerations for tagged photo privacy. The results identify the social tensions that tagging 

generates, and the needs of privacy tools to address the social implications of photo privacy management [2]. 

For instance, nowadays we can share any photo as we like on OSNs, regardless of whether this photo contains other 

people (is a co-photo) or not. Currently there is no restriction with sharing of co-photos, on the contrary, social network service 

providers like Face book we need to elaborate on the privacy issues over OSNs. Traditionally, privacy is regarded as a state of 

social withdrawal. According to Altman’s privacy regulation theory, privacy is a dialectic and dynamic boundary regulation 

process where privacy is not static but “a selective control of access to the self or to one’s group”. In this theory, “dialectic” 

refers to the openness and closeness of self to others and “dynamic” means the desired privacy level changes with time according 

to environment.  

A. Disadvantages 

 It may leak users’ privacy if they are allowed to post, comment, and tag a photo freely  

 Photo sharing and tagging are added, the situation becomes more complicated.  

III. PROPOSED ALGORITHM 

The system proposes a approach to achieve efficiency and privacy at the same time. The idea is to let each user only deal with 

his/her private photo set as the local train data and use it to learn out the local training result. After this, local training results 

are exchanged among users to form a global knowledge. In the next round, each user learns over his/hers local data again by 

taking the global knowledge as a reference. Finally the information will be spread over users and consensus could be reached. 

It shows that by performing local learning in parallel, efficiency and privacy could be achieved at the same time. 

A. Work Done in Phase 1 

The Phase I of the proposed system consists of   

 Register  

 Friend Request  

 Friends   

 Photo Posting  

 Photo Blurring  

The photos are posted, if the request gets accepted the photos gets visible to everyone. If the user decline the request 

the photo gets blurred.  

B. Work Plan in Phase 2 

The Phase 2 of the proposed system deals with   

 Message Notification   

In this phase, an alert message is sent to person who gets tagged to the photo. If the   person choose yes then the photo gets 

tagged or the photo gets untagged. The Secured Media Access system has the following advantages over the existing system  

 Designed a privacy-preserving system to identify individuals in a co-photos  

 Very useful in protecting users’ privacy in photo/image sharing over online social networks  

 Secret sharing photo Unknown Person Cannot Access the photos and any data its access permission only.  
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Fig. 1: System Architecture Design 

1) Data flow Diagram (DFD) 

 
Fig. 2: Level 0 – DFD 

The user have to register in the application by entering all the details such as name, email id, date of birth, mobile number and 

password. After registration the user can login with the username and password. All the details will be stored in the database. 

 
Fig. 3: Level 1 DFD 

a) Level 1 

The user details will be stored in the database and he can login with username and password. The user can upload the image 

file in the application which will be stored in the database. Tag request to friends can also be sent to the friends. 

 
Fig. 3: Level 2 – DFD 
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b) Level 2 

The user sends the tag request to the friends and when the friend accepts the request the original image will be viewed by 

everyone. If the friend rejects the request only blurred image will be viewed by everyone. 

IV. RESULT 

Thus, the project deals with experimental results of each and every module. An experimental result clearly explains about the 

privacy preservance of photo sharing in Online Social Network. As a result, the overall  benefits  of  this system and finally 

includes the references  which  are  used  for  referring  additional  information about this privacy system.  

V. CONCLUSION 

Thus, the project deals with experimental results of each and every module. An experimental result clearly explains about the 

privacy preservance of photo sharing in Online Social Network. As a conclusion, the overall  benefits  of  this system and finally 

includes the references  which  are  used  for  referring  additional  information about this privacy system.  

Photo sharing in a social network has grown tremendously a passion over a billions of photos shared in a month. Photo 

sharing is one of the most popular features in online social networks such as Facebook, twitter etc. Unfortunately, careless 

photo posting may reveal privacy of individuals in a posted photo. To preserve the privacy leakage and to enable individuals in 

a photo to give the permissions before posting a group photo. Personal photos are highly variable in appearance but are 

increasingly shared online in social networks.  Yet the tagging of photos on social network sites has caused users to lose their 

control on posting their photos.  A privacy-preserving of Face Recognition (FR) system is used to identify individuals in a 

group photo.  Finally, in this work, the Viola-Jones face detection algorithm has been used for detecting faces in personal 

photos. The accuracy of face detection has been achieved through this algorithm. By Genetic Algorithm, the images are secured 

in both encrypted and decrypted manner.  High feature accuracy rate is extracted by use of SVM classifier.  The proposed 

scheme will be very useful in protecting user’s privacy by accepting the role of request in sharing of photos over online social 

networks.  
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