
IJIRST || National Conference on Networks, Intelligence and Computing Systems || March 2017 

 

©IJIRST 2017 Published by IJIRST 139 

Enhanced K-Nearest Neighbor Classification over 

Encrypted Data on Cloud 
 

Tharun1 P. Aravinth2 M. Ramachandramoorthi3 M. Udhayamoorthi4 
1,2,3UG Student 4Assistant Professor 

1,2,3,4Department of Information Technology 
1,2,3,4SNS College of Technology Coimbatore, India 

 

Abstract— Data Mining has wide applications in many areas such as banking, medicine, scientific research and among 

government agencies. Classification is one of the commonly used tasks in data mining applications. For the past decade, due 

to the rise of various privacy issues, many theoretical and practical solutions to the classification problem have been proposed 

under different security models. However, with the recent popularity of cloud computing, users now have the opportunity to 

outsource their data, in encrypted form, as well as the data mining tasks to the cloud. Since the data on the cloud is in 

encrypted form, existing privacy-preserving classification techniques are not applicable. In this paper, we focus on solving 

the classification problem over encrypted data. In particular, we propose a secure k-NN classifier over encrypted data in the 

cloud. The proposed protocol protects the confidentiality of data, privacy of user’s input query, and hides the data access 

patterns. To the best of our knowledge, our work is the first to develop a secure k-NN classifier over encrypted data under 

the semi-honest model. Also, we empirically analyze the efficiency of our proposed protocol using a real-world dataset under 

different parameter settings. The proposed system mainly focuses on information security in insurance company. They can 

encrypt the customer information and stored it in database. When data are encrypted, any data mining tasks becomes very 

challenging before decrypting data. Classification can apply to the customer records. This protects the customers’ sensitive 

information. 

 

Key words: Encrypted Data on Cloud, Enhanced K-Nearest Neighbor Classification 
 

I. INTRODUCTION 

Data mining techniques and applications are very much needed in the cloud computing paradigm. As cloud computing is 

penetrating more and more in all ranges of business and scientific computing, it becomes a great area to be focused by data 

mining. “Cloud computing denotes the new trend in Internet services that rely on clouds of servers to handle tasks. Data mining 

in cloud computing is the process of extracting structured information from unstructured or semi-structured web data sources. 

The data mining in Cloud Computing allows organizations to centralize the management of software and data storage, with 

assurance of efficient, reliable and secure services for their users.”As Cloud computing refers to software and hardware 

delivered as services over the Internet, in Cloud computing data mining software is also provided in this way.  

A. Client Privacy 

Client privacy is a tentative issue as all clients do not have the same demands regarding privacy. Some are satisfied with the 

current policy while others are quite concerned about their privacy. These clients may not afford the luxury of maintaining 

private storage while they are interested in spending a little more money on maintaining their privacy on the cloud. If the client 

itself is a company providing services to others, the violation of privacy of the client affects the privacy of its customers. 

Specially companies dealing with financial, educational, health or legal issues of people are prominent targets and leaking 

information of such companies can do significant harm to their customers. Information in this context refers to the financial 

condition of a customer, the likelihood of an individual getting a terminal illness, the likelihood of an individual being involved 

in a crime etc. Sometimes leaking information regarding a particular company leads to a national catastrophe. 

B. Outsourced Database 

In the Outsourced Database (ODB) model, entities outsource their data management needs to a third-party service provider. 

Such a service provider offers mechanisms for its clients to create, store, update, and access (query) their databases. Database 

outsourcing is an important trend which involves data owners farming out their data management needs to an external service 

provider. One important requirement is to maintain the integrity and authenticity of outsourced data. Whenever an outsourced 

database is queried, the corresponding query reply must be demonstrably authentic. Furthermore, a reply must include a proof 

of completeness to convince the querier that no data matching the query predicate(s) has been omitted. In this paper, we suggest 

new techniques in support of efficient authenticity and completeness guarantees of such query replies. Outsourcing of storage 

and computation to the cloud has become a common practice for both enterprises and individuals. In this setting, typically, a 

client with bounded computational and storage capabilities wishes to outsource its database and, over time, issue queries that 

are answered by powerful servers. 

Essential to provide adequate security measures to protect the stored data from both malicious outsider attacks and the 

Service Provider itself. Security, in most part, implies maintaining data integrity and guarding data privacy. 
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C. Encryption 

Encryption is the most effective way to achieve data security. To read an encrypted file, you must have access to a secret key 

or password that enables you to decrypt it. Unencrypted data is called plain text. Encrypted data is referred to as cipher text. 

In cryptography, encryption is the process of encoding messages or information in such a way that only authorized parties can 

read it. Encryption does not of itself prevent interception, but denies the message content to the interceptor. In an encryption 

scheme, the intended communication information or message, referred to as plaintext, is encrypted using an encryption 

algorithm, generating cipher text that can only be read if decrypted. For technical reasons, an encryption scheme usually uses a 

pseudo-random encryption key generated by an algorithm. It is in principle possible to decrypt the message without possessing 

the key, but, for a well-designed encryption scheme, large computational resources and skill are required. An authorized 

recipient can easily decrypt the message with the key provided by the originator to recipients, but not to unauthorized 

interceptors. 

D. k-NN Algorithm 

In pattern recognition, the k-Nearest Neighbors algorithm (or k-NN for short) is a non-parametric method which is used 

for classification and regression. In both cases, the input consists of the k closest training examples in the feature space. The 

output depends on whether k-NN is used for classification or regression: 

 In k-NN classification, the output is a class membership. An object is classified by a majority vote of its neighbors, with 

the object being assigned to the class most common among its k nearest neighbors (k is a positive integer, typically small). 

If k = 1, then the object is simply assigned to the class of that single nearest neighbor. 

 In k-NN regression, the output is the property value for the object. This value is the average of the values of its k nearest 

neighbors. 

k-NN is a type of instance-based learning, or lazy learning, where the function is only approximated locally and all 

computation is deferred until classification. The k-NN algorithm is among the simplest of all machine learning algorithms. 

Both for classification and regression, it can be useful to assign weight to the contributions of the neighbors, so that 

the nearer neighbors contribute more to the average than the more distant ones. For example, a common weighting scheme 

consists in giving each neighbor a weight of 1/d, where d is the distance to the neighbor.  

The neighbors are taken from a set of objects for which the class (for k-NN classification) or the object property value 

(for k-NN regression) is known. This can be thought of as the training set for the algorithm, though no explicit training step is 

required. 

A shortcoming of the k-NN algorithm is that it is sensitive to the local structure of the data. The algorithm has nothing 

to do with and is not to be confused with k-means, another popular machine learning technique. 

The training examples are vectors in a multidimensional feature space, each with a class label. The training phase of 

the algorithm consists only of storing the feature vectors and class labels of the training samples. 

In the classification phase, k is a user-defined constant, and an unlabeled vector (a query or test point) is classified by 

assigning the label which is most frequent among the k training samples nearest to that query point. 

A commonly used distance metric for continuous variables is Euclidean distance. For discrete variables, such as for 

text classification, another metric can be used, such as the overlap metric (or Hamming distance). In the context of gene 

expression microarray data, for example, k-NN has also been employed with correlation coefficients such as Pearson and 

Spearman. Often, the classification accuracy of k-NN can be improved significantly if the distance metric is learned with 

specialized algorithms such as Large Margin Nearest Neighbor or Neighbourhood components analysis. 

A drawback of the basic "majority voting" classification occurs when the class distribution is skewed. That is, 

examples of a more frequent class tend to dominate the prediction of the new example, because they tend to be common among 

the k-nearest neighbors due to their large number. One way to overcome this problem is to weigh the classification, taking into 

account the distance from the test point to each of its k nearest neighbors. The class (or value, in regression problems) of each 

of the k nearest points is multiplied by a weight proportional to the inverse of the distance from that point to the test point. 

Another way to overcome skew is by abstraction in data representation. For example in a self-organizing map (SOM), each 

node is a representative (a center) of a cluster of similar points, regardless of their density in the original training data. K-NN 

can then be applied to the SOM. 

II. PARAMETER SELECTION 

The best choice of k depends upon the data; generally, larger values of k reduce the effect of noise on the classification, but 

make boundaries between classes less distinct. A good k can be selected by various heuristic techniques. The special case where 

the class is predicted to be the class of the closest training sample (i.e. when k = 1) is called the nearest neighbor algorithm. 

The accuracy of the k-NN algorithm can be severely degraded by the presence of noisy or irrelevant features, or if the 

feature scales are not consistent with their importance. Much research effort has been put into selecting or scaling features to 

improve classification. A particularly popular approach is the use of evolutionary algorithms to optimize feature 

scaling. Another popular approach is to scale features by the mutual information of the training data with the training classes.  

In binary (two class) classification problems, it is helpful to choose k to be an odd number as this avoids tied votes. 

One popular way of choosing the empirically optimal k in this setting is via bootstrap method. 

https://en.wikipedia.org/wiki/Cryptography
https://en.wikipedia.org/wiki/Plaintext
https://en.wikipedia.org/wiki/Ciphertext
https://en.wikipedia.org/wiki/Key_(cryptography)
https://en.wikipedia.org/wiki/Pattern_recognition
https://en.wikipedia.org/wiki/Non-parametric_statistics
https://en.wikipedia.org/wiki/Statistical_classification
https://en.wikipedia.org/wiki/Regression_analysis
https://en.wikipedia.org/wiki/Feature_space
https://en.wikipedia.org/wiki/Integer
https://en.wikipedia.org/wiki/Instance-based_learning
https://en.wikipedia.org/wiki/Lazy_learning
https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/K-means
https://en.wikipedia.org/wiki/Machine_learning
https://en.wikipedia.org/wiki/Feature_vector
https://en.wikipedia.org/wiki/Continuous_variable
https://en.wikipedia.org/wiki/Euclidean_distance
https://en.wikipedia.org/wiki/Hamming_distance
https://en.wikipedia.org/wiki/Large_Margin_Nearest_Neighbor
https://en.wikipedia.org/wiki/Neighbourhood_components_analysis
https://en.wikipedia.org/wiki/Self-organizing_map
https://en.wikipedia.org/wiki/Heuristic_(computer_science)
https://en.wikipedia.org/wiki/Feature_selection
https://en.wikipedia.org/wiki/Feature_scaling
https://en.wikipedia.org/wiki/Evolutionary_algorithm
https://en.wikipedia.org/wiki/Mutual_information


 
Enhanced K-Nearest Neighbor Classification over Encrypted Data on Cloud 

 (IJIRST/Conf/NCNICS/2017/028) 

 

 
141 

A. Properties 

K-NN is a special case of a variable-bandwidth, kernel density "balloon" estimator with a uniform kernel.  

The naive version of the algorithm is easy to implement by computing the distances from the test example to all stored 

examples, but it is computationally intensive for large training sets. Using an appropriate nearest neighbor search algorithm 

makes k-NN computationally tractable even for large data sets. Many nearest neighbor search algorithms have been proposed 

over the years; these generally seek to reduce the number of distance evaluations actually performed. 

k-NN has a some strong consistency results. As the amount of data approaches infinity, the algorithm is guaranteed to 

yield an error rate no worse than twice the Bayes error rate (the minimum achievable error rate given the distribution of the 

data). k-NN is guaranteed to approach the Bayes error rate for some value of k (where k increases as a function of the number 

of data points). Various improvements to k-NN are possible by using proximity graphs. 

B. Metric Learning 

The K-nearest neighbor classification performance can often be significantly improved through (supervised) metric learning. 

Popular algorithms are Neighbourhood components analysis and Large margin nearest neighbor. Supervised metric learning 

algorithms use the label information to learn a new metric or pseudo-metric. 

C. Feature Extraction 

When the input data to an algorithm is too large to be processed and it is suspected to be notoriously redundant (e.g. the same 

measurement in both feet and meters) then the input data will be transformed into a reduced representation set of features (also 

named features vector). Transforming the input data into the set of features is called feature extraction. If the features extracted 

are carefully chosen it is expected that the features set will extract the relevant information from the input data in order to 

perform the desired task using this reduced representation instead of the full size input. Feature extraction is performed on raw 

data prior to applying k-NN algorithm on the transformed data in feature space. 

An example of a typical computer vision computation pipeline for face recognition using k-NN including feature extraction 

and dimension reduction pre-processing steps (usually implemented with OpenCV): 

 Haar face detection 

 Mean-shift tracking analysis 

 PCA or Fisher LDA projection into feature space, followed by k-NN classification 

D. Dimension Reduction 

For high-dimensional data dimension reduction is usually performed prior to applying the k-NN algorithm in order to avoid the 

effects of the curse of dimensionality.   

The curse of dimensionality in the k-NN context basically means that Euclidean distance is unhelpful in high 

dimensions because all vectors are almost equidistant to the search query vector (imagine multiple points lying more or less on 

a circle with the query point at the center; the distance from the query to all data points in the search space is almost the same). 

Feature extraction and dimension reduction can be combined in one step using principal of the component 

analysis (PCA),  linear discriminate analysis (LDA), or canonical correlation analysis (CCA) techniques as a pre-processing 

step, followed by clustering by k-NN on feature vectors in reduced-dimension space. In machine learning this process is also 

called low-dimensional embedding.  

For very-high-dimensional datasets (e.g. when performing a similarity search on live video streams, DNA data or high-

dimensional time series) running a fast approximate k-NN search using locality sensitive hashing, "random projections", 

"sketches"  or other high-dimensional similarity search techniques from the VLDB toolbox might be the only feasible option. 

E. Data Reduction 

Data reduction is one of the most important problems for work with huge data sets. Usually, only some of the data points are 

needed for accurate classification. Those data are called the prototypes and can be found as follows: 

 Select the class-outliers, that is, training data that are classified incorrectly by k-NN (for a given k) 

 Separate the rest of the data into two sets:  

1) The prototypes that are used for the classification decisions and  

2) The absorbed points that can be correctly classified by k-NN using prototypes. The absorbed points can then be 

removed from the training set. 

III. EXISTING SYSTEM 

Existing work on privacy-preserving data mining (PPDM) (either perturbation or secure multi-party computation (SMC) based 

approach) cannot solve the DMED problem. Perturbed data do not possess semantic security, so data perturbation techniques 

cannot be used to encrypt highly sensitive data. Also the perturbed data do not produce very accurate data mining results. Secure 

multi-party computation based approach assumes data are distributed and not encrypted at each participating party. 

A. Disadvantages in Existing System 

1) Existing techniques are very expensive 

2) They do not produce accurate data mining results due to the addition of statistical noises to the data. 

3) Not secured. 
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B. Problem Definition 

Applying data mining technique over encrypted data in the cloud is challenging one. The user privacy should not reveal to the 

intermediate persons. Introducing the third party auditor provides less security. Hence the system should provide the accurate 

data mining results.  

IV. PROPOSED SYSTEM 

We proposed novel methods to effectively solve the DMED problem assuming that the encrypted data are outsourced to a 

cloud. Specifically, we focus on the classification problem since it is one of the most common data mining tasks. Because each 

classification technique has their own advantage, to be concrete, this paper concentrates on executing the k-nearest neighbor 

classification method over encrypted data in the cloud computing environment. The proposed system can be implement in any 

of the application. 

In the proposed system, the concept is used in insurance company. The customer details are encrypted and stored in 

the cloud server. Only the authenticated user can view the records from the cloud. K-nearest neighbor classification method is 

used in order to retrieve the records from the cloud server. This classification algorithm can be used to discover useful patterns.  

A. Advantages of Proposed System 

1) New security primitives and solutions are introduced. 

2) It protects the confidentiality of data and hides the data access patterns. 

3) Proposed work is more efficient. 

4) It improves the performance. 

5) There is no use of any third party auditor. 

B. Modules 

 Cloud server 

 Encrypting data 

 Customer Module 

 Data Miner Module 

 Classifying encrypted data 

 Generating Report 

1) Cloud Server 

In this module admin can collect the customer details and stored it in the cloud server. The customer details include customer 

name, customer ID, age, address, city, marital status, yearly income, type of policy etc.,. Admin can add the type of policy and 

policy details in the cloud. Admin can maintain all customer details, employee details and other policy details in cloud storage. 

2) Encrypting Data 

The details maintaining in the cloud are needed to encrypt in order to protect the data from data leakage. This is done by admin. 

After encrypting data, no one view the contents of data without decrypting it. For the purpose of data encryption, AES algorithm 

can be used. 

3) Customer Module 

Customer can view the records from the cloud. They can update the records at every time of premium. Customer should login 

to the system with the respective user id and password. Before login to the system, customer should register with their personal 

details. Customer can view the type of policies and policy details.  

4) Data Miner Module 

Data miner may be the employees in the insurance company. Employees may need some records in order for verification or 

updating records. If they need decrypted data, they need to send request to admin. After verification of requester details, admin 

can send the decrypted file or decryption key to the users. 

5) Classifying Encrypted Data 

In this module classification method is used in order to classify the encrypted data. Admin can retrieve the records based on 

some patterns. For example, admin can retrieve the records according to the type of policy, or month wise premium etc.   For 

classifying these data’s k-nn classifier can be used.  

6) Generating Report 

In this module admin can generate the report based on the retrieval records for ease verification. This report hides the user data 

access patterns and protects the confidentiality of data. 

7) Test objectives 

 All field entries must work properly. 

 Pages must be activated from the identified link. 

 The entry screen, messages and responses must not be delayed. 

8) Features to be tested 

 Verify that the entries are of the correct format 

 No duplicate entries should be allowed 

 All links should take the user to the correct page. 
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V. SCREENSHOTS 

A. Admin Login 

 
Fig. 1: Admin Login 

Admin can maintain all customer details, employee details and other policy details in cloud storage. 

   

 
Fig. 2: Database 
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