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Abstract— Computer networking is the practice of interfacing two or more computing devices with each other for the purpose 

of sharing data. Computer networks are built with a combination of hardware and software components. Networking is 

simply an information exchange between you and another person. It involves establishing relationships with people who can 

help you advance your career in many ways. A wireless sensor network (WSN) is a wireless network consisting of spatially 

distributed autonomous devices using sensors to monitor physical or environmental conditions. A WSN system incorporates 

a gateway that provides wireless connectivity back to the wired world and distributed nodes.  The node failure is detected 

using EEACK method. Enhanced Adaptive Acknowledgement (EAACK) specially designed for MANETs. EAACK 

demonstrates higher malicious behavior detection rates in certain circumstances while does not greatly affect the network 

performances. EAACK is consisted of three major parts, namely, ACK, secure ACK (S- ACK), and misbehavior report 

authentication (MRA). EAACK requires all acknowledgment packets to be digitally signed before they are sent out and 

verified until they are accepted. So it uses the DSA and RSA algorithm. The node failure is detected using probabilistic 

approach in the proposed system. Probabilistic approach is the combination of localized estimation, localized monitoring 

and node collaboration. Binary feedback and non-binary feedback are the algorithms used in this approach. The node failure 

detection using node collaboration leads to confusion for the source node. The size of the trace file increases due to different 

information’s. The information from the different nodes will not be similar which leads to confusion to the source node. The 

size of the trace files increase.  A gathers information from its neighbors, and uses the information jointly to make the 

decision. The first scheme incurs lower communication overhead than the second scheme. On the other hand, the second 

scheme fully utilizes information from the neighbors and can achieve better performance in failure detection and false 

positive rates. 
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I. INTRODUCTION 

Wireless Sensor Network is employed to monitor the Target areas and its communication medium of the wireless node.  The 

Maintenance and deploying of wireless sensor network is considered as important problem in this research. As wireless Network 

mostly rely on sensor node for measurement about the route traffic and node density to make necessary strategies for efficient 

data communication. The source node schedules the packet streams to neighbors based on their queuing condition, channel 

condition, and mobility, aiming to reduce transmission time and increase network capacity. The neighbors then forward packets 

to base stations, which further forward packets to the destination. It is topology used for data communication using the wireless 

node with mobility. The Wireless network is an infrastructure less network which guarantee the seamless integration of network 

nodes for efficient data communication. The Network supports end to end transmission delay and enhances throughput of the 

system using better network structure. 

The Wireless network is self-organizing network through the extending the coverage of the infrastructure network 

performance. The network proposed with QOS factors, such as routing, which often requires node negotiation, admission 

control, resource reservation, and priority scheduling of packets.  However, it is more difficult to guarantee QoS in wireless 

network due to their unique features including user mobility, channel variance errors, and limited bandwidth. Thus, the system 

attempts to directly adapt the QoS solutions for infrastructure networks to wireless network generally do not have great success 

II. EXISTING SYSTEM 

The node failure is detected using Enhanced Adaptive Acknowledgement (EEACK) method. Enhanced Adaptive 

Acknowledgment (EAACK) specially designed for MANETs. Compared to contemporary approaches, EAACK demonstrates 

higher malicious behavior detection rates in certain circumstances while does not greatly affect the network performances. 

EAACK is consisted of three major parts, namely, ACK, secure ACK (S- ACK), and misbehavior report authentication (MRA). 

In order to distinguish different packet types in dif- ferent schemes, we included a 2-b packet header in EAACK.   

ACK is basically an end-to-end acknowledgment scheme. It acts as a part of the hybrid scheme in EAACK, aiming to 

reduce network overhead when no network misbehavior is detected. The S-ACK scheme is an improved version of the 

TWOACK scheme proposed by Liu et al. [16]. The principle is to let every three consecutive nodes work in a group to detect 

misbehaving nodes. For every three consecutive nodes in the route, the third node is required to send an S-ACK 

acknowledgment packet to the first node. The intention of introducing S-ACK mode is to detect misbehaving nodes in the 

presence of receiver collision or limited transmission power. The MRA scheme is designed to resolve the weakness of 
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Watchdog when it fails to detect misbehaving nodes with the presence of false misbehavior report. The false misbehavior report 

can be generated by malicious attackers to falsely report innocent nodes as malicious. This attack can be lethal to the entire 

network when the attackers break down sufficient nodes and thus cause a network division. The core of MRA scheme is to 

authenticate whether the destination node has received the reported missing packet through a different route. 

A. Disadvantages of Existing System 

 It is completely based on the acknowledgement. 

 It is only applicable within the transmission range 

III. PROPOSED SYSTEM  

In existing system we take a probabilistic approach and propose two node failure detection schemes that systematically combine 

localized monitoring, location estimation and node collaboration. Extensive simulation results in both connected and 

disconnected networks demonstrate that our schemes achieve high failure detection rates (close to an upper bound) and low 

false positive rates, and incur low communication overhead. Compared to approaches that use centralized monitoring, our 

approach has up to 80% lower communication overhead, and only slightly lower detection rates and slightly higher false positive 

rates. In addition, our approach has the advantage that itis applicable to both connected and disconnected networks while 

centralized monitoring is only applicable to connected networks. Compared to other approaches that use localized monitoring, 

our approach has similar failure detection rates, up to 57% lower communication overhead and much lower false positive rates. 

In the probabilistic approach that judiciously combines localized monitoring, location estimation and node 

collaboration to detect node failures in mobile wireless networks. Specifically, we propose two schemes. In the first scheme, 

when a node A cannot hear from a neighboring node B, it uses its own information about B and binary feedback from its 

neighbors to decide whether B has failed or not. In the second scheme, A gathers information from its neighbors, and uses the 

information jointly to make the decision. The first scheme incurs lower communication overhead than the second scheme. On 

the other hand, the second scheme fully utilizes information from the neighbors and can achieve better performance in failure 

detection and false positive rates. We have evaluated our schemes using extensive simulation in both connected and 

disconnected networks (i.e., networks that lack contemporaneous end-to-end paths). Simulation results demonstrate that both 

schemes achieve high failure detection rates, low false positive rates, and incur low communication overhead. Compared with 

approaches that use centralized monitoring, while our approach may have slightly lower detection rates and slightly higher false 

positive rates, it has significantly lower communication overhead (up to 80%lower). In addition, our approach has the advantage 

that it applicable to both connected and disconnected networks. Compared to other approaches that use localized monitoring, 

our approach has similar failure detection rates, lower communication overhead (up to 57% lower) and much lower false 

positive rate. 

For a disconnected network, as in, we assume a node carries information of node failures and uploads the information 

opportunistically to a sink. There may exist multiple sinks, which are connected to a manager node. The sinks relay information 

to the manager node. Binary feedback algorithm and non-binary feedback algorithm are used in this approach. Binary feedback 

algorithm is used for connected network and non-binary feedback algorithm is used for disconnected network. 

A. Advantages  

 The failure node will be detected without network connectivity  

 Each node will know the  whole behavior of all the other neighboring nodes due to the localized monitoring and localized 

estimation    

B. System Architecture 

 
Fig. 1: Node Failure Detection  



 
Detecting the Selfish Node in Wireless Sensor Network through Collaboration Filtering 

 (IJIRST/Conf/NCNICS/2017/034) 

 

 
176 

IV. LIST OF MODULES 

 Establishing the mobile Adhoc network  

 Establishing the Selfish node and Colluding Nodes  

 Modeling the Collaborative contact based watchdog   

A. Establishing the mobile Adhoc network    

In this module, we establish Mobile Ad hoc Networks with several nodes. Each node in a MANET is free to move independently 

in any direction, and will therefore change its links to other devices frequently.  Each must forward traffic unrelated to its own 

use, and therefore be a router.  The primary challenge in building a MANET is equipping each device to continuously maintain 

the information required to properly route traffic.  Such networks may operate by themselves or may be connected to the larger 

Internet. Because of the infrastructure-less architecture of MANET, our risk-aware response system is distributed, which means 

each node in this system makes its own response decisions based on the evidences and its own individual benefits. Therefore, 

some nodes in MANET may isolate the malicious node, but others may still keep in cooperation with due to high dependency 

relationships.  

B. Establishing the Selfish node and Colluding Nodes  

In terms of attack vectors, a malicious node can disrupt the routing mechanism in the following simple ways:  

1) Selfish Nodes 

A selfish node usually denies packet forwarding in order to save its own resources. This behavior results in heavy packet loss 

during the data transmission.  

2) Impacts of the Selfish Nodes 

 Average hop count increases  

 Number of packet dropped increases  

 Throughput reduces  

 Probability of Reachability is less  

C. Colluding Nodes 

It intentionally disturbs the correct behavior of the network. Malicious node can be lying about the status of other nodes, 

producing a fast diffusion of false negatives or false positives. They can intentionally participate in network communication 

with the only goal to hide their behavior from the network. 

The behavior of malicious nodes is modeled from the receiver perspective, which is based on the probability of 

receiving wrong information about a given node when a contact with a malicious node occurs. 

D. Modeling the Collaborative contact based watchdog 

Watchdog systems overhear wireless traffic and analyze it to decide whether neighbor nodes are behaving in a selfish manner. 

When the watchdog detects a selfish node it is marked as a positive detection (or a negative detection, if it is detected as a non-

selfish node). The system combines local watchdog detections and the dissemination of this information on the network. If one 

node has previously detected a selfish node it can transmit this information to other nodes when a contact occurs. This way, 

nodes have second hand information about the selfish nodes in the network. The network as a continuous time Markov chain 

(CTMC) and derive expressions for obtaining the time and overhead (cost) of detection of selfish nodes under the influence of 

false positives, false negatives and malicious nodes. In general, the analytical evaluation shows a significant reduction of the 

detection time of selfish nodes with a reduced overhead when comparing CoCoWa against a traditional watchdog. 

V. RESULT 

The failure node is detected using the probabilistic approach. The failure node is detected by collecting the information’s from 

the entire neighboring node. 

  
Fig. 2: Node Creation         Fig. 3: Transaction Path Detection 
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Fig. 4: Shortest path between source and destination        Fig. 5: Sending data packets from source to destination 

VI. CONCLUSION AND FUTURE WORK 

A. Conclusion 

The failure node is detected which is very challenging using probabilistic approach. By collecting the information from the 

neighboring node, the failure node is detected. We designed and implemented the probabilistic approach and designed two node 

failure detection schemes that combine localized monitoring, location estimation and node collaboration for mobile wireless 

networks through collection of monitored information. It fully utilizes information from the neighbors and can achieve better 

performance in failure detection and false positive rates incur lower communication overhead.  Extensive simulation results 

demonstrate that our schemes achieve high failure detection rates, low false positive rates, and low communication overhead. 

We further demonstrated the tradeoffs of the binary and non-binary feedback schemes. 

B. Future Work 

The node was detected using probabilistic approach. Due to the collection of information from all the neighboring nodes, 

confusion arises to the source node and the size of the trace file increases. As a future work, the size of the trace file will be 

reduced by node collaboration filtering. This will reduce the confusion to the source node. The similarity information will be 

collaborated to detect the failure node and the other information will be rejected. 

REFERENCES 

[1] C.-F. Hsin and M. Liu.A Distributed Monitoring Mechanism forWireless Sensor Networks.In Proc. of ACM WiSe, 

December 2002. 

[2] N. Sridhar. Decentralized Local Failure Detection in Dynamic DistributedSystems. In IEEE Symposium on Reliable 

Distributed Systems (SRDS), pages 143–154, 2006.   

[3] M. Elhadef and A. Boukerche.A Failure Detection Service for Large-Scale Dependable Wireless Ad-Hoc and Sensor 

Networks. InInternational Conference on Availability, Reliability and Security, pages182–189, 2007.   

[4] I. Gupta, T. D. Chandra, and G. S. Goldszmidt. On Scalable and Efficient Distributed Failure Detectors. In Proc. of ACM 

symposium on Principles of distributed computing (PODC), pages 170– 179, 2001.   

[5] D. Liu and J. Payton. Adaptive Fault Detection Approaches for Dynamic Mobile Networks. In IEEE Consumer 

Communications and Networking Conference (CCNC), pages 735–739, 2011.   

[6] Bletsas, A. Khisti, D.P. Reed, and A. Lippman. A Simple Cooperative Diversity Method Based on Network Path Selection. 

2003.   

[7] M. E. J. Newman and M. Girvan. Finding and evaluating community structure in networks. Proposed in the 2004.   

[8] P. A. K. Acharya, A. Sharma, E. M. Belding, K. C. Almeroth S. Member, and D. Papagiannaki, proposed “Rate adaptation 

in congested wireless networks through real- time measurements,” in 2010. 


