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Abstract— Cybercrime is defined as a crime in which a computer is the object of the crime (hacking, phishing, spamming) or 

is used as a tool to commit an offense (hate crimes). Cybercriminals may use computer technology to access personal 

information, business trade secrets, or use the internet for exploitive or malicious purposes. Criminals can also use computers 

for communication and document or data storage. Criminals who perform these illegal activities are often referred to as 

hackers [1]. Our paper gives detailed information regarding Cybercrime, its types, modes of cybercrime, security measures 

including prevention to deal efficiently with cybercrime. 
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I. INTRODUCTION 

Now a day, a new area having occurrence of “CRIME” have been emerge after innovation of cyber technology which has 

been named as ‘CYBERCRIME”. Following the Demonetisation, many people were forced to take their purchase transaction 

through the cashless system to complete their daily needs which may  lead to Cybercrime probably, though it is not actually 

in terms, it may or may not be… We are having limited knowledge of crime occurring in "cyberspace", known as cybercrime, 

which happens on computer and the Internet, however, cybercrime has a severe potential for remarkable impact on the lives 

of individuals and our society. Therefore, a detailed introduction of cybercrime needs to be presented. There are many terms 

used to describe cybercrime. The former descriptions were "computer crime", "computer-related crime" or "crime by 

computer". With the pervasion of digital technology, we come across to some new terms like "high-technology" or 

"information-age" crime were added to the definition. Also, Internet brought other new terms, like "cybercrime" and "net" 

crime. Other forms include "digital", "electronic", "virtual" , "IT", "high-tech" and technology-enabled" crime. It has been 

observed, on the one hand, each of them didn't cover the whole meaning of cybercrime, because there is no incorporation of 

networks. On the other hand, terms such as "high-tech" or "electronic" crime might be too broad to specify that the crime is 

the exact cybercrime, since other fields also have "hi-tech" developments like nanotechnology and bioengineering. Currently, 

although no one term has become dominant in use, "cybercrime" is the term used most pervasively. In general, cybercrime 

has three categories: 

1) target cybercrime: the crime in which a computer is the target of the offense.  

2) tool cybercrime: the crime in which a computer is used as a tool in committing the offense. 

3) computer incidental: the crime in which a computer plays a minor role in committing the offense. 

The boundaries of these categories are not so clear. For example, if someone uses high-tech hacking into a computer 

or server, getting something valuable, it's hard to say it must be a "theft" in tool cybercrime or a "hacking" in target 

cybercrime. So why do we still categorize cybercrime? I think we can analyse cybercrime better and more efficiently by this 

way. Although there is some intersection, with categorization to describe the cybercrime, we will focus on each part of 

cybercrime respectively and then have a comprehensive concept finally. 

The history of cybercrime is short as compared to traditional crimes because of the use of the new technology, 

started later by the humankind.Reports regarding the cybercrime publish from time to time which present the scenario at a 

particular time period.  The first published report of cybercrime occurred in the 1960s, when computers were large mainframe 

systems. Since mainframes were not connected with other ones and only few people can access them, the cybercrimes were 

always "insider" cybercrimes, which means employment allowed them to access into mainframe computers. The person who 

is engaged in the field of this allowed to play his naughty role to damage something. In the 1960s and 1970s, the cybercrime, 

which was "computer crime" in fact, was different from the cybercrime we faced with today, because of no Internet in that 

era.After that, there is increase in computer use and so this type of crime has gone increasingly.Increasing use of computer 

network and personal computers transformed "computer crime" into real cybercrime. Since Internet was invented, people 

began to exchange information based on networks of computers, also keep data in computer rather than paper. Preservation of 

data have chances for it theft which may lead to cybercrime. At the same time, the cybercrime was not only restricted in 

target cybercrime, but expanded into tool cybercrime and computer incidental. This process is similar to the process of 

learning one language. In childhood, we learn language itself; then, when we grow up and are good at it, we will use it to 

communicate with each other but itself is not a prime element. In general, current consensus on the classification of 

cybercrime is to divide it into three categories that are said in the first paragraph above. We can set another analogy: target 

cybercrime is like crossword, which focuses on the magic of language itself; tool cybercrime is like fraud or harassment on 

street or in other face-to-face ways, but the place in which tool cybercrime happens is not physical environment but 

cyberspace; computer incidental including some electronic proof is saved in computer or the camera captures the criminal 

withdrawing money in a bank. Generally, these three categories are elaborated in the three following sections and in each 

section some latest cases will be studied [2]. 
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II. OBJECTIVES 

1) To take the overview of critical infrastructure in Indian scenario. 

2) Knowing the status of internet users in India.  

3) Examining cybercrime classification cybercrime scenario in India[8]. 

III. TYPES OF CYBER CRIME 

When any crime is committed over the Internet it is referred to as a cybercrime. There are many types of cybercrimes and the 

most common ones are explained below: 

A. Hacking 

Hacking: It is an electronic intrusion, or gaining access to resources like computer, e-mail or social networking accounts such 

as Face book, Gmail, and Hotmail etc. via a computer or network resource without permission[9].This is a type of crime 

wherein a person’s computer is broken into so that his personal or sensitive information can be accessed. In the United States, 

hacking is classified as a felony and punishable as such. This is different from ethical hacking, which many organizations use 

to check their Internet security protection. In hacking, the criminal uses a variety of software to enter a person’s computer and 

the person may not be aware that his computer is being accessed from a remote location. We often read the news of hacking 

of site of even the giant company or any department of the government or any institutions by the mischievous. 

B. Theft 

This crime occurs when a person violates copyrights and downloads music, movies, games and software. There are even peer 

sharing websites which encourage software piracy and many of these websites are now being targeted by the FBI. Today, the 

justice system is addressing this cybercrime and there are laws that prevent people from illegal downloading. It is most 

common way to stolen the idea or the contents of the subject from the software. 

C. Cyber Stalking 

This is a kind of online harassment wherein the victim is subjected to a barrage of online messages and emails. Typically, 

these stalkers know their victims and instead of resorting to offline stalking, they use the Internet to stalk. However, if they 

notice that cyber stalking is not having the desired effect, they begin offline stalking along with cyber stalking to make the 

victims’ lives more miserable. 

D. Identity Theft 

This has become a major problem with people using the Internet for cash transactions and banking services. In this 

cybercrime, a criminal accesses data about a person’s bank account, credit cards, Social Security, debit card and other 

sensitive information to siphon money or to buy things online in the victim’s name. It can result in major financial losses for 

the victim and even spoil the victim’s credit history. We often read in newspaper that someone has been cheated by 

withdrawing the money from the Bank Account of another. Mostly this occur only when the owner of the card discloses the 

details of secret password to some unknown person who enquire about it by asking in a manner by which the owner is 

tempted to reply truly regarding their secrecy.We afraid that after demonetisation in India, credit or debit card frauds may the 

jump in the category of cybercrime because people are not used to such  

E. Malicious Software 

These are Internet-based software or programs that are used to disrupt a network. The software is used to gain access to a 

system to steal sensitive information or data or causing damage to software present in the system. By way of increasingly uses 

of computer based programme or work, one must take care of such malicious software which may damage their system. 

F. Child soliciting and Abuse 

This is also a type of cybercrime wherein criminals solicit minors via chat rooms for child pornography. The FBI has been 

spending a lot of time monitoring chat rooms frequented by children with the hopes of reducing and preventing child abuse 

and soliciting. 

IV. CASE STUDY  

A. CASE 1  

THEFT OF SENSITIVE DATA: An incident occurred in 2012 at the South Carolina Department of Revenue’ that illustrates 

this cybercrime. Cybercriminals broke into the department‘s computer systems and stole 3.6 million Social Security numbers 

and 387,000 credit/debit card numbers  

1) Cause  

1) The crime occurs when a cybercriminal gains access to sensitive data and steals it. The crime can be as simple as copying 

an entity‘s customer data files onto a flash drive and selling it to a competitor, or using confidential or proprietary 

information to compete with the entity‘s business.  

2) According to investigation report at least one employee felt for the trick and opened the file, which infected the computer  

3) Its malware had key logging capabilities to intercept the employee‘s name and password  
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2) Weak security cause:  

1) The workers were not required to use multiple passwords when trying to obtain sensitive information and the state 

also did not encrypt sensitive data lack of encryption. 

B. CASE II 

The popularity of increasing internet and interest in computer offense, morals and privacy has gained momentum. For 

example, in July, 2001, MSNBC.com reporter Bob Sullivan reported that the personal data was posted up in a chat room. [4] 

In India legislative act implemented as IT act 2000. In recent research paper of May 2015, the growth ratio of cybercrime is 

shown 51.5% . The graph below shows the cybercrime ratio from 2010 to 2013 in India [5] 

 
Fig. 1: Growth of cybercrime ratio year wise [6] 

V. PREVENTION 

There are following types to prevent cybercrime. 

1) Create Strong Passwords – Create passwords with eight characters or more and that use a combination of letters, 

numbers, and symbols. It should be disclosed as it leads to ultimate damage to our financial or social transaction. 

2) Keep Private Information Private – Keep social security numbers, account numbers, and passwords private, as well as 

specific information about yourself, such as your full name and date of birth. Sometimes the owner is tempted to disclose 

the same by anyhow, but for the prevention of the frauds, it should be taken care of. 

3) Lock Your Computer – Lock your computer and smartphones when not in use. Whenever, we left from our computer 

place or site, we should ensure that it has been completely secure. 

4) Protect Your Computer – Be cautious about opening attachments or clicking on links in emails and remember that free 

apps (games, ringtones, screen savers) can hide viruses or spam. Due care should be taken to control for visit of any link 

or site which might have unknown/harmful virus 

5) Own Your Online Presence – Always use privacy settings on social networking websites. This is the most important as 

this platform are increasing day-by-day. 

6) Do Business with Reputable Vendors – Before providing any personal or financial information, make sure that you are 

interacting with a reputable, established vendor. Any unknown vendor or person may damage or disclose your data for 

the benefit of their personal or others. 

7) Report Suspicious Activity – Report online fraud to the Federal Trade Commission. Now, mostly there is in-house 

system developed by each individual institution for reporting of suspicious activity on specific time gap which analyse 

the area of concern to take necessary steps for its prevention. 

VI. PASSWORD MANAGEMENT 

Certain minimum quality standards for password shall be enforced. The quality level shall be increased progressively. The 

following control features shall be implemented for passwords: (i) Minimum of eight characters without leading or trailing 

blanks; (ii) Shall be different from the existing password and the two previous ones; (iii)Shall be changed at least once every 

ninety days; for sensitive system, password shall be changed at least once every thirty days; and (iv) Shall not be shared, 

displayed or printed. Password retries shall be limited to a maximum of three attempted logons after which the user ID shall 

then be revoked; for sensitive systems, the number of password retries should be limited to a maximum of two. Passwords 

which are easy-to-guess (e.g. user name, birth date, month, standard words etc.) should be avoided[10]. 

VII. CONCLUSION  

In India the cybercrimes are rising significantly. The offences such as social media, credit card fraud, phishing, and virus, 

Malware, Denial of services, Gambling, Hacktivist, Personal data breach, corporate data breach and virtual currency are 

repeatedly done by cyber criminals. Involvement of male gender for committing cybercrimes is more in age groups 18-30 

compare to female. The 60 and above age groups persons are also involved in cybercrimes. It is not good sign that senior 

http://www.ftc.gov/
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citizens are also involved in cybercrimes. In the state wise cybercrimes list, Maharashtra is at top position. Most of the 

cybercrimes are committed at Nationalized Bank Group. From various categories of banks, maximum victims are suffered 

from money loss and data loss. The internet is the medium for huge information and medium of communication around the 

world, it is necessary to take certain precautions while operating it. To prevent the cybercrimes it is necessary to take certain 

precautions while operating the computer or internet. It is very important to educate every one and make them aware of 

cybercrimes and punishments –penalties for safe surfing and browsing, make them aware how to use and handle mobile and 

online banking, how to secure personal information, how to use various applications, what precautions has to be taken while 

doing online banking transactions. It is necessary to strong enforcement of cybercrimes rules and regulations[7]. 
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