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Abstract— The purpose of this paper is to analyze the effect of privacy and perceived security on the level of trust shown by 

the consumer in the internet. It also aims to reveal and test the close relationship between the trust in a web site and the 

degree of loyalty to it. First, there is an explanation of the main attributes of the concepts examined, with special attention 

being paid to the multi‐ dimensional nature of the variables and the relationships between them. 
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I. INTRODUCTION 

Nowadays the various electronic payment systems consists of a numerous types to achieve a strong level of the security. 

However, in parallel, the attacks procedures and strategies are as advanced as the security solutions.  The payment approaches 

through the internet and the network has been growing at a furious speed. The aspect of dependability is strongly related to the 

aspects of the Security in the computer system. Codes can be easily deployed and very cheap to produce. Therefore, they 

became the medium of choice in billboard advertising to access potential customers. One of the most commonly found use case 

is URL encoding to make information instantly available. A payment gateway is what enable the credit card transactions to 

take place. It’s a layer of processing that interface with your ecommerce site and your merchant-account. This is wherever 

security, encryption and all that important stuff come into play. 

II. WEBSITE AND PAYMENT SERVICES 

A graphical representation of the concepts, their principles, elements and components that are part of architecture. This specific 

architecture diagram helps CxOs, managers and architects to make decisions like reduplication of application modules, 

replacing, merging, integrating and phasing out applications.  

 
Fig. 1: 

Each payment method is identified by a Payment Method Identifier. The payment mediator compares payment method 

identifiers to determine which payment methods to offer the user. Payment Method Identifiers will support distributed 

extensibility, meaning that there does not need to be a central machine-readable registry to discover or register payment 

methods. 
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Fig. 2: 

The information required to use a Payment Method is called Payment Method Data. For a given payment method 

within a payment app, a user may have multiple instances of payment method data. Examples: a personal credit card (PAN, 

expiration data, CVV) and a business credit card, or multiple Bit coin accounts.Gateway for any payments is nothing but 

merchant services by an e-commerce application service provider that allows credit cards, debit cards or EFT payments 

processing for e-businesses, online retailers and many more. Specialized financial services can also be provided to the customers 

for Payment Gateway such as payment services. Payment gateway is nothing but a bridge between payment portal and front 

end processor. 

III. ONLINE SOCIAL NETWORK –OSN 

A social networking service (also social networking site, SNS or social media) is an online platform that is used by people to 

build social networks or social relations with other people who share similar personal or career interests, activities, backgrounds 

or real-life connections. The variety of stand-alone and built-in social networking services currently available in the online 

space introduces challenges of definition; however, there are some common features. Nowadays the payment approaches via 

the internet and the network has been growing at a furious pace. In this way, the variety of the electronic payment systems 

consists of a numerous types to achieve a strong level of the security. However, in parallel, the attacks procedures and strategies 

are as advanced as the security solutions. In this comprehensive survey, we tried to mention and determine all attempts in both 

sides (i.e. attacks strategies and security solutions). In this way, we chose the most dominant electronic payment systems and 

the most successful attack strategies against them. 

IV. PRIVACY FOR THE DATA SECURITY 

In Information Technology (IT) security, social engineering refers to the art of manipulating people to reveal confidential 

information to the social engineer and it is mainly used to steal data. One of the most popular practices in social engineering is 

phishing. Attackers use malicious codes to direct users to fraudulent web sites, which masquerade as legitimate web sites aiming 

to steal sensitive personal information such as usernames, passwords or credit card information. There are two main attack 

vectors to exploit codes. Their results suggest that curiosity is the main motive for a user to scan non-contextual codes. With 

curiosity being the main motivation to interact with an unknown source, users are ignoring the security threats associated with  

codes from unverified sources or are unaware of them. 
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Fig. 3: Security of Electronic Payment Systems A Comprehensive Survey[2] 

Their research also highlights that most code readers do not provide feasible tools to automatically detect attacks and 

to minimize the impact on the user’s privacy and security. Therefore we identify the major research challenges with respect to 

usability and security with codes and describe them in this section. A detailed analysis on the trade-off  between error rate and 

security would be beneficial in order to use masking aspects to secure reader software. 

V. SPAM IN OSNS 

Two types of spamming activities in OSNs are worth noting. The first is context-aware spamming,11 which is likely to have a 

high click-through rate because of the increased authenticity recipients perceive. The spammer achieves the high click-through 

rate by taking advantage of the shared context among friends on social networks. 

The second type is broadcast spamming, which doesn’t have specific targets, but rather abuses public interaction 

mechanisms to disseminate information. For example, spammers might pollute a collaborative tagging system such as 

www.delicious.com 

VI. NETWORK STRUCTURAL ATTACKS 

In addition to file sharing and email, attackers are also exploiting OSNs to spread malicious software. Attackers can spread 

worms and establish botnets more easily because of the rich and frequent interactions in the OSN. Malware can propagate over 

social networks via profile, interaction, and third-party applications. The Koobface worm is one of the most notorious worms 

in OSNs.20 It’s the first malware to have a successful and continuous run propagating through social networks. The different 

types of attacks are often closely intertwined 

 
Table 1: Comparison of the different types of attacks [4] 
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Fig. 4: Third Party brokers paid model[5] 

 
Fig. 5: SET Model[5] 

VII. CONCLUSION 

In this paper, we provided a comprehensive overview of the state of the art research regarding code security and usability. To 

do so, we conducted an extensive literature survey. In the media, the most commonly reported fraud conducted with codes as 

attack vector is social engineering and phishing in particular. The major goal of this work was to identify and systemize the 

major research challenges in the area of security and human-computer-interaction. Based on our systematization. Online 

payments are playing an increasingly important role in the Internet community today. Their future development hinges on their 

ability to deliver enjoyable services without undermining users’ information security. PayPal is now also an all-in-one online 

payment solution. Their Website Payments regular program lets you accept Visa, MasterCard, Discover, and American Express 

credit card payments as well as bank transfer and offer PayPal as well – with no monthly cost, setup or termination fees. In this 

comprehensive survey, we evaluated all most dominant electronic payment systems and the most successful attack strategies 

against them. This comprehensive survey demonstrates the current status of financial transactions and electronic payment 

systems. The result demonstrates that in all types of electronic payment systems (i.e. CP, CNP, Contactless, Decentralized) 

there is some important flaws and weaknesses in security, user privacy, anonymity and performance 
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