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Abstract— "Ecommerce Pathology" is a portal which provides patients easier access to their healthcare information and 

pathology services, thereby providing pathology lab a platform to increase their profit by selling diagnostic tests and health 

packages online. But a major challenge in designing such a system is to meet the critical security requirements such as 

confidentiality of patient data, pathology lab data and integrity of diagnosis results and availability of healthcare services. 

This paper addresses informatics security issues in the system related to passwords, biometric devices, and data encryption. 

It also addresses the issue from access control perspective. 
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I. INTRODUCTION 

"Ecommerce pathology" is a portal which provides patients and healthcare professionals (Pathology labs and doctors) easy 

access to health information no matter where they are. According to recent survey in US, most patients say that they are very 

interested in and capable of accessing healthcare information and service via web based portal system [1]. System provides 

secure registration and profile management facilities to patient, doctor and pathology labs.  It needs to maintain databases of 

patient, doctor and pathology labs. So security and data protection are critical components of such system. A security breach of 

such system could cause catastrophic loss to individuals in case of unauthorized disclosure or alteration of individuals’ health 

information, or denying access to a service. 

II. RELATED WORK 

Security policy, i.e. specific security rules for the system, is a foundation of system’s security and privacy. In order to ensure 

security policy the security mechanisms must be involved. The important component of portal technology and security 

infrastructure is an Identity Server which helps organizations manage identities and enforce security access to their network 

services and web-based resources [2]. To get an access to a portal, an individual has to pass an authentication process. 

Authentication means verifying the identity of an individual [2]. Authentication can based on: user name/password pair, 

biometrics, etc. 

A. Passwords: 

Passwords are currently the main mechanism used for user authentication. Therefore, proper enforcement of password use is 

critical. In general, good passwords contain at least six characters (mixed lower- and upper-case) as well as numbers, and 

possibly even punctuation marks [3]. Each user need to login with unique username which can also be Email Id and password 

to access the information. System allows only one login per user at a time and only one login session at a time. This permits 

monitoring for password sharing and user's accounts to be locked after a maximum number of login attempts [3]. 

B. Biometrics: 

Biometric devices permit the use of Biometrics, which are unique and measurable characteristics of a human being that allow 

automatic recognition or identity verification. Examples include fingerprinting, palm vein patterns, iris or retinal patterns 

recognition, speech scans and even sometimes DNA [3]. Biometrics are unique and their use makes it very difficult to forge 

identity.  Employing more than one method of authentication, such as a password and fingerprinting, makes it more difficult 

for users to share credentials, thereby reducing the risks for unauthorized access , providing high data security [3]. 

III. DATA ENCRYPTION 

In the United States, the  Health Insurance Portability and Accountability Act (HIPAA) requires Entities to notify individuals, 

if health related personal identifiable information is lost or stolen [3]. However, this can be avoided if the lost personal 

identifiable information has been properly encrypted according to standards imposed by NIST [3].  Encryption disguises data, 

based on the mathematical algorithms, preventing it from being read, except by the intended recipient (who has the key). The 

original information is enciphered to become unreadable for unauthorized parties. An authorized party, on the other hand, can 

decrypt the data using a decryption algorithm (i.e., key) 
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IV. DATA INTEGRITY 

Data integrity refers to the process of maintaining and assuring the accuracy and consistency of data over its entire life-cycle 

[3]. Therefore, data that has integrity is identically maintained during any operation, such as transfer, storage or retrieval 

(including back-up) [3]. In order to achieve this, certain rules need to be consistently and routinely applied to all data entering 

the system. It is important to verify the integrity of data or patient reports after restoration of data files. This can be accomplished 

by reviewing reports or by creating test ("dummy") patient reports for review [3]. With the advent of audit trail programs, 

organizations or systems can precisely monitor who has had access to patient information or sensitive data. Audit trails track 

all system activity, generating date and time stamps for entries; detailed listings of what was viewed, for how long, and by 

whom; and logs of all modifications to any data or reports [4]. Administrators can even detail what reports were printed, the 

number of screen shots taken, or the exact location and computer used to submit a request. Alerts are often set to flag suspicious 

or unusual activity, such as reviewing information on a patient one is not treating or attempting to access information one is not 

authorized to view, and administrators have the ability to pull reports on specific users or user groups to review and chronicle 

their activity [4]. Audit trails do not prevent unintentional access or disclosure of information but can be used to maintain the 

integrity of data. 

V. ACCESS CONTROL 

Systems should have the ability to control, which users can have access to it and what information those users can view. In a 

Role Based Access Control ( RBAC ) system the access is granted based on user's roles (e.g., administrator, pathologist, patient, 

doctor, etc.), and on the permitted role for specific information access (e.g., only read data, or provided with access to write, 

change, or delete data) [5]. The RBAC system however, does have limitations. These often occur in the case of users that need 

different levels of access to perform their job. So new approach supplements existing Role Based Access Control (RBAC) 

capabilities with a rule-based access control module based on the classical Flexible Authorization Framework (FAF) model [1]. 

The  RBAC tier  provides coarser-grained control by assigning users to roles and roles to portal interface. The rule -

based access control tier provides finer-grained control through user-specific conditions expressed in logic rules [5]. Informally, 

the RBAC tier determines whether a user can see a requested service , whereas the rule-based access control tier determines 

whether the user can use the service in specific way. To trigger an action, such as starting service a user must first activate an 

appropriate role, so RBAC will direct the user to portal interface containing the requested service. After  the user clicks on an 

action button on the portlet, the rule based access control engines verifies the legitimacy of this request against applicable rules 

stored in the rule repository [5].  

Flexible Authorization Framework (FAF)  is proposed to allows multiple access control policies to be applied within 

a single system. FAF allows positive, negative and hybrid (both positive and negative) policies to be specified to allow or deny 

an access in a powerful, declarative and flexible way. It also employs meta-policy to solve the conflict resolution problem when 

hybrid policy is specified [1]. FAF employs four tiers of policies to manage access control. The first stage includes the 

description of subject and object hierarchies, and a set of authorizations according to the protection requirements [1]. In this 

stage, conflict problems may occur since both positive and negative authorizations may be derived for executing an action on 

a given object, thus a subject could be authorized and denied to perform the action at the same time. To solve this problem, in 

the second stage conflict resolution policies are enforced. However, it is possible that access is neither authorized nor denied. 

Thus, the third stage employs the decision policies to make final decisions. Finally, integrity rules are used to identify and 

remove errors that may arise in authorization specification [1]. 

 
Fig. 1: Role Based Access Control Model 
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VI. CONCLUSION 

Since web based ecommerce pathology portal is heavily involved in dealing with patient, doctor and pathology information, it 

raises the question of security and  data protection. This paper discusses various ways to authenticate the user and provide 

access to only authorized user, to protect the data by data encryption and it also describes the ways to check if the data is 

accurate and consistent. And finally it discusses the two-tier access control architecture that integrated existing RBAC modules 

with a rule-based access control extension. 
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