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Abstract— Injections flaws  which include  SQL  injection  are  the most  prevalent security  threats  affecting  Web  

applications. In this attack, Attacker is able to take benefit of poorly coded Web application software to put malicious or 

unwanted code into the organization's systems and network. The vulnerability exists within web application when a Web 

application does not provide proper validation or filtering for the input data entered by the user in the Input fields. To mitigate 

these  attacks, Web  Application  Firewalls  (WAFs) apply  security  rules  in  order  to  both  inspect  HTTP  data  streams 

and  detect  malicious  HTTP  transactions. Attackers can bypass WAF’s rules by using sophisticated SQL injection 

techniques. To address this problem we proposed a model which can generally patch the SQL injection vulnerability. This 

model not only sanitize the user input, but also guarantee the prevention of sql injection by applying the whitelisting rule. 
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I. INTRODUCTION 

In the world of digitization, web applications have evolved from web sites with static content, to database-driven and N-Tiered 

applications that implement complex business logic to provide critical services. Web applications are now the predominant type 

of enterprise application. Web applications run on the Internet or Intranet, and are open to all web users both legitimate users 

and malicious users. Malicious users plants the attack by exploiting the vulnerability present into the web server, database or 

application itself. This vulnerability could be present at the various phases of software development life cycle due to inefficient 

coding, not properly tested application, use of unpatched software or misconfiguration at the time of deployment.  

Database systems are commonly used to provide back end functionality to many types of web applications. Modern 

Web applications accept input from users and incorporate it into dynamically generated code. For example, a Web application 

may invite the user to fill a form, post a comment, or submit a user-name and password for authentication.  

SQL Injection one of the top threat to the web application. Reason is most of the application using the relational 

database as backend to store data and SQL is the prime language to access the data. SQL injection is a code injection technique, 

used to attack data-driven applications. Websites that are vulnerable to SQL injection might allow the hacker to get full access 

to their database. However the impact of attack is not limited to the database and in some cases the attacker may access to 

operating system and then the network [1].SQL injection includes inserting malicious input statements. The execution of such 

input statements by the web server at the database end results in an unanticipated behaviour as a result compromising the 

security of the database. 

SELECT user FROM Users WHERE UserName=’abc’ OR 1=1 – ‘AND password-“xxx”” 

Since, in the SQL command pair of hyphens represents the starting of comment therefore the query becomes SQL 

query. 

 Output: This query is always true. If the website is vulnerable towards SQL injection attacker without providing the 

authentic user name and password could successfully obtain the access over the network. 

II. SQL INJECTION ATTACK 

SQLi is a web attack used to gain unauthorized access to the database. This code based technique is used to exploit the 

vulnerabilities of web applications and servers. Vulnerability occurs when the user input parameters are not verified before 

forming the query and sending to the back-end database servers. 

Depending  on  the  goal, attackers  can append  a syntactically  correct  SQL  code  to  the original  query,  or  forge  

their  own  malicious  SQL  commands and  introduce  them  to  the  DBMS  via  a  vulnerable  web  application  inputs.  They 

will use one of these classes [2]:   

 Tautologies 

 Illegal/Logically Incorrect Queries  

 Union Query  

 Piggy-Backed Queries  

 Stored Procedures  

 Inference 

 Alternate Encodings [3]  
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A. SQL Injection and Common Vulnerabilities 

Common vulnerabilities that make your data access code susceptible to SQL injection attacks include: 

 Weak input validation. 

 Dynamic construction of SQL statements without the use of type-safe parameters 

 Use of over-privileged database logins[4] 

 Error messages that are generated by the back-end database or other server-side programs may be returned to the client-

side. These messages are not only useful during development for debugging purposes but also increase the risks to the 

application. Attackers can analyse these messages to gather information about database or script structure in order to 

construct their attack. 

 Database fingerprinting [5]: Provide information regarding database type, name and version of database system. There are 

so many open source tool like SQL map, nmap etc. can help the attacker to find out the type of and version of data-base 

organized by a web application. 

 Bypassing authentication [6]: Authentication is a common approach used by the web application to maintain the 

confidentiality and privacy by matching the username and password stored in the database with user provided username 

and password. Bypassing authentication facilitates an attacker to masquerade as an additional relevance user to gain un-

authorized access. 

 Executing Remote Commands [6]: Remote commands are executable code resident on the cooperation database server. 

Remote command execution allocates an attacker to run uninformed curriculums on the server. Various Attacks with this 

category of meaning could cause complete inside networks being cooperation. 

B. Methodologies used to Inject Malign Data 

1) HTTP header [7] 

Hypertext transfer Protocol (HTTP) protocol is used to request and transfer of data between browser and web server.HTTP uses 

two methods: GET() and POST() to enable communication between user and web server.  

 User-agent  Header: This  header  is  used  by  web applications  to  store  information  about  the  client  application (web 

browser,  audit  application,  etc).  Some e-commerce applications store this information in databases for clients profiling. 

An  attacker  can  exploit  this  header  to  insert  SQL code  that  overcome  security  checks. He can  insert  a  tautology 

in  order  to  make  the  check  condition  always  valid.  Example user agent:  Firefox' OR 1=1. 

 RefererHeader: This is the address of the previous web page from which a link to the currently requested page was follow. 

Referer:  1','0');  SQL 

 X-Forwarded-For  Header :  This  header  is  used  to  get the  original  IP  address  of  a  client  who  is  connected  through 

a  proxy  or  other  load-balancing  device.  An attacker can also make the control obsolete by inserting a tautology.  

Example: X-Forwarded-For: ip-address  or  1=1 

 Cookie header: Web applications use the cookie header in order to ease the authentication process of their clients.  It often 

happens that the application does not validate the cookie passed by the client and inserts it directly in an SQL statement 

that selects the user session.  An  attacker  can then  inject  SQL code in  this  header  and  completely  avert the  application 

authentication  mechanism. He can use tools such as cookie manager to forge a valid cookie. Cookie variables sometimes 

are not properly sanitized before being used in SQL query. The cookie contains  base64  encoded form identifier,  a  field  

that  is  unknown  and  a  password.  If  we use  as  a  cookie 12345 UNION SELECT  mypass :: mypass base64  encoded,  

the  SQL query  becomes:  

SELECT user-password FROMnk-users WHERE userid=12345 UNION SELECT mypass 

2) Injection during server variables 

Server variables are a gathering of variables that contain HTTP, network headers, and natural variables. Web applications use 

these server variables in a variety of ways, such as logging usage statistics and recognizing browsing growths. If these server 

variables are logged to a database without any improvement, this could generate SQL injection vulnerability [8]. Because 

attackers can counterfeit the values that are placed in HTTP and network headers, they can take advantage of this vulnerability 

by placing an SQLIA directly into the headers. When the query to log the server variable is subjected to the database, the attack 

in the counterfeit header is then triggered. 

III. LITERATURE SURVEY 

Research on SQL injection attacks can be broadly classified into two basic categories:  

Vulnerability identification or detection approaches and attack prevention approaches. Many Researchers have been studying 

a number of methods to detect and prevent SQL injection Attacks, and most preferred techniques are web framework, static 

analysis, dynamic analysis, Combined static and dynamic analysis, and machine learning techniques. 

1) SQLR: Grammar-guided Validation of SQL Injection Sanitizers 

 Sai Sathyanarayan, Dawei et all.[9] presented a novel approach, SQLR to  systematically validate input sanitizers of  SQLi 

attacks. The key technique of their  

 Approach is the grammar-guided generation of SQLi patterns. Using the SQL grammar as a guide, SQLR efficiently 

enumerates malicious SQL statements satisfying the taint constraint, which are then summarized into attack patterns. Once 

these attack patterns are combined with symbolic models of SQLi sanitizers, their approach validates sanitizers through 
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generating malicious inputs that can bypass the sanitizers. They prototyped their approach and evaluated it using a number 

of real-world web applications. 

 In  SQLrand  [10][11] instead  of  normal  SQL  keywords  developers  create  queries using  randomized  instructions.  In  

this  approach  a  proxy  filter intercepts  queries  to  the  database  and  de-randomizes  the keywords.  By  using the 

randomized  instruction  set,  attacker's injected  code  could  not  have  been  constructed.  As  it  uses  a secret  key  to  

modify  instructions,  security  of  the  approach  is dependent  on  attacker  ability  to  seize  the  key.  It  requires  the 

integration  of  a  proxy  for  the  database  in  the  system  as  the same  as  developer  training.   

 ModSecurity  WAF,  proposed  by Ivan  Ristic  [12],  is  an  open  source  solution  based  on  signature attack  detection. 

ModSecurity is widely used and has medium performances.  Though,  this  system  is  strongly  related  to  some types  of  

web  servers  and  it  only  analyses  POST  queries  in order to  avoid  performance deterioration. In  addition,  the  rules 

formalism  is  very  complex  which  requires  a  high  expertise  in HTTP  protocol  and  in  regular  expressions  coding. 

There are so many techniques available to bypass the WAF like Http parameter pollution(HPP) , Alternate encoding[13] 

 Prepared Statement: Prepared statement also known as parameterized query is a feature exist in most of database systems 

which improves the efficiency and security factors. Prepared statements are very useful against SQL injections. A prepared 

statement is a feature used to execute the same (or similar) SQL statements repeatedly with high efficiency. Prepared 

statements basically work like this: 

1) Prepare: An SQL statement template is created and sent to the database. Certain values are left unspecified, called 

parameters (labeled "?") 

2) The database parses, compiles, and performs query optimization on the SQL statement template, and stores the result 

without executing it. 

3) Execute: At a later time, the application binds the values to the parameters, and the database executes the statement. 

The application may execute the statement as many times as it wants with different values. 

Prepared statements are very useful against SQL injections, because parameter values, which are transmitted later 

using a different protocol, need not be correctly escaped. If the original statement template is not derived from external input, 

SQL injection cannot occur. 

2) Example of PHP 

$stmt = $conn->prepare("INSERT INTO MyGuests (firstname, lastname, email) VALUES (?, ?, ?)"); 

$stmt->bind_param("sss", $firstname, $lastname, $email); 

$stmt->execute(); 

IV. PROPOSED METHOD 

In our proposed model (Figure 1), the model will look for the array of HTTP header methods and fetch the contents of them. In 

sanitization stage it will sanitize the content of variable from SQL injection. In the other words this model is doing what the 

web programmer needs to do in design and programming stage. The sanitization process might take place by escaping the 

dangerous character which their existence is necessary for a successful SQL injection attack. 

Sanitized input variable check against the while listing rule if it match with rule set it allow for the next stage. To 

create the whitelisting rule requires the tested regular expression for each field of form. 

 
Fig. 1: Proposed Architecture 
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A. Whitelisting Code 

 
Fig. 2: Whitelisting of input 

V. CONCLUSION 

SQL injection attack is a serious security problem in Web application system, most of which are caused by lack of input 

validation and SQL parameters use. And SQL injection attacks make use of such software defect to access the target databases 

from user's client. Moreover, the flaws during an input validation of web components can also be utilized for an attacking 

chance. 

This paper shows the characteristics of the SQL injection attack and the prevention methods. The SQL injection attack 

can be prevented by input validation and type-safe SQL parameters methods. Based on this, a defense model is established to 

prevent SQL injection attacks, which detects attacks by comparing the user input with the whitelisted input expression. The 

technique can be utilized for protecting web application. 
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