
IJIRST || National Conference on Latest Trends in Networking and Cyber Security || March 2017 

 

©IJIRST 2017 Published by IJIRST 125 

Survey on Security Issues of Growing Technology: 

Big Data 
 

Trupti V. Pathrabe 

Assistant Professor 

Department of Computer Engineering 

SAL Institute of Technology and Engineering Research Gujarat India 
 

Abstract— Data is currently most important assets of any organization in every field with which many operations can be 

performed. The continuous growth in the importance and volume of data has created a new problem: it cannot be handled 

by traditional analysis techniques. This problem was, therefore, solved through the creation of a new paradigm: Big Data. 

Big Data originated new issues related to data security and privacy. This survey paper includes some security issues as well 

as privacy issues in Big data. 
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I. INTRODUCTION 

Big Data is often heterogeneous, noisy, dynamic & untrustworthy. Nevertheless, even noisy Big Data could be more valuable 

than tiny samples because general statistics obtained from frequent patterns and correlation analysis usually overpower 

individual fluctuations and often disclose more reliable hidden patterns and knowledge. Further, interconnected Big Data forms 

large heterogeneous information networks, with which information redundancy can be explored to compensate for missing data, 

to crosscheck conflicting cases, to validate trustworthy relationships, to disclose inherent clusters, and to uncover hidden 

relationships and models. Big data analysis is the process of applying advanced analytics and visualization techniques to large 

data sets to uncover hidden patterns and unknown correlations for effective decision making. The analysis of Big Data involves 

multiple distinct phases which include data acquisition and recording, information extraction and cleaning, data integration, 

aggregation and representation, query processing, data modelling and analysis and Interpretation. Each of these phases 

introduces challenges. Heterogeneity, scale, timeliness, complexity and privacy are certain challenges of big data. There are 

four different aspects of Big Data security: 

 Infrastructure security,  

 Data privacy, 

 Data management, 

 Integrity and reactive security 

A. Infrastructure Security 

When discussing infrastructure security, it is necessary to highlight the main technologies and frameworks found as regards 

securing the architecture of a Big Data system, and particularly those based on the Hadoop technology, since it is that most 

frequently used. In this section we shall also discuss certain other topics, such as communication security in Big Data, or how 

to achieve high availability. Figure 3 contains a graphic that shows the main topics found and the quantity of papers dealing 

with each specific topic. The graphic shows that the main topic dealt with by those researching infrastructure security is security 

for Hadoop. As explained in previous sections, Hadoop can be considered as a de facto standard for implementing a Big Data 

environment in a company. The security problems related to this technology have, ther therefore, been widely discussed by 

researchers, who have also proposed various methods with which to improve the security of the Hadoop system. This category 

is probably the most transverse since, in order to protect it, the solutions use different security mechanisms such as authenticity 

or cryptography. 

B. Data Privacy 

Data privacy is probably the topic about which ordinary people are most concerned, but it should also be one of the greatest 

concerns for the organisations that use Big Data techniques. A Big Data system usually contains an enormous amount of 

personal information that organisations use in order to obtain a benefit from that data. However, we should ask ourselves where 

the limit regarding the use of that information is to gain some benefit from the use of that data. from it have therefore been 

developed, for each specific topic. Order to obtain a benefit from that data. However, we should ask ourselves where the limit 

regarding the use of that information is Organisations should not have total freedom to use that information without our 

knowledge, although they also need to gain some benefit from the use of that data. Several techniques and mechanisms with 

which to protect the privacy of the data, and also allow companies to still make a profit from it have therefore been developed, 

and attempt to solve this problem in various different ways. 
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Fig. 1: Challenges in Big Data Security 

II. SYSTEMATIC MAPPING STUDY 

To obtain a big picture of problem of security in the Big Data, researchers decided to carry out an empirical investigation based 

on previous literature. Therefore, they have resolved to adapt the systematic mapping study. It is basically use the same 

methodology as Systematic lecture reviews, but their main objective is to identify and classify all the research related to a broad 

software engineering topic, rather than answering a more specific question. The case selection and case study roles and 

procedures is one of the most important method in mapping study. The research string was run in the selected online libraries 

in order search for the words it contained in the titles, keywords, abstracts, and whole texts of papers. This resulted in about 

2300 papers. Once we had obtained the papers that conformed to our research question, it was necessary to make a case selection 

so as to attain only those that best fitted with our main research aim. In order for us to maintain those that were genuinely related 

to our research, the selected papers had to fulfil a number of criteria, such as having been published between 2004 (the 

MapReduce programming paradigm is released by Google [1]) and 2015. We additionally considered only those papers 

published in journals, conferences, congresses, or important workshops. We first selected those cases that were truly related to 

our purpose and made a classification of them. This classification was carried out by focusing our research on the title and 

abstract of each paper, although it was, in some cases, necessary to read the full paper. We then carried out a new search of the 

selected literature in order to avoid the inclusion of any duplicates and improve the quality of the research. It is important to 

highlight that it is possible for a case to belong to different categories, i.e., privacy and integrity. In order to show the main 

topics found during the survey, we have decided to divide them into the four principal aspects employed in the division created 

by the Big Data Working Group at the Cloud Security Alliance organisation: infrastructure security, data privacy, data 

management, and integrity and reactive security [2].  

A. Infrastructure Security 

When talking about infrastructure security, it is necessary to discuss the main technologies and the architecture of a Big Data 

system, and particularly those based on the Hadoop technology, since it is that most frequently used. In this section we shall 

also discuss certain other topics, such as communication security in Big Data, or how to achieve high availability. 

Main topics come under Infrastructure securities are: 

 Security for Hadoop 

 Availability 

 Architecture Security 

 Group Communication 

 Communication Security 

 Authentication 

1) Security for Hadoop 

The main topic dealt with infrastructure security is security for Hadoop. Hadoop can be considered as a de facto standard for 

implementing a Big Data environment in a company. The security problems related to this technology have, therefore, been 

widely discussed by researchers, who have also proposed various methods with which to improve the security of the Hadoop 

system. This category is probably the most transverse since, in order to protect it, the solutions use different security mechanisms 

such as authenticity or cryptography. There is a proposal for a security model for G-Hadoop (an extension of the Map Reduce 

framework to run on multiple clusters) that simplifies users’ authentication and some security mechanisms in order to protect 

the system from traditional attacks [3]. Some paper have focused on protecting the data that is stored in the HDFS by proposing 

a new schema [4], a secure access system [5], or even the creation of an encryption scheme [6]. 

2) Availability 

Researchers have also dealt with the subject of availability in Big Data. It is one of the main characteristics of Big Data 

environments, and it is by extension of a Hadoop implementation but are also replicated along the cluster. Finding an 

architecture that will ensure the full availability of the system is a priority. For Example researchers propose a solution with 

which to achieve high availability by having multiple active Name Nodes at the sometime. Other solutions are based on creating 

a new infrastructure of the storage system so as to improve availability and fault tolerance [7, 8]. 
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3) Architecture Security 

Another aspect is describing a new Big Data architecture, or modifying the typical one, in order to improve the security of the 

environment. The researchers proposes a new architecture based on the Hadoop file system which, when combined with 

network coding and multi-node reading, makes it possible to improve the security of the system.  

4) Group Communication 

Another solution focuses on secure group communications in large-scale networks managed by Big Data systems, and this is 

achieved by creating certain protocols and changing the infrastructure of the nodes. 

5) Authentication 

The value of the data obtained after executing a Big Data process can, to a great extent, be determined by its authenticity. A 

few papers deal with this problem by proposing solutions related to authentication. Researchers suggest solving the problem of 

authentication by creating an identity-based signcryption scheme for Big Data. 

6) Communication Security 

The security as regards communications between different parts of the Big Data ecosystem is a topic that often is ignored, and 

only a small number of papers therefore deal with this problem. One paper  approaches the topic by explaining the regular data 

life cycle in a Big Data system, following the different network protocols and applications that the data pass through. The 

authors also enumerate the main data transfer security techniques [9]. 

B. Data Privacy 

Data privacy is main topic about which people are most concerned, Most of the Organisations should not have total freedom to 

use that information without our knowledge, although they also need to gain some benefit from the use of that data. Several 

techniques and mechanisms with which to protect the privacy of the data, and also allow companies to still make a  profit from 

it have therefore been developed, and attempt to solve this problem in various different ways. Main topics comes under data 

privacy are 

1) Cryptography 

2) Access Control 

3) Confidentiality 

4) Privacy-Preserving Queries 

5) Privacy in Social Networks 

6) Anonymization 

7) Differential Privacy 

1) Cryptography 

The most frequently used solution in securing data privacy in a Big Data system is cryptography. Cryptography is used to 

protect data for a considerable amount of time. It has a few inherent characteristics that make the direct application of traditional 

cryptography techniques impossible. 

2) Access Control 

Access control is on other technique used to achieve the security of a system. Its main objective is to restrict non‐ desirable 

users’ access to the system. In the case of Big Data, the access control problem is related to the fact that there are only basic 

forms of access control. In order to solve this problem, some authors propose a framework that supports the integration of 

access control features [39]. Other researchers focus their attention on the ap Reduce process itself, and suggest a framework 

with which to enforce the security policies at the key‐ value level [10]. 

3) Confidentiality 

Although privacy is traditionally treated as a part of confidentiality, we decided to change the order owing to the tremendous 

impact that privacy has on the general public’s perception of Big Data technology. Computations to be made on masked data 

[11], or new schemes, such as Trusted Scheme for Hadoop Cluster (TSHC) which creates a new architecture framework for 

Hadoop in order to improve the confidentiality and security of the data [12]. 

4) Privacy-Preserving Queries 

Analysis of the data in order to obtain valuable information is main purpose of big data. However, while we manipulate that 

data we should not forget its privacy. On other way to achieve the protection is by encrypting the data. 

5) Anonymization 

One of the most extended ways in which to protect the privacy of data is by anonymising it. This consists of applying some 

kind of technique or mechanism to the data in order to remove the sensitive information from it or to hide it. Big Data usually 

implies a large amount of data, and this problem, therefore, increases in Big Data environments. 

6) Privacy in Social Networks 

Social networks are all around us. The popularity of Social networks is currently huge, and almost everybody with access to 

the Internet has at least one account with them. People share a lot of personal information in these networks without actually 

worrying about what the organisation behind them will do with their data. This data, along with the strong analysis capability 

of Big Data, is a huge threat to our personal privacy. 

7) Differential Privacy 

The objective of differential privacy is to provide a method with which to maximise the value of analysis of a set of data while 

minimising the chances of identifying users’ identities. A few papers focus on achieving privacy in Big Data by applying 

differential privacy techniques. For example, in [13] the authors attempt to distort the data by adding noise. 
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C. Data Management 

This portion focuses on what to do once the data is contained in the Big Data environment. It not only shows how to secure the 

data that is stored in the Big Data system, but also how to share that data. Main topics come under data management. 

 Security at Collection or Storage 

 Policies, Laws, or Government 

 Sharing Algorithms 

1) Security at Collection or Storage 

Big Data usually implies a huge amount of data. So it is not important only to find a means to protect data when it is stored in 

a Big Data environment, but also to know how to initially collect that data. In order to solve these problems, some authors 

propose a mechanism with which to protect data owners’ privacy by creating a parameter to measure the acceptable level of 

privacy [14] 

2) Policies, Laws, or Government 

Every disruptive technology brings new problems with it, and Big Data is no exception. The problems related to Big Data are 

mostly related to the increase in the use of this technique to obtain value from a large amount of data by using its powerful 

analysis characteristics. This could imply a threat to people’s privacy. In order to reduce that risk, many authors propose the 

creation of new 

3) Sharing Algorithms 

In order to obtain the maximum possible value from data, it is necessary to share that data among the cluster in which Big Data 

is running or to share those results for collaboration. However, again, we have the problem of how to guarantee security and 

privacy when that sharing process is taking place. 

D. Integrity and Reactive Security 

One of the bases on which Big Data is supported is the capacity to receive streams of data from many different origins and with 

distinct formats: either structural data or non-structural data. This increases the importance of checking that the data’s integrity 

is good so that it can be used properly. 

Main topics come under integrity and reactive security. 

 Integrity 

 Attack detection 

 Recovery 

1) Integrity 

Integrity is defined as the maintenance of the consistency, accuracy, and trustworthiness of data. Integrity protects data from 

unauthorized alterations during its lifecycle. It is considered to be one of the three basic dimensions of security. Ensuring 

integrity is critical in a Big Data environment, and authors agree as to the difficulty of achieving the proper integrity of data 

when attempting to manage this problem. For example, they propose an external integrity verification of the data [15] or a 

framework to ensure it during a Map Reduce process [16]. 

2) Attack Detection 

Big Data may be attacked by malicious users. Some authors take advantage of the inherit characteristics of Big Data and suggest 

certain indicators that may be a sign that the Big Data environment is under attack. For example, in [17] the authors develop a 

computational system that captures the provenance data related to a Map Reduce process. There are also researchers who 

propose an intrusion detection system especially intended for the specific characteristics of a Big Data environment [18]. 

3) Recovery 

Recovery is used to create particular policies or controls in order to ensure that the system recovers as soon as possible when a 

disaster occurs. Many organizations currently store their data in Big Data systems, signifying that if a disaster occurs the entire 

company could be in danger. 

III. CONCLUSIONS 

This survey paper provides an explanation of the research carried out in order to discover the main problems and challenges 

related to security in Big Data, and how researchers are dealing with these problems. This objective was achieved by following 

the systematic mapping study methodology, which allowed us to find the papers related to our main goal. Having done so, we 

discovered that the principal problems are related to the inherent characteristics of a Big Data system, and also to the fact that 

security issues were not contemplated when Big Data was initially conceived. Many authors, therefore, focus their research on 

creating means to protect data, particularly with respect to privacy, but privacy it is not the only security problem that can be 

found in a Big Data system; the traditional architecture itself and how to protect a Hadoop system is also a huge concern for 

the researchers. detected a lack of investigations in the field of data management, We are of the considered opinion that this is 

not acceptable, since having a government security framework will allow the rapid spread of Big Data technology. In 

conclusion, the Big Data technology seems to be growing technology in today s world, and that is the reason why there have 

been a number of studies created in the last two year. Big Data can be useful as a base for the development of the future 

technologies that will change the world. 
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