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Abstract— The[6] Deep Web is the part of World Wide Web which cannot be accessed by normal search engines, these pages 

are not indexed in our normal search engines. There is no exact knowledge about how large is the Deep Web but it is believed 

that its size is about 400 to 550 times the size of the Surface Web (Opposite of Deep Web i.e. the World Wide Web which can 

be accessed by normal search engines). The[3] sizeof the Deep Web was 7500 TB as researched by Michael K Bergman in 

2001, 95% of which can be publically accessed with a little extra effort. Deep Web receives half as much as traffic on Surface 

Web. Deep web and Dark Web are different things, the dark web is the World Wide Web content that exists on darknets, 

overlay networks which use the public Internet but require specific software, configurations or authorization to access.The 

dark web forms a small part of the deep web, although sometimes the term "deep web" is mistakenly used to refer specifically 

to the dark web, these sites are huge host to various cyber-crime and other all sorts of crime. 
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I. INTRODUCTION 

As it can be clearly stated from above it is very difficult and unsafe for people to enter in Deep Web, new users are sitting 

ducks for Hackers on Deep Web. So if for some reason one needs to access Deep Web this is how you do it. This is the same 

method we used to access it for our Survey paper. 

A. TOR Browser 

Tor[7]—short for The Onion Router—is one of several software programs that provide a gateway to the Dark Web. 

Tor[12]reroutes signals across 6,000 servers to hide a page request’s origin, making clicks on illicit material nearly impossible 

for law enforcement to trace. It uses secret pages with .onion suffixes—rather than .com—which are only accessible with a 

Tor browser. 

B. Why use TOR 

By[1] using Tor network, you can easily hide your IP address which protects you against from internal surveillance known as 

“Traffic analysis”.Traffic analysis will reveal your public network information which means your source and destination of 

internal traffic (Behavior and Interest) can be tracked. But we don’t need to get tracked by anyone. To hide all your behavior 

data from the public, you need to have a special software called “Tor”. 

Tor[1] can prevent you from hack and allows the user to hide their original IP location from where they access. Moreover, it 

connects to several unique nodes before connecting to the network, this enables them to hide their user IP address.  

C. Working of TOR 

In[12] order to understand how the Tor works you need to know how to devices communicate on Internet, when you search for 

a website in your web-browser the browser returns the web-site’s IP (Internet Protocol) to you so your browser directly 

connects to the website using your own IP address, a packet is sent by your browser to this website to establish the connection 

this packet contains source and destination IP. This[1] helps intermediate nodes to transfer data to correct IP so the Nodes 

always know who are communicating. 

Tor[1] works by bouncing connections from your computer to destinations (such as www.google.com) through a 

series of intermediate computers, or relays. 

Tor[12] helps to reduce the risks of both simple and sophisticated traffic analysis by distributing your transactions 

over several places on the Internet, so no single point can link you to your destination. The idea is similar to using a twisty, 

hard-to-follow route in order to throw off somebody who is tailing you — and then periodically erasing your footprints. 

Instead of taking a direct route from source to destination, data packets on the Tor network take a random pathway through 

several relays that cover your tracks so no observer at any single point can tell where the data came from or where it’s going. 

 

 

 

 

 

 

 



 
Threats that Deep Web Possess to Modern World 

 (IJIRST/Conf/NCLTNCS/2017/033) 

 

 
141 

 
Fig. 1: 

 
Fig. 2: 

II. WHAT CAN YOU BUY? 

A. Drugs[3] 

Individual or dealer-level quantities of illicit and prescription drugs of every type are available in the digital underground. The 

Silk Road, the now-shuttered drug superstore, did $200 million of business in 28 months. 
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B. Counterfeit Currency[3] 

Fake money varies widely in quality and cost, but euros, pounds, and yen are all available. Six hundred dollars gets you 

$2,500 in counterfeit U.S. notes, promised to pass the typical pen and ultraviolet-light tests. 

C. Forged Papers[3] 

Passports, driver’s licenses, citizenship papers, fake IDs, college diplomas, immigration documents, and even diplomatic ID 

cards are available on illicit marketplaces such as Onion Identity Services[17]. A U.S. driver’s license costs approximately 

$200, while passports from the U.S. or U.K. sell for a few thousand bucks. 

D. Firearms, Ammunition, and Explosives[3] 

Weapons such as handguns and C4 explosives are procurable on the Dark Web. Vendors ship their products in specially 

shielded packages to avoid x-rays or send weapons components hidden in toys, musical instruments, or electronics. 

E. Hitman[3] 

Service providers—including a firm named for the H.P. Lovecraft monster C’thulhu—advertise “permanent solutions to 

common problems.” For everything from private grudges to political assassinations, these hired guns accept bitcoin as 

payment and provide photographic proof of the deed. 

F. Human Organs[3] 

In the darker corners of the Dark Web, a vibrant and gruesome black market for live organs thrives. Kidneys may fetch 

$200,000, hearts $120,000, livers $150,000, and a pair of eyeballs $1,500.      

III. THINGS THAT MAKE INTERNET CRIME WORK 

A. Crypto-currency[3] 

Digital cash, such as bitcoin and darkcoin, and the payment system Liberty Reserve provide a convenient system for users to 

spend money online while keeping their real-world identities hidden.Bitcoin has been the de facto currency of the Dark Web 

– the 'hidden' Internet accessible only by Tor – since the pioneering marketplace Silk Road, the 'eBay of drugs', arrived in 

2011. 

But[11] just how much do we know about these new underground economies? Who is buying and selling – and what? 

Here's what available data can tell us about bitcoin on the Dark Web. 

B. Bulletproof Web-hosting Services[3] 

Some Web hosts in places such as Russia or Ukraine welcome all content, make no attempts to learn their customers’ true 

identities, accept anonymous payments in bitcoin, and routinely ignore subpoena requests from law enforcement. 

C. Cloud Computing[3] 

By hosting their criminal malware with reputable firms, hackers are much less likely to see their traffic blocked by security 

systems. A recent study suggested that 16 percent of the world’s malware and cyber-attack distribution channels originated in 

the Amazon Cloud. 

D. Crime ware[3] 

Less skilled criminals can buy all the tools they need to identify system vulnerabilities, commit identity theft, compromise 

servers, and steal data. It was a hacker with just such a tool kit who invaded Target’s point-of-sale system in 2013. 

E. Hackers for Hire[3] 

Organized cybercrime syndicates outsource hackers-for-hire. China's Hidden Lynx group boasts up to 100 professional cyber 

thieves, some of whom are known to have penetrated systems at Google, Adobe, and Lockheed Martin. 

F. Multilingual Crime Call Centers[3] 

Employees will play any duplicitous role you would like, such as providing job and educational references, initiating wire 

transfers, and unblocking hacked accounts. Calls cost around $10. 
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IV. LIST, PRICE AND ADDRESS FOR VARIOUS SITES AND PRODUCTS 

 
Table 1: 

A. Let’s get into more numbers 

According to a research conducted by Gareth Owen and Nick Savage in their Research paper “The Tor Dark Net“, published 

by CIGI in September 2015[30] 

 
Table 2: 
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Table 3: 

B. Percentage of Sites in each Classification Category 

 
Fig. 3: 

 
Fig. 4: 

C. Percentage of Requests by Classification Category[5]. 

V. DIFFERENT WEBSITES HAVE DIFFERENT LANGUAGES 

In[8] terms of raw number of domains (who, unless in case of a page hosting provider like a "Geocities in the Deep Web" 

could be, almost always correspond to the actual number of different sites) we see that English is the language of choice here, 



 
Threats that Deep Web Possess to Modern World 

 (IJIRST/Conf/NCLTNCS/2017/033) 

 

 
145 

with more than 75% domains. Second for variety comes Russian, followed by French (which might include, of course, both 

French and French Canadian sites). 

 
Fig. 5: 

A. 60 Deep Sites Already Exceed the Surface Web by 40 Times 

Table 2[13] indicates that the sixty known, largest deep Web sites contain data of about 750 terabytes (HTML-included basis) 

or roughly forty times the size of the known surface Web. These sites appear in a broad array of domains from science to law 

to images and commerce. We estimate the total number of records or documents within this group to be about eighty-five 

billion. 

Roughly two-thirds of these sites are public ones, representing about 90% of the content available within this group 

of sixty. The absolutely massive size of the largest sites shown also illustrates the universal power function distribution of 

sites within the deep Web, not dissimilar to Web site popularity or surface Web sites. One implication of this type of 

distribution is that there is no real upper size boundary to which sites may grow. 

Name Type URL 

Web 

Size 

(GBs) 

National 

Climatic Data 

Center (NOAA) 

Public http://www.ncdc.noaa.gov/ol/satellite/satelliteresources.html 366,000 

NASA EOSDIS Public http://harp.gsfc.nasa.gov/~imswww/pub/imswelcome/plain.html 219,600 

National 

Oceanographic 

(combined with 

Geophysical) 

Data Center 

(NOAA) 

Public/Fee http://www.nodc.noaa.gov/, http://www.ngdc.noaa.gov/ 32,940 

Alexa 
Public 

(partial) 
http://www.alexa.com/ 15,860 

Right-to-Know 

Network (RTK 

Net) 

Public http://www.rtk.net/ 14,640 

MP3.com Public http://www.mp3.com/ 4,300 

Terraserver Public/Fee http://terraserver.microsoft.com/ 4,270 

HEASARC 

(High Energy 

Astrophysics 

Science Archive 

Research 

Center) 

Public http://heasarc.gsfc.nasa.gov/W3Browse/ 2,562 

US PTO - 

Trademarks + 

Patents 

Public http://www.uspto.gov/tmdb/, http://www.uspto.gov/patft/ 2,440 

Informedia Public (not http://www.informedia.cs.cmu.edu/ 1,830 
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(Carnegie 

Mellon Univ.) 

yet) 

Alexandria 

Digital Library 
Public http://www.alexandria.ucsb.edu/adl.html 1,220 

JSTOR Project Limited http://www.jstor.org/ 1,220 

10K Search 

Wizard 
Public http://www.tenkwizard.com/ 769 

UC Berkeley 

Digital Library 

Project 

Public http://elib.cs.berkeley.edu/ 766 

SEC Edgar Public http://www.sec.gov/edgarhp.htm 610 

US Census Public http://factfinder.census.gov 610 

NCI CancerNet 

Database 
Public http://cancernet.nci.nih.gov/ 488 

Amazon.com Public http://www.amazon.com/ 461 

IBM Patent 

Center 
Public/Private http://www.patents.ibm.com/boolquery 345 

NASA Image 

Exchange 
Public http://nix.nasa.gov/ 337 

InfoUSA.com Public/Private http://www.abii.com/ 195 

Betterwhois 

(many similar) 
Public http://betterwhois.com/ 152 

GPO Access Public http://www.access.gpo.gov/ 146 

Adobe PDF 

Search 
Public http://searchpdf.adobe.com/ 143 

Internet Auction 

List 
Public http://www.internetauctionlist.com/search_products.html 130 

Commerce, Inc. Public http://search.commerceinc.com/ 122 

Library of 

Congress 

Online Catalog 

Public http://catalog.loc.gov/ 116 

Sunsite Europe Public http://src.doc.ic.ac.uk/ 98 

Uncover 

Periodical DB 
Public/Fee http://uncweb.carl.org/ 97 

Astronomer's 

Bazaar 
Public http://cdsweb.u-strasbg.fr/Cats.html 94 

eBay.com Public http://www.ebay.com/ 82 

REALTOR.com 

Real Estate 

Search 

Public http://www.realtor.com/ 60 

Federal Express 
Public (if 

shipper) 
http://www.fedex.com/ 53 

Integrum Public/Private http://www.integrumworld.com/eng_test/index.html 49 

NIH PubMed Public http://www.ncbi.nlm.nih.gov/PubMed/ 41 

Visual Woman 

(NIH) 
Public http://www.nlm.nih.gov/research/visible/visible_human.html 40 

AutoTrader.com Public http://www.autoconnect.com/index.jtmpl/?LNX=M1DJAROSTEXT 39 

UPS 
Public (if 

shipper) 
http://www.ups.com/ 33 

NIH GenBank Public http://www.ncbi.nlm.nih.gov/Genbank/index.html 31 

AustLi 

(Australasian 

Legal 

Information 

Institute) 

Public http://www.austlii.edu.au/austlii/ 24 

Digital Library 

Program (UVa) 
Public http://www.lva.lib.va.us/ 21 

Subtotal Public 

and Mixed 

Sources 
  

673,035 
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DBT Online Fee http://www.dbtonline.com/ 30,500 

Lexis-Nexis Fee http://www.lexis-nexis.com/lncc/ 12,200 

Dialog Fee http://www.dialog.com/ 10,980 

Genealogy - 

ancestry.com 
Fee http://www.ancestry.com/ 6,500 

ProQuest Direct 

(incl. Digital 

Vault) 

Fee http://www.umi.com 3,172 

Dun & 

Bradstreet 
Fee http://www.dnb.com 3,113 

Westlaw Fee http://www.westlaw.com/ 2,684 

Dow Jones 

News Retrieval 
Fee http://dowjones.wsj.com/p/main.html 2,684 

infoUSA Fee/Public http://www.infousa.com/ 1,584 

Elsevier Press Fee http://www.elsevier.com 570 

EBSCO Fee http://www.ebsco.com 481 

Springer-Verlag Fee http://link.springer.de/ 221 

OVID 

Technologies 
Fee http://www.ovid.com 191 

Investext Fee http://www.investext.com/ 157 

Blackwell 

Science 
Fee http://www.blackwell-science.com 146 

GenServ Fee http://gs01.genserv.com/gs/bcc.htm 106 

Academic Press 

IDEAL 
Fee http://www.idealibrary.com 104 

Tradecompass Fee http://www.tradecompass.com/ 61 

INSPEC Fee http://www.iee.org.uk/publish/inspec/online/online.html 16 

Subtotal Fee-

Based Sources   
75.469 

TOTAL 
  

748,504 

Table 2: Sixty Largest Deep Web Sites 

VI. CONCLUSION 

The deep web, particularly darknets such as TOR, represents a viable way for malicious actors to exchange goods, legally or 

illegally, in an anonymous fashion. Deep web is the host for many Cyber Crime activities, it is very difficult to trace down 

these criminals and website as some of this websites are only available for customers for very short number of time. In this 

paper, we conducted an analysis of different networks that untraceable access to deep web content and their size. Selling 

drugs, hiring hit mans, cannibal cafes, human trafficking, red rooms are main content of the deep web. Our government being 

monitoring some web sites but the size of the deep web is too large to shut all of them. Recent revelation of government 

shows that some cybercriminals were successfully arrested and their sites were shut down permanently. Sellers suffer from 

lack of reputation caused by increased usage anonymous buyers. Somehow, being untraceable presents drawbacks for a seller 

who cannot easily establish a trust relationship with customers unless the marketplace allows for it.  

In deep web the activities are more difficult to spot and observe and finding deep web links are difficult task too. 

Crawling techniques are applied to find out the links .The deep web has the potential to host malicious service and activities. 
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