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Abstract— Phishing, or web spoofing, is a growing problem: the Anti-Phishing Working Group (APWG) received almost 

14,000 unique phishing reports in August 2005, a 56% jump over the number of reports in December 2004 [3]. For financial 

institutions, phishing is a particularly insidious problem, since trust forms the foundation for customer relationships, and 

phishing attacks undermine confidence in an institution. Phishing attacks succeed by exploiting a user’s inability to 

distinguish legitimate sites from spoofed sites [2].In this paper, we examine the case of users authenticating web sites in the 

context of phishing attacks. In a phishing attack, the attacker spoofs a website (e.g., a financial services website). The attacker 

draws a victim to the rogue website, sometimes by embedding a link in email and encouraging the user to click on the link. 

Data suggest that some phishing attacks have convinced up to 5% of their recipients to provide sensitive information to 

spoofed websites [1].Here, phishing is performed on the admin panel when the attacker tries to capture and steal the data 

from the website, thereby extracting all the data of the customers and products from the admin’s account. The solution to 

this problem of phishing could be to maintain a security code for the admin’s account, which will give an automated new 

password in the form of OTP on admin’s mobile daily. This anti-phishing will consists of computer programs that attempt 

to identify phishing content contained in websites and e-mail or block users from being tricked [4]. 
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I. INTRODUCTION 

Cybercrime is a criminal act using a computer that occurs over the Internet. The Internet has become the source for multiple 

types of crime and different ways to perform these crimes. The types of cybercrime may be loosely grouped into three categories 

of cybercrimes. First, the Internet allows for the creation and maintenance of cybercrime markets. Second, the Internet provides 

a venue for fraudulent behavior (i.e., cyber fraud). Third, the Internet has become a place for the development of cybercriminal 

communities. The purpose of this research paper is to outline and exemplify these different forms of communities. The research 

paper then shifts into a discussion of policy steps to reduce some forms of cybercrime [6]. 

Social engineering, in the context of information security, refers to psychological manipulation of people into 

performing actions or divulging confidential information. A type of confidence trick for the purpose of information gathering, 

fraud, or system access, it differs from a traditional "con" in that it is often one of many steps in a more complex fraud scheme. 

The term "social engineering" as an act of psychological manipulation is also associated with the social sciences, but 

its usage has caught on among computer and information security professionals [10]. 

 
Fig. 1: 

  The phishing problem shows that we as security designers have a distance to travel. Because both attackers and 

designers use user interface tools, examining this problem yields insight into usability design for other privacy and security 

areas [7]. Many phishing attacks seek to gain credit card information, account numbers, usernames and passwords that enable 

the attacker to perpetrate fraud and identity theft. The rogue website usually looks exactly like a known website, sharing logos 

and images, but the rogue website serves only to capture the user’s personal information. 

In phishing, an automated form of social engineering, criminals use the Internet to fraudulently extract sensitive 

information from businesses and individuals, often by impersonating legitimate web sites. The potential for high rewards (e.g., 

through access to bank accounts and credit card numbers), the ease of sending forged email messages impersonating legitimate 
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authorities, and the difficulty law enforcement has in pursuing the criminals has resulted in a surge of phishing attacks: estimates 

suggest that phishing affected 1.2 million U.S. citizens and cost businesses billions of dollars in 2004 alone [5]. 

Phishing also leads to additional business losses due to consumer fear. Anecdotal evidence suggests that an increasing 

number of people shy away from Internet commerce due to the threat of identity fraud, despite the tendency of US companies 

to assume the risk for fraud. Also, many users now default to distrusting any email they receive from financial institutions [8]. 

We present three main contributions in this paper. First, we propose several design principles needed to counter 

phishing attacks: 1) sidestep the arms race, 2) provide mutual authentication, 3) reduce reliance on users, 4) avoid dependence 

on the browser’s interface, and 5) forgo network monitoring. Anti-phishing solutions that fail to follow these principles will 

likely be overcome or circumvented by phishers. 

II. PROBLEM DEFINITION 

In this section, we consider various formulations of the phishing problem and survey phishing tactics, both those in use today 

and those likely to appear in the near future.  

A.  Goals and Assumptions: 

 In this section, we enumerate the goals of an anti-phishing technique, arranged in decreasing order of protection and generality: 

1) Ensure that a user’s data only goes to the intended recipient. 

2) Prevent a user’s data from reaching an untrustworthy recipient.  

3) Prevent an attacker from abusing a user’s data. 

4) Prevent an attacker from modifying a user’s account. 

5) Prevent an attacker from viewing a user’s account. 

Our scheme guarantees the last two goals via technical measures. Clearly, an ideal solution would also address the 

first goal. However, divining a user’s intentions remains a difficult problem, particularly when even the user may find it difficult 

to quantify his or her precise intentions [2]. The next two goals, while more constrained than the first, require complete control 

over the user’s data. 

Although we present techniques to assist with the goal of preventing the user’s data from reaching an untrustworthy 

recipient, ultimately, we cannot guarantee this result, since a determined user can always find some means of disclosing personal 

information to an adversary. We justify this assumption on the basis of the following observations. First, phishing attacks 

generally target users with existing accounts. In other words, the phishers attempt to fool a victim with an online account into 

revealing information that the phishers can use to access that account. Second, users typically exercise greater caution when 

establishing an account than when using the account or when responding to an urgent notice concerning the account [11].  

This results in part from the natural analogue of the real world principle of caveat emptor, where consumers are 

accustomed to exercising caution when selecting the merchants they wish to patronize. However, consumers in the real world 

are unlikely to encounter a Man-in-the-Middle attack or an imitation store front, and so they have fewer natural defenses when 

online [2]. Our approach is largely orthogonal to existing anti-phishing solutions based on heuristics, and it can be combined 

with these earlier schemes, particularly to protect the user from a phishing attack during the initial account establishment.  

III. SECURITY ANALYSIS 

In this section, we discuss the vulnerability of our scheme to various attacks.  

A. Leak of the Verifier: 

The user’s verifier is sent to the bank in a one-time operation. Thereafter, the user must only supply his password to the browser 

and his username to the server to login. The server stores the verifier, which is based on the user’s password but which is not 

password-equivalent (it cannot be used as a password). Servers are still required to guard the verifier to prevent a dictionary 

attack. However, unlike passwords, if this verifier is stolen (by breaking into the server database or by intercepting it the one 

time it is sent to the bank), the attacker does not have sufficient information to impersonate the user, which makes the verifier 

a less valuable target to phishers. If a verifier is captured it can, however, be used by an attacker to impersonate the bank to one 

particular user. Therefore, if the verifier is sent online, the process must be carefully designed so that the user cannot be tricked 

into providing it to a rogue site.  

B. Leak of the Images: 

Our scheme requires two types of images, the personal image (a photographic image assigned or chosen by the user) and the 

generated image used to create the security skin. The user’s personal image is never sent over the network and only displayed  

to the user. Therefore, the attacker must be physically present (or must compromise the browser) to observe or capture the 

personal image. If the generated image is observed or captured, it cannot be replayed in subsequent transactions. Furthermore, 

it would take an exhaustive dictionary attack to determine the value that was used to generate the image, which itself could not 

be used to not reveal anything about the password. 

C. Man-in-the-Middle Attacks: 

 SRP prevents a classic man-in-the middle attack, however a “visual man-in-the-middle” attack is still possible if an attacker 

can carefully overlay rogue windows on top of the trusted window or authenticated browser windows.  
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D. Spoofing the Trusted Window: 

Because the user enters his password in the trusted password window, it is crucial that the user be able to recognize his own 

customized window and to detect spoofs. If the number of options for personalization is limited, phishers can try to mimic any 

of the available choices, and a subset of the population will recognize the spoofed setting as their own (especially if there is a 

default option that is selected by many users). If an attacker has some knowledge of the user, and if the selection of images is 

limited, the choice of image may be predictable [17]. In addition to a large number of randomly assigned personal images, we 

will encourage unique personalization (e.g., allow the users to use their own photos). User testing is needed to determine if 

users can be trained to only enter their passwords when their own personal image shown. 

E. Spoofing the Visual Hashes: 

If this system were widely adopted, we expect that phishers will place false visual hashes on their webpages or web forms to 

make them appear secure. Users who do not check their trusted window, or users who fail to recognize that their personal image 

is absent in a spoofed trusted window, could be tricked by such an attack. It is our hope that by simplifying the process of 

website verification, that more users (especially unsophisticated users) will be able to perform. 

IV. PHISHING ATTACKS PROCEDURE & PREVENTION METHODS 

In this research paper, we assume that phishers use e-mail as their major method to carry out phishing attacks. Nonetheless, our 

analysis and algorithm can be applied to attacks that use other means such as instant messaging [12]. 

A.  The Procedure of Phishing Attacks In general, phishing attacks are performed with the following four steps:  

1) Phishers set up a counterfeited Web site which looks exactly like the legitimate Web site, including setting up the web 

server, applying the DNS server name, and creating the web pages similar to the destination Website, etc. 

2) Send large amount of spoofed e-mails to target users in the name of those legitimate companies and organizations, trying 

to convince the potential victims to visit their Web sites. 

3) Receivers receive the e-mail, open it, and click the spoofed hyperlink in the e-mail, and input the required information.  

4) Phishers steal the personal information and perform their fraud such as transferring money from the victims‟ account [12].  

B. Approaches to Prevent Phishing Attacks: 

There are several (technical or non-technical) ways to prevent phishing attacks:  

1) Educate users to understand how phishing attacks work and be alert when phishing-alike e-mails are received;  

2) use legal methods to punish phishing attackers; 

3) use technical methods to stop phishing attackers. In this research paper, we only focus on the third one.  

Technically, if we can cut off one or several of the steps that needed by a phishing attack, we then successfully prevent that 

attack. In what follows, we briefly review these approaches. 

1) Detect and block the phishing Web sites in time:  

If we can detect the phishing Web sites in time, we then can block the sites and prevent phishing attacks. It’s relatively easy to 

(manually) determine whether a site is a phishing site or not, but it’s difficult to find those phishing sites out in time. Here we 

list two methods for phishing site detection. 

2) Enhance the security of the web sites:  

The business Websites such as the Web sites of banks can take new methods to guarantee the security of users‟ personal 

information. One method to enhance the security is to use hardware devices. For example, the Barclays bank provides a hand-

held card reader to the users. Before shopping in the net, users need to insert their credit card into the card reader, and input 

their (personal identification number) PIN code, then the card reader will produce a onetime security password, users can 

perform transactions only after the right password is input. 

  Another method is to use the biometrics characteristic (e.g. voice, fingerprint, iris, etc.) for user authentication. For 

example, PayPal had tried to replace the single password verification by voice recognition to enhance the security of the 

Website. With these methods, the phishers cannot accomplish their tasks even after they have gotten part of the victims‟ 

information .However, all these techniques need additional hardware to realize the authentication between the users and the 

Web sites, hence will increase the cost and bring certain inconvenience. Therefore, it still needs time for these techniques to be 

widely adopted. 

3) Install online anti-phishing software in user’s computers: 

 Despite all the above efforts, it is still possible for the users to visit the spoofed Web sites. As a last defense, users can install 

anti-phishing tools in their computers. The anti-phishing tools in use today can be divided into two categories: blacklist/whitelist 

based and rule-based. 

 Category I: When a user visits a Web site, the anti-phishing tool searches the address of that site in a blacklist stored in the 

database. If the visited site is on the list, the anti-phishing tool then warns the users. Tools in this category include Scam 

Blocker from the Earth Link company, Phish Guard, and Net-craft [16] etc. Though the developers of these tools all 

announced that they can update the blacklist in time, they cannot prevent the attacks from the newly emerged (unknown) 

phishing sites. 

 Category II: this category of tools uses certain rules in their software, and checks the security of a Website according to 

these rules. Examples of this type of tools include Spoof Guard [14] developed by Stanford, Trust Watch of the Geo Trust, 
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etc. Spoof Guard checks the domain name, URL (includes the port number) of a Web site, it also checks whether the 

browser is directed to the current URL via the links in the contents of e-mails. In the rest of the research paper, we focus 

on end-host based approach and propose an end host based Link Guard algorithm for phishing detection and prevention. 

To this end, our work follows the same approach as [13]. Our work differs from in that: 

  1) Link Guard is based on our careful analysis of the characteristics of phishing hyperlinks whereas Spoof Guard is 

more like a framework; 2) Link Guard has a verified very low false negative rate for unknown phishing attacks whereas the 

false negative proper of Spoof Guard is still not known. In next section, we first study the characteristics of the hyperlinks in 

phishing e-mails and then we propose the Link Guard algorithm [15]. 

V. SOLUTIONS 

Design Requirements With the security properties and task analysis in mind, our goal is to develop an authentication scheme 

that does not impose undue burden on the user, in terms of effort or time [9]. In particular, we strive to minimize user memory 

requirements. Our interface has the following properties:  

 To authenticate himself, the user has to recognize only one image and remember one low entropy password, no matter how 

many servers he wishes to interact with.  

 To authenticate content from a server, the user only needs to perform one visual matching operation to compare two images. 

 It is hard for an attacker to spoof the indicators of a successful authentication. We use an underlying authentication protocol 

to achieve the following security properties:  

 At the end of an interaction, the server authenticates the user, and the user authenticates the server. 

 No personally identifiable information is sent over the network. 

 An attacker cannot masquerade as the user or the server, even after observing any number of successful authentications 

[3]. 
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